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About this Guide

Designed for the System Administrator responsible for the support and maintenance of the
installed and active Gimmal Contract Management system, this Configuration Guide contains

technical information for using Gimmal Contract Management version 6.9.1 with Microsoft
Internet Explorer.
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Internet Explorer Support

Gimmal Contract Management has been tested using Microsoft's Internet Explorer versions 9,
10, and 11. The information below provides instructions for configuring your workstation to
work with IE11. The same or equivalent settings and configurations should also be applied with
Internet Explorer 9 and 10.

Browser Settings

Trusted Sites

1. In the upper right of the browser, click the gear icon and select Internet Options

7 B|©
Print »
File b
Zoom (100%) ¥
*

Safety

Add site to Apps
View downloads
Manage add-ons
F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

2. Click the Security tab
3. Click on Trusted sites and then click the Sites button
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Internet Options ? et

General| Security 1rivaq-' Content Connections Programs = Advanced

Select a zone to view or change security settings.

@ ¢ (v (O
= v

Internet  Local intranet | pUEE =124 | Restricted
sites

Trusted sites

f This zone contains websites that you
W trustnot to damage your computer or
your files.

Sites

Security level for this zone
Allowed levels for this zone: All

Medium

- Prompts before downloading potentially unsafe
B content
- Unsigned ActiveX controls will not be downloaded

[JEnable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

Concel | | ool

4. Enter the URL for the Gimmal Contract application and click the Add button
5. The URL is moved to the list of Websites

Trusted sites >

‘You can add and remove websites from this zone. All websites in
e this zone will use the zone's security settings.

Add this website to the zone:

| httpst//hougemintdl.gimmalgroup.com | I Add

Websites:

Remove

Require server verification (https:) for all sites in this zone

Cloze

6. Click the Close button
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Trusted sites >

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:
I | [ aed |
Websites:

https://hougcmintd 1. gimmalgroup.com Remawe

[ Require server verification (https:) for all sites in this zone

Pop-up Blocker

1. In the upper right of the browser, click the gear icon and select Internet Options

m 7] B|©
Print ¥
File
Zoom (100%)
Safety
Add site to Apps
View downloads Ctrl+J

Manage add-ons
F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

2. Click the Privacy tab
3. Click the Settings button
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Internet Options ? x

General Security Privacy |[Content Connections Programs Advanced

Setlings

Location

Mever allow websites to request your

i i Clear Sites
physical location

Pop-up Blocker

Turn on Pop-up Blocker Settings

InPrivate
Disable toolbars and extensions when InPrivate Browsing starts

oK Cancel Apply

4. Enter the URL for the Gimmal Contract application and click the Add button
5. The URL is moved to the Allowed sites
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Pop-up Blocker Settings

BExceptions

Address of website to allow:

Allowed sites:

hougemirt01.gimmalgroup.com

Motifications and blocking level:

Play a sound when a pop-up is blocked.
Show Motification bar when a pop-up is blocked.
Blocking level:

Medium: Block most automatic pop-ups

Leam more about Pop-up Blocker

Pop-ups are cumently blocked. You can allow pop-ups from specific
#!| websites by adding the site to the list below.

Close

6. Click the Close button

Java Settings

Java Versions Tested

Gimmal Contract Management 6.8.2 was tested using the 32-bit version of the Java JRE versions
1.6, 1.7, and 1.8 (1.8.0.45, 1.8.0.73, 1.8.0.77, 1.8.0.101. and 1.8.0.111). Java JRE versions newer

than 1.8.0.111 have not been fully tested.

Java JRE versions 1.6.0.22 — 1.6.0.24 have a known bug/security incompatibility with the software

and are not supported.

Java Control Panel Settings

Follow these steps to add the Gimmal Contract Management URL to the Java Exception Site List.

1. Click Start | Control Panel

2. Click on the Java (32-bit) icon to open the Java Control Panel
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[E2 All Control Panel ltems — O >

« ~ P [EH » ControlPanel » All Control Panel ltems v O Search Control Panel 2

Adjust your computer's settings View by: Large icons ™

Administrative Tools @ AutoPlay @'% ?\EE:Ei’;%Resmre

BitLocker Drive Encryption E Color Management

)

Credential Manager

Date and Time @ Default Programs ,&! Device Manager
4.,; Devices and Printers g Display |:: :] Ease of Access Center
File Explorer Options @ File History Flash Player (32-bit)
A Fonts " HomeGroup J:.), Indexing Options
l Internet Options é: Java (32-bit) «Z» Keyboard
s Language ] Mouse .1.3. (I;l::':.recirk and Sharing
[y Moih
3. Inthe Java Control Panel, click the Security tab
4. The Security level for applications not on the Exception Site list should be set to High.

a. If the user’s Java Security tab has Medium as an options, then Medium should
be selected.
5. On the Security tab, click the Edit Site List button
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1=

zeneral Javal Security | Advanced

Enable Java contentin the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and anly if the certificate can be verified as not revoked,

(®) High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed ta run after the appropriate security
prompts.

to this list. Edit Site List...

Restore Security Prompts Manage Certificates...

Cancel Apply

6. Click on the Add button
7. Enter the URL for the Gimmal Contract Management application. NOTE: The trailing slash
MUST be included in the URL
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| £| Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

| pration
|- I i [aa 01.g algro W odagiolCa
— == e (app . himl
Remave
lﬁh FILE and HTTP protocols are considered a security risk,
We recommend using HTTPS sites where available,
QK Cancel

In the Exception Site List, click OK to close the dialog
In the Java Control Panel, click OK the close the dialog

Logging into the application for the first time

To allow for proper installation of the Drag and Drop functionality, Internet Explorer should be

launched as an Administrator the first time you login to Gimmal Contract Management.

Right click on the Internet Explorer icon in the Taskbar, then right click on Internet

Explorer under the Tasks section, then click on Run as administrator
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Frequent

Open

Start InPnivate| Run asedministrator

Open new tab, Unpin from taskbj Right click on this

Internet Explorer to
: access the "Run as
Internet Explere: administrator” option

Reopen last se

Unpin this program from tas 1 Right click on the

Internet Explorer icon

2. Click Yes on the User Account Control window

® User Account Control >

5 Do you want to allow this app to make changes to your

Program narme:  Microsoft Windows
Verified publisher: Microsoft Corporation

File arigin: Hard drive on this computer

[
Show details fes I}II Mo

Change when these notifications appear

3. Login to Gimmal Contract Management
4. When prompted to install the WdkPluginCab.CAB file, click the Install button
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5. On the Internet Explorer — Security Warning dialog, click the Install button to begin the
installation process.
6. To verify the installation was successful, click the gear icon, then select Manage add-ons

© Gimml Conact

Print b

File b
EER T oo .
Safety 3
Add site to Apps

View downloads Ctrl+)
Quick Search : I: I Manage add-ons I
F12 Developer Tools
ltems Per | Go to pinned sites

Compatibility View settings

Report website problems
Internet options

About Internet Explorer

7. Verify the DmDragDrop Class is displayed in the list of add-ons
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Manage Add-ens *

View and manage your Internet Explorer add-ons

Add-on Types Mame Publisher Status Architecture  Load time

Blot o DR A Cof

@ Toolbars and Extensions

(Mot verified) EMC Soft...  Enabled

1§ Search Providers

al | P

@] Accelerators ; )

- ] Javaltm) Plug-In 55V Helper Oracle America, Inc. Enabled 32-bit 0.00=
@ Tracking Protection Javaftm) Plug-In 2 55V Helper  Oracle America, Inc. Enabled 32-bit 0.01s
Show:
Currently loaded add-ons S 3
DmDragDrop Class
(Mot verified) EMC Software
Wersion: 6.7.0.001 Type: ActiveX Control
File date: Saturday, November 26, 2011, 9:49 PM Search for this add-on via default search provider

Maore informatien

Disable

Find mere toclbars and extensions...

Learn more about toolbars and extensions Close

8. The first time that a document is checked out, you might be prompted to allow Java to
run.

9. Check the "Do not show this again for apps from the publisher and location above”
check box and click the Run button

Do you want to run this application?

Name: Documentum

4
-—— ] Publisher: EMC Corporation

e

Location:  http:/fhougcmint 1. gimmalgroup. com: 8080

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you frust the location and publisher above.

[+] Do not show this again for apps from the publisher and location above

E More Information Run | Cancel
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10. On the “Is Trusted Site” window, click the Yes button

Is Trusted Site

]| e P—
k Content Transfer Service

*

.‘f-._--\'.
[e This is the first time you have visited the [hougcmintl1.gimmalgroup.com] site. Do you want to trust content from this site?
k"

11. On the Security Warning window, check the "Do not show this again for this app and
web site” check box and click the Allow button

Security Warning

”“L»'- Allow access to the following application from this web site?

Web Siter  http://hougemint0l.gimmalgroup.com:2080

Application: UMENOWN
Publisher:  UMNEKMCOWHN

This web site is requesting access and control of the Java application shown above.
Allow access only if you trust the web site and know that the application is
intended to run on this site.

Do not show this again for this app and web site, Allow Do Not Allow

'\!/n' More information
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