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Welcome

Thank you for choosing Discovery Attender®. This application is designed to make the searching,
collection and management of electronically stored data easy and efficient. Discovery Attender can
collect and export email and files from many different data stores including:

Outlook Personal Folders (PST files)
Microsoft Exchange Mailboxes, Online Archives and Public Folders
Microsoft 365 Mailboxes, Online Archives, and Public Folders
SharePoint Servers
Lotus Notes NSF files
MBOX format email files
Loose email in MSG or EML format
e Hard Drives, File Shares and Network drives
Use this Getting Started document to guide you through the setup of the program and initial scans of your
data.
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Where to Install

Discovery Attender can be installed on a desktop, laptop, server, or virtual machine. The more
memory and processing power on the machine, the better the performance of the application.

Never install Discovery Attender on a machine running mission critical applications without
testing it first.

Discovery Attender requires Local Administrator Rightsto the machine where it is installed.

Installing Discovery Attender on a production Exchange server is not recommendeddue to
potential CPU or I/O constraints.

Discovery Attender can search across a network. However, a slow connection can cause delays
with the processing of files and reduce the efficiency of the product.

Microsoft Office must be installed on the machine where Discovery Attender is installed.

Microsoft Outlook must be enabled with at least one profile created to successfully search
Exchange based email stores (on-premises Exchange, PST or MSG sources) or export to a PST or
MSG,. Outlook provides the MAPI drivers needed for communication with certain mail stores as
well as any exports to PST (including from M365). These drivers are not initialized until a profile is
created and Outlook opened at least once.

To search NSF files, a Lotus Notes client version 8.5.1 or above must be installed and configured.

The Microsoft.Net 4.8 (or above) framework is required on the machine where Discovery
Attender is installed.

The appropriate Microsoft Visual Runtime C++ library (currently 2019) will be installed or
updated if not present on the installation machine.

In certain environments, you may need to install an Access engine redistributable file for
Discovery Attender to successfully communicate with its databases. It can be found here.

Download the version that matches the bitness of your Microsoft Office installation.

To search on-prem 2013 SharePoint stores, an additional, separately licensed component needs
to be installed on a server in the SharePoint farm along with.Net 4.8 or above.

All other SharePoint searches, including on-prem SharePoint 2016 or above, or online, can use
the REST protocol which does not require the installation of any additional components.
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System Requirements

Discovery Attender runs as a stand-alone application on your desktop, laptop, or server. The following are
minimum system requirements. However, Discovery Attender speed and efficiency are highly dependent
on CPU and memory. The more of each of these you have installed on the machine, the faster searches
and exports will complete.

¢  Windows 10 or higher; Windows 2008 Server, SP 2 or higher
e Minimum: 2 GHz or higher CPU (more is recommended)

e For significantlybetter performance, please use 2x or 4x the minimum amount of processing
power listed above

e 4GB of RAM or higher (more is recommended)
e Microsoft Office 2013 or higher installed

e Microsoft Outlook 2013 or higher installed and configured with a profile (if searching mailboxes,
online archives, PST files, or other on premise Microsoft Exchange based data stores)

Note: If searching M365 email stores, Office 2016 or above is required.
e Lotus Notes Client 8.5.1 or higher (if searching Lotus Notes NSF files)

e Approximately 100 MB free Hard Drive space for the installation. Additional Hard Drive space
will be required as projects, searches and (optional) indexes are created. We recommend at least
20 GB per active project, and moreif caching is used.

e Local administrator rights are required to run Discovery Attender

Please Note:

¢ The above requirements are the minimum needed for running the product. However, to
improve the performance of Discovery Attender, Gimmal highly recommends increasing the
CPU and the memory.

e Microsoft.Net 4.8 framework (or above) is required for Discovery Attender to function properly.
The framework can be downloaded from the Microsoft web site.

e Thelogin account that Discovery Attender is running under requires local administrator rights to
the computer where the applicationiis installed.

e Discovery Attender is available in 32-bit and 64-bit versions. The bitness (32-bit or 64-bit) of
Discovery Attender must match the bitness of Microsoft Office, not the bitness of the machine
operating system.
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Permissions

Discovery Attender uses the Login credentials (i.e. NT Account) of the user account logged into the
machine where the program is installed. This account is used to access file shares and some mail store
locations as well as reading and writing to the system registry. Therefore, this account requires Local
Administrator Rights on the machine where Discovery Attender is installed.

If you are searching mailboxes on more recent versions of on-premises Exchange servers, and you
wish to use the MAPI protocol, an email profile needs to be created. This profile should be linked to an
Exchange account with the associated search permissions for the mailboxes, online archives, public
folders or recover deleted items that will be scanned. This profile needs to be created with the Control
Panel | Mail options, then added to Discovery Attender’s Settings.

Starting with Exchange 2016, the EWS protocol can be used as an alternative to MAPI. If you are
searching Microsoft 365 mail stores, EWS *must* be used.

For SharePoint searches, Discovery Attender 4.x can only access files or other data on an on-prem
SharePoint 2013 server or above. There are two methods of accessing this data, component or REST.
The component requires full permissions and needs to be installed on a server that is part of the
SharePoint farm you intend to search.

When searching online SharePoint in Microsoft 365, the REST (EWS) protocol is required. Please see
the SharePoint section below for further details.

The user will need read/write access to Discovery Attender Project storage locations.

If you are running Discovery Attender on a machine with UAC settings enabled (Windows 8.1 and
above), you must select the "Run this program as administrator” privilege level under Properties |
Compatibility. You will be prompted every time Discovery Attender is run.

You will need full access to the mailboxes which need to be search when connecting to on-premises
Exchange data stores using our standard protocols. The reason Gimmal requires an elevated
permission level is that our experience has shown that the full access permissions will work in *all*
deployments for *all* Discovery Attender functionality. Select customers have been able to deploy
with reduced permissions, however Gimmal cannot assist in setting up or supporting those
configurations.

Notes for Searching on premises Exchange 2016 and above

Exchange 2016 is best searched using an EWS impersonated account. If searching via MAPI, be aware
that not all implementations support MAPI searching of Exchange 2016 accounts. See notes below for
2013.

Notes for Searching Exchange 2010 and 2013

Permissions need to be run through PowerShell to propagate correctly.

Exchange throttling should be disabled for the Discovery Attender account. If throttling is not disabled,
connection errors can and will occur.
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Installation Guide
The following are general steps to install Discovery Attender.

1.

2.

5.

Choose the server or computer where you wish to install Discovery Attender.

Verify that Outlook 2013 or above has been installed and run at least once with at least one profile.
Outlook is not completely configured until the first profile has been created.

Outlook does not need to be installed in the following scenarios:

o You are onlysearching files shares for standard files (not PST files).
o You are onlysearching NSF files (see below for additional NSF requirements)
o Exchange Server installation (not recommendead).

Make sure you select the correct setup file for the machine where Discovery Attender is to be
installed. The bitness of Discovery Attender is dependent on the bitness of the version of
Office/Outlook installed on the machine, not the bitness of the operating system.
a. Ifyouare using a 64-bit version of Outlook/Office on your machine, then you must use the
64-bit version of the setup (DA_Setup_é4.exe).
b. If your Outlook/Office is 32-bit you must choose the standard setup (DA_Setup.exe)

Verify the setup executable is unblocked. To do so, right-click on the file and select Properties. If there
is an Unblock button in the lower, right-hand corner, select it and hit OK.

| General [ Securty | Detais | Previous Versions |
i

{

Type of file:  Compressed {zipped) Folder {.zip)

Opens with: = Windows Explorer Change...

Location: C:\Users\mahler\Downloads

Size:

Size on disk:

Created: Today, May 04, 2011, 3 minutes ago

Modffied: Today, May 04, 2011, 1 minute ago

Accessed: Today, May 04, 2011, 3 minutes ago

Attributes: [T Read-only [ Hidden Advanced...

Security: This file came from another
computer and might be blocked to Unblock
help protect this computer.

Double-Click the setup file to begin the installation of Discovery Attender.
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6. The InstallShield™ wizard should automatically launch the setup. Follow the screens as prompted.

Discovery Attender Setup

wait,

Discovery Attender - InstallShield Wizard

“y Discovery Attender Setup is preparing the InstallShield Wizard,
3 which will guide you through the program setup process. Please

Extracting: Discovery Attender.msi

I [ G

Welcome to the InstaliShield Wizard for
Discovery Attender

The InstaliShield Wizard will install Discovery Attender on
your computer. To continue, dick Next.

< Back Next > Cancel

7. Please note: The Microsoft .Net 4.8 framework (or above) is required for proper functioning of
Discovery Attender. If it is not installed, you will receive an error message and the setup will not

continue.

8. You must accept the Discovery Attender License Agreement to continue with the installation.

Discovery Attender Setup

License Agreement
Please read the following license agreement carefully.

GIMMAL DISCOVERY ATTENDER LICENSE AGREEMENT

DO NOT USE THIS SOFTWARE UNTIL LICENSEE CAREFULLY READS THE FOLLOWING
TERMS AND CONDITIONS. LICENSEE'S USE OF THE ENCLOSED DISCOVERY
ATTENDER COMPUTER SOFTWARE AND ITS ASSOCIATED COMPONENTS ("LICENSED
SOFTWARE") INDICATES THAT THE USER OF THE LICENSED SOFTWARE (THE
"LICENSEE") ACCEPTS THESE TERMS AND CONDITIONS.

1. ENTIRE AGREEMENT

Licensee acknowledges that Licensee has read this agreement ("License”) and v

(@1 accept the terms of the license agreement Print
(D1 do not accept the terms of the license agreement

==

9. Selectif you'd like to perform a Complete or Custom setup.
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Discovery Attender Setup X | | Discovery Attender Setup X
Setup Type Select Features
Select the setup type to install. Select the features setup will install.
Please select a setup type. Select the features you want to install, and deselect the features you do not want to install.
(® Complete covery Attender P ET
reSearch Tool
-:3 All program features will be installed. (Requires the most disk space.)
(O Custom
.: ¥ Select which program features you want installed. Recommended for
7 advanced users.
0.00 MB of space required on the C drive
119592. 13 MB of space available on the C drive
< Back Cancel < Back Cancel

Note: Custom setup allows you to select which the components will be installed.

o Discovery Attender is the main installation and is not optional
o PreSearch Toolis a helpful utility that performs useful tasks such as deduplication, exports,
and conversions before a search begins.

10. Select the location where you wish to install Discovery Attender.
e |naddition to the program files, this destination will store log files, templates, some
settings and the default temporary directory.
o Verify the login account has read/write permission to the chosen destination location.

Discovery Attender Setup X

Choose Destination Location
Select folder where setup will install files.

Setup will install Discovery Attender in the following folder.

To install to this folder, dick Next. To install to a different folder, dick Browse and select
another folder.

Destination Folder

C:\Program Files\Sherpa Software Group\Discovery Attender) Browse...

==

Please note: If you are upgrading from certain versions of Discovery Attender, you may see the following
prompt. Click 'OK' to continue:

-
Uninstalling a prior Discovery Attender installation. Registry settings and all project data will be retained. This may take a few minutes.
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11. The setup in now concluded. Discovery Attender will be installed with a new program group
created in your start menu. You can access the program from Start / Programs [Discovery
Attender [Start Discovery Attenderto begin. A shortcut will be created onto your desktop.

Running Discovery Attender

Note: If the correct version of the Visual C++ runtime or EWS Libraries is not found on the installation
machine, they will be installed when Discovery Attender is first started. . This is a silent install and may
take a few minutes to validate.

Discovery Attender must run under administrator privileges. To do so, select the "Run this program as
administrator” privilege level under Properties | Compatibility once the product is installed.

License Key

The License Key setup screen will appear on startup of a new installation. To run the product, just enter
your Discovery Attender license key in the box under 'Enter Discovery Attender License Key'. To enable
the optional SharePoint searching, enter the separate SharePoint license key in the blocks labeled 'Enter
SharePoint License Key (Optional)'.

® Discovery Attender X

Welcome to Discovery Attender

rLicense Key

Either the evaluation period has elapsed or your temporary license key
has expired.

Please enter a new key below. Click ‘Save’ when done. To enter the
key at a later time, click ‘Cancel'.

To obtain a license key, contact Gimmal Sales at sales@gimmal.com or
(877) 944-6625 or visit our website at www.gimmal.com.

Enter Discovery Attender License Key
[ |

Enter SharePoint License Key (optional

I |

' [ s || coos

¢ This step does not apply to the demo or evaluation versions.

e You canchange the license key at any time by using the Help| License Managementmenu option on
the main console screen.

e  When upgrading from a previous version, Discovery Attender will use the license key from the
existing installation.
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Upgrading Discovery Attender

Please note: If you are upgrading Discovery Attender to the 4.5 version, there are several considerations:

Installing

You will need to uninstall the previous version of Discovery Attende before you install the 4.5 version. To
best maintain all your options, please follow the steps for upgrading from 4.4 or below.

Database Conversion

Discovery Attender uses file based databases for portability and ease of use. Starting with version 4.5, all
new searches will use an updated database format (.accdb) that provide stability and performance
improvements. For projects stored in the older . mdb format (version 4.4 and below) , users will be given
the option to upgrade the databases for those affected projects from the older format to the newer ones.

Upgrade Databases

This project contains 12 searches with databases that are in
! the older .MDE format. We recommend they be converted to

the .Accdb format, Would you like to upgrade now? Once

started, this process cannot be cancelled,

Estimated time for conversion: 3 min(s).

Yes MNo

e Choosing ‘No’ will keep the existing format.
e Choosing ‘Yes’ will convert the databases to the accdb format.
o Youwill also be given the option to keep the existing database in their old .mdb format.
When choosing this option, ensure you have sufficient space on the drive where the
projects are stored.

Keep Database Backups

| ‘Would you like to keep your existing mdb databases?

Please note: The conversion feature is for 64-bit versions of Discovery Attender only. 32-bit versions of
Discovery Attender are still supported, and will still use the new format for new projects. However, older
database formats will not be converted.

Upgrading from 4.4 or Below

Discovery Attender requires an uninstall / reinstall if upgrading from version 4.4 and below. To keep your
options and bypass having to reenter your settings and keys, please follow the instructions below.

1. Save application options from the Main Console of Discovery Attender
a. Save Settings
i. Navigate to Discovery Attender | Settings
ii. Clickthe ‘Export’ button to save the Settings to afile.
Note: Remember the location of this .xml file, we’'ll use it later.
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b. Save Project List
Note: This will provide the list of locations for the most recent projects for reference. You
will not be able to rehydrate this project list after Discovery Attender is uninstalled.
i. Choose the ‘Open Project’ option in the File Menu to open the ‘Open a Project’
dialog.
ii. Right-Click onthe list of projects and select the ‘Export to CSV’ option to export
the list of projects to a CSV file for future reference.
2. Save Management folder to retain configuration and custom exceptions
a. Navigate to the Installation directory of Discovery Attender (defaults to C:\Program
Files\Sherpa Software Group\Discovery Attender)
b. Copy the ‘Management’ folder to a separate location.
c. Make a note of this location. You will need it later.
3. Get System Information
a. Navigate to Help | About Discovery Attender
b. Note the bitness of Product Version of Discovery Attender on the Components screen.
4. Uninstall Discovery Attender using the Control Panel
5. Install the application using the setup executable with the appropriate bitness as noted in step 3.b
above.
6. Restore application options
a. Restore Settings
i. Open Discovery Attender
ii. Cancel the license prompt
iii. Choose ‘Main Console’ from the initial Welcome dialog
iv. Navigate to Discovery Attender | Settings
v. Click the ‘Import’ button to import the Settings from the file created in step 1.a.ii
above
vi. Close Discovery Attender
7. Copy Management Folder
a. Locate the Management folder saved in step 2.b above.
b. Replace the Management folder in the Installation directory with the one copied earlier.

You should now be ready to use Discovery Attender.

Uninstall

To un-install Discovery Attender, open the Control Panel and choose Programs and Features. From the
list of programs, select Discovery Attender (which also may be listed as Discovery Attender for
Exchange).

In some operating systems, there will be a 'Remove' button to start the installer. In others, double-clicking
on the entry will start the installer. From the installer, choose 'Remove' and the installer will proceed to
remove all files.

Allinformation stored in the default application directory, as well as any Settings stored in the registry,
will be deleted as part of the uninstall process. All existing projects and their associated searches are
retained in their original directories.

Getting Started | Page 13 of 43



£ Disco very Attender 4.x

Discovery Attender for SharePoint Component

If you have installed the optional Discovery Attender for SharePoint component on an on-premises
SharePoint server, it can be uninstalled using the Programs and Features options from the Control Panel
on the server where the component is installed. Select 'Remove' the setup utility will stop the service and
uninstall all the components.
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Microsoft 365 & EWS

Discovery Attender can search mailboxes, public folders and online archives via Exchange Web Services
(EWS). This includes data stores located in Microsoft 365 or on-premises Exchange 2016 or above.

To access data in these repositories, Discovery Attender supports two protocols, Basic Authentication
and Modern Authentication.

Note: Microsoft has disabled Basic Authentication for all on/inetenants Only Modern Authentication
can be used if you are connecting to Microsoft 365. On-premises connectivity should not be affected.

Modern Authentication

oAuth or ‘Modern Authentication’ is a method of identity management that offers a more secure
authentication and authorization for users and applications. It is replacing ‘Basic Authentication’ as an
authentication model for all online tenants and should be seriously considered for on-premises
environments or for its security enhancements.

The steps to set up Modern Authentication with Discovery Attender requires several steps:

1) Create or obtain a self-signed certificate
2) Register Discovery Attender with Azure
3) Establish oAuth Application permissions
4) Configure Modern Authentication in Discovery Attender

It is best if an Azure administrator familiar with these steps assists in the process.

Create a Self-signed Certification
A certificate is required as part of the process to register an application for oAuth in Azure. The steps
below detail how to create a self-signed certificate.

1) Contact Technical Support for a PowerShell script to automate the process.
2) RunPowerShell or PowerShell ISE as an Administrator, then navigate and open the provided script
file.
3) Execute the script:
a. Thefirst prompt will be the Common Name (CN) of the certificate. Please give the certificate
an easily identifiable name like ‘Discovery Attender oAuth’. Click ‘Enter’ to continue.
b. The second prompt will be the Start Date of the Certificate. Please enter the current date and
click ‘Enter’.
c. Thethird promptis the End (or expiration) date of the certificate. Please choose this
expiration according to your organization’s policy, but at least a year or two is advisable. Click
‘Enter’ to continue.
d. The fourth prompt will be a dialog box asking for a password. This password will be used in
later steps, please ensure you remember it. Click ‘OK’ to create the certificate.
e. The certificate will be exported to the SYSTEM32 folder of the local machine.
f. There are two certificates. They will have the name from step (a). One ends with .pox, the
other with .cer. Copy both certificate files to a safe location. They will be used during the Azure
registration process.
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Application Registration Process
This step is essential for registering Discovery Attender to be able to use Modern Authentication within

your org

anization. You will need your organization’s portal credentials before you can continue.

Note: Despite our efforts to keep up to date, Microsoft can and does change the interface for the Azure

Portal. T
Azure.

1) Logi

he directions below are meant to give a general idea of the process registering an applicationin

nto the Azure portal ( https://portal.azure.com/).

2) Select ‘Azure Active Directory’
3) Navigate to the App Registrations node.

|/-’-’J Search (Ctrl+/) -:

a  Groups

ai: Roles and administrators
5 Administrative units (Preview)

i’ Enterprise applications

LN Devices

8% App registrations

(&} |dentity Governance

4) Click onthe ‘New registration’ button:

Mew registration & Endpoints & Troubleshooting

0 Welcome to the new and improved App registrations (now Gen

5) Inth

a.

e ‘Register an application’ form, enter the following information.
Name: This is a user facing name. We recommend something like
DiscoveryAttender.oAuth.Appto easily identify the program.

b. Supported Account Types. Choose the appropriate value (most likely ‘Accounts in this

organizational directory only).

Redirect URF NOTE: This URl is *not* optional for our registration process
i. From the first drop-down, make sure ‘Web’ is selected.
ii. Inthetext box, enter the URI if not already auto-generated.

Getting Started | Page 16 of 43


https://portal.azure.com/

£ Disco very Attender 4.x

d. Click ‘Register’ to complete. You will now set up the permissions for the applications.

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

DiscAtt.0Auth.Method.App

Supported account types

(

Help me choose..

Redirect URI (optional)

Web

ccounts in this organizational directory only (F

W

Who can use this application or access this API7

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Agcounts in any organizational directory (Any Azure AD directory - Multitenant) and personal A

we'll return the authentication response to this URI after successfully authenticating the user. Provig
changed later, but a value is required for most authentication scenarios.

| httpsy/DiscAttOAuthMethodApp

Note: Please make sure to make note of the ‘Application (client) ID’and ‘Directory (tenant) ID". These
values will be needed in the application setup.

Establish oAuth Application Permissions
The section details the steps that must be taken in the Azure Active Directory administration portal to
register the oAuth service, make it available, and assign the appropriate application permissions.

1) Select ‘Authentication’.

2) Enable both the ‘Access tokens’ and ‘ID token’ option under the Implicit grant section:

Manage

EE Branding

2 Authentication

Certificates & secrets
' Token canfiguration
=+ APl permissions
& Expose an AP|
. Owners
% Roles and administrators (Previ...

N Manifest

Implicit grant

Allows an application to request a token direq
only recommended if the application has a sin
the latest version of M3ALJs with Auth Code

Core Web Apps. Learn more about the implicit

To enable the implicit grant flow, select the tok

Access tokens
ID tokens

Supported account types

Who can use this application or access this AP

@ MAccounts in this organizational directory o

O Accounts in any organizational directory (4
__
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3) Select the Certificates & secrets node.

4) Click ‘Upload certificate’.
5) Navigate to the folder path where the certificate you created in the earlier step is stored. Choose the

file with the extension of (.cer). Click the Add button to continue.

Altitude.OAuth.Method.App | Certificates & secrets

Credentials enable confidential applications to iden)
scheme). For a higher level of assurance, we recomi

IR overview
Quickstart i Certificates

#" Integration assistant (preview) Certificates can be used as secrets to prove the app

| T Upload certificate

Manage

. Thumbprint

Branding

3 Authentication Mo certificates have been added for this applicatiol

Certificates & secrets

Token configuration
. . Client secrets
- API permissions

ﬁ i

A secret string that the application uses to prove itg

Upload certificate

Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt

Cancel

6) Add Permissions to the registered application:
a. Select ‘APl Permissions’
b. Clickon‘Add a permission’

| APl permissions

~%)-DiscoveryAttender.oAuth.App
Search (Ct () Refresh

B overview . .
Configured permissions
Quickstart Applications are authorized to c:
p all the permissions the applicati
Integration assistant (preview) the permissions the applica
‘ Add a permission |
Manage

Branding API / Permissions name

D Authentication v Microsoft Grap

Certificates & secrets

Token configuration

- AP permissions

& Expose an AP

c. 'Click on'APIs my organization uses'.
d. Type 'Office 365'insearch bar and hit enter.
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f.

Click on the 'Office 365 Exchange Online' option

Request API permissions

Select an A

Microsoft A APIs my organization uses | My

Apps in your directory that expose APIs are shown below

APls

[2 office 365

Name

Office 365 Enterprise Insights

I Office 365 Exchange Online

Office 365 Information Protection
Office 365 Management APIs
Office 365 Search Service

Office 365 SharePoint Online

Application (client) ID

f9d02341-e723-456d-926d-420ca599fbee

00000002-0000-0ff1-ce00-000000000000

2f3f02c9-5679-4a5¢-a605-0de55b07d 135

€5393580-f805-4401-95

e8-94b7a6ef2fc2

66a88757-258¢c-4¢c72-893c-3e8bed4d6899

00000003-0000-0ff1-ce00-000000000000

Select the ‘Application permissions’ option.
g. Enable the ‘full_access_as_app’ check box.
h. Check 'Exchange.ManageAsApp' checkboxes.

Request APl permissions

€ All APIs
. Office 365 Exchange Online

https://ps.outlook.com
What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select permissions

P Start typing a permission to filter these results

Permission

' Other permissions (1)

full_access_as_app &
-«

Use Exchange Web Services with full access to all mailboxes

> Calendars
> Contacts

N Exchange (1)

Exchange.ManageAsApp (@
Manage Exchange As Application
> Mailbax

> MailboxSettings

> il

Click ‘Add Permissions’ button

expand a

Admin consent required

Yes

Yes

Discard
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j.  The Exchange configured permissions should resemble this form:

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured pe
all the permissions the application needs. Learn more about permissions and consent

Add a permission

APl / Permissions name Type Description Admin consent req...  Status

~ Exchange (1)

Application  Use Exchange Web Services with full access to all mailb... Yes Not

User.Read Delegated  Sign in and read user profile

k. Click the ‘Grant admin consent for [your company]’ (to the right of the ‘Add a permission’ box).
[.  Confirm the status of both API permissions. It should now show a green checkmark indicating
that admin consent has been granted.

7) Add the scope to expose the API for the registered application
a. Select ‘Expose an API’ from the registered app options screen

(& DiscoveryAttender.oAuth.App ' | Expose an API

Application ID URI
B Overview
Quickstart Scopes defined by this AP|

Define custom scopes to restrict acces:

" Integration assistant (preview) © ]
API can request that a user or admin ¢

Manage

- ) Add a scope
Branding

Scopes
D Authentication
No scopes have been defined
Certificates & secrets
Token configuration

9 API permissions Authorized client applications

. Autherizing a client application indicat
@ Expose an API this AP

. Owners

b. Choose ‘Add a Scope’

Add a scope

You'll need to set an Application ID URI before you can add a permission. We've chosen one,
but you can change it.

Application ID URI * (&)
aply//beacTce-1bad-4322-9120-0237499217 52 ‘I

c. The‘Application ID URI’ window will pre-fill with the application id. This value is needed to
configure Discovery Attender’s ‘Client ID’ value. Store this id for future use.
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d. Click Save and Continue to proceed.

=TT - |

e. Fill out the highlighted fields in the ‘Add a Scope’ window.

Add a scope

Scope name ™ (0

[DiscAtt.oauth.Method.App |

api//beacTced-1bad-43a2-91e0-023749%9e1 75 Miscover.OhUth.ACCRSS

Who can consent?
Admins and users (GTuTLReTY

Admin consent display name *

I Access DiscAtt.Onuth.MEthcd.nppI
P
) Admin consent description® @

ILI ow the application to access .

User consent display name (5

User consent description

we the ann o read

e.g. Allows the app to read your files

State

( Enabled JEEREE

f. Click the ‘Add Scope’ button to proceed.

a. Choose the ‘Owners’ node
b. Click the ‘Add Owners’ option.

8) Assign owners to the application if additional users need to have access to manage the application or
edit the application registration. This step is optional.
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c. Select and Add any additional owners

!r DiscAtt. OAuth.Method App | Owners

Email User name Job Tithe Type

ware.com Member

9) Configure Roles and Administrators for the registered application.
a. For this step you will need to return to the main Azure dashboard. Once there, click on link for
"Roles and Administrators".

e~ oS

oftware Group LP | Overview

@ Switch tenant t Crestestenant [ Whatsnew (6] Prevewfestures O Got feecback?

@ 2zure Active Directory can help you erabie remote work for your employees and partners. Leam more

Sherpa Software Group LP

earch your tenan

5 Tenant information QP Azure AD Connect

Status
Not enabled

Lastsync

Sync has never run

al admi

global readers, security
ders. ort readers can view

Ligaring, M
Your role SharePount administrator

b. Select ‘Exchange administrator’ or ‘Global administrator’. Either role will work, but Exchange

Administrators is typical for the registered app to use.
B W e S |

&, Sherpa Software Group LP | Roles and administrators

0 0 ojgjc

0oo

]
U
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c. After selecting arole, click Assignments then select 'Add Assignments' and search for the
registered app:

Microsoft Azure £ Search resources, senvices, and docs {G+/) -
Home: > Sh

1pa Software Group LP + Exchange adminestrato

2 Exchange administrator | Assignments

I:- worts & Cownload assigneets () Ratiesn ) Manageimdm | ) Got feedbackd

@ ou can 8150 s6sign buit-n rles 10 groups aow. Learn More (3

A Dagnose and solve prodleens
Manage
& Asngements

S Description Search Type
Sesrch by name A% v
Activity
Name UserName Type
& Bulk cperation results

ServcePrncpsl

[ shepramtudespp

Troubleshooting + Support
u [ sherpasnituse Teams ServicePrincipal

& New support request

d. Type the name of the registered app and click the 'Add' button at the bottom
Add assignments X

Only groups eligible for role assignment are dsplayed Leam more '

Search

[- sherpa.aititude app x ]

Selected items

No items selected

e. For more information on modern authentication role permissions, please refer to this Microsoft
post:
https://docs.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-
v2?view=exchange-ps#step-5-assign-azure-ad-roles-to-the-application
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Configure Discovery Attender with Modern Authentication (0Auth)
Once the steps for registering the application have been completed, Discovery Attender will need to be
configured with the credentials you (or your Azure administrator) have established in the steps above.

=4
File TDoIsQettings

¢ Disco
B e
Search Title

@ Longboum Holdings (
B Leonard Industries (F
@Lecnard Industries (F
B Lawyer PST (Rev 1)
[ Hurst Investigation M
(B8 Hurst Investigation M
(B Hartford Files (Main) (
(B8 Hartford Files (Main) (
[ Hartford Files (Main) (
B8 Hartford Files (Main) {
Hartford Files (Main) (|

Q80
Results by Location

o Wolfgang Mozart pst
° Wolfgang Mozart pst
@ wrc20150109(6) ps
° tuser@shemasoftwan
tuser@sherpasoftwan
o tmp pst (TN
° the pst (\\glacier'use
o test-user_1 pst {\\glac
° test-user.pst (\\glacie
o testuerd pst (\\glacier
° testthispstemlexport.p
o testthispstemlexport p
o TestExportAgain.pst {
0 TESTE pst (C:11234
0 testasfasd pat (WHOL
644 Locations listed

Discovery Attender Settings A
ID:

=- General
Search
- Logs
- Disk Space
-- Common Files
- Container Files
-- PDF Options
- Misc. Options
£-Results
-- Organization
- Report Defaults
- Viewer Options
= Export Actions
- Export To PST
- Export To File
Email To File
- Export from SP
- Archive Attender
=~ Exchange
Connections
@EWS Options
- NSF
..PST
=~ SharePoint
-- Component
- REST (EWS)

13

r EWS Connections

Manage EWS Settings

Account Type URL

administrator@exchange 2016 Jocal Dedicat... hitps://outlook office 365.c..

26a4i52b-ZccB-44adade(HlbBle..  Azureo.. n/fa

marta farensbach@gimmal .com Dedicat ..

i bach@st ftwar... Dedic... hitps-//outlook office...

< 3
(Pse v 9 ooee |
r EWS Export List Value

Email Property UserPrincipalName v)
r Batch retrieval properties

¥ Baseset [|+body []+attachments [ + recipients
r For use in troubleshooting

Property set Standard vl

1. From the Discovery Attender console, select Settings.

2. Navigate to the Exchange | EWS Options node.

3. Click the ‘Add’ button.

4. Choose the ‘Modern (oAuth) option.

8cd9677d-4bB8-4799-ad 29-5F6f dc 24efd]

Type of EWS Credentials: %J Modem {oAuth) () Basic

Advanced..
rD Settings
Impersonation credentials for EWS Powershel
Use EWS Service URL listed below Default
EWS Exchange Version Defautt
Azure ofwth App Reg C
Client 1D 26a4f52h-ZccB-44a4-24e0H0bB0e 427676
Tenant ID sherpasoftware onmicrosoft com
Certficate file C:\Users'farensbach*OneDrive - Gimmal'( Browse
Cerdfficate password sssssssabes
Powershel\@

1 )

o

0of0
0of 0

0of0
0of 0

0 of0
0 of 0

W

447342 30130

5. Enter the Client ID. This is the ‘Application (Client) ID’ value from the Register an App step above.

6. Enter the Tenant ID. This is the ‘Directory (Tenant) ID’ value from the Register an App step above.

7. Navigate and select the certificate file generated in the certificate creation step above.

Note: this cert file has an extension of (.pfx), NOT (.cer).

8. Enter the Certificate passwordwhich was used in the certificate creation step above.

9. Use the Testbutton to verify permissions and connectivity:

=]

Successfully connected to Office 365 Mailbox.

Getting Started | Page 24 of 43




£ Disco very Attender 4.x

If the test fails, a pop up will display the reason:
[z2]

Unable to connect to Office 365 Mailbox.: The Autodiscover service couldn't be
located.

If the connectivity issues are not obvious, please contact Technical Support for additional assistance.

10. The optional ‘PowerShell’ button accesses a feature to create a list of mailboxes to choose from when
creating a search. The Manager/Admin Account section uses an account to create a list of EWS data
stores via PowerShell. This output is used in conjunction with the List’options in the wizard selection
pages to populate the list of mailboxes or online archives.

r Manager/Admin Account

Microsoft 365 admin account with powershell access

Account Name
Password
Authentication Type

Service URL

r Azure ofwth App Registration Credential

Client 1D |263-if52b—2cc3~4464ra-ieﬂ1‘[baﬂe42?6?6

Tenart 1D |5herpasoﬂware.onmiu‘osoﬂ com

Certificate File |C:\User5\farensbad1\0neDri\re—Gimmal'| | Browse

Certificate Password |

e Inmostsituations, the ‘Azure oAuth App Registration Credentials’ to run PowerShell scripts should
match the Modern Authentication credentials from the previous screen.

e Click the ‘Export’ button to start generation of the list.

e Beaware thatit can take a significant amount of time for the list to generate in larger environments.
e Please establish connectivity to mailboxes first, before trying this feature.

11. Click ‘OK’ onthe Manage EWS Settings screen to save the values established above.

12. If this account is the only one you will be using, or if the account is the *primary* account you will be
using, highlight the account and select ‘Set Default’. This will save many steps when setting up searches in
the future.
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13. If you have a hybrid environment or need to use multiple accounts, add each one individually. When
finished, click the ‘OK’ button.

Don’t hesitate to contact Technical Support with any questions for working with M365 and EWS.

Basic Authentication
To access data using Basic Authentication (aka Delegated or Impersonated access), two steps need to be
taken.

First, the appropriate application impersonation rights need to be established within the Exchange
environment. This grants permission to search the desired data stores.

Second, the correct credentials and connectivity need to be configured in the Discovery Attender console.
Gimmal recommends selecting an administrative account (mailbox) that has been granted application
impersonation rights to access the user mailboxes that need to be searched.

Note: Microsoft has announced they are disabling Basic Authentication for all online tenants by October
2022. You must use Modern Authentication if you are connecting to Microsoft 365 and it is strongly
advised for on-premises authentication.

Establish Application Impersonation Rights
There are several ways to establish application impersonation rights, including the Exchange
Management Console and Exchange Management Shell (PowerShell).

Exchange Management Console

Note: Despite our efforts to keep up to date, Microsoft can and does change the interface for the
Exchange Management Console. The directions below are meant to give a general idea of the process of
assigning application impersonation rights to a specified account or group.

1. Loginto the Microsoft portal as an administrator (http://portal.microsoftonline.com)

2. Choose ‘Exchange’ to open the ‘Exchange admin center’

3. Select the ‘Permissions’ node, choose ‘Admin Roles’

4. Under roles, select ‘ DiscoveryManagement’(a predefined role).
Note: Alternately, you can create a new role group.

5. Under the ‘Roles’ section of your role group, click the plus (+) sign and select
‘Applicationimpersonation’

6. 6.Under the ‘Members’ section of the role group, select the account or group that will be used
for searching and add it as a member of the ‘Application/mpersonation’role.

7. After these steps, your account or group should have requisite impersonation rights to run
searches in Discovery Attender. Continue to Configure Discovery Attender section below.

Exchange Management Shell (PowerShell)

Please follow the steps outlined below to configure the administrative mailbox with application
impersonation rights. If you are not familiar with running PowerShell, please use the ‘Console’ option
(above).

Note: These directions assume that you are assigning the application impersonation permissions to a pre-
defined role. If you are assigning them to a group or individual, please use the ‘Console’ option.
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1. Launch Windows PowerShell and execute the following command to supply the credentials to open a
session to EWS or Microsoft 365:

$LiveCred = Get-Credential
When prompted, enter the credentials for the account that will have administrative application
impersonation privileges in Microsoft 365 / EWS.

2. Execute the following command to open a new session:

$Session = New-PSSession -ConfigurationName Microsoft. Exchange -ConnectionUri
https.//ps.outlook.com/powershell/ -Credential $LiveCred -Authentication Basic -
AllowRedlirection

3. Import the session to retrieve the PowerShell commands by running the following script:
Import-PSSession $Session

4. Next, to grant this administrative account impersonation rights over all of the users' mailboxes run the
following command:

New-ManagementRoleAssignment -Name "[My Role Name]" -Role "Application/mpersonation” -
User [Administrative account]

where [My Role Name] is the name you assign this role and [Administrative Account] is the email
address of the administrative account that will be used to access the user mailboxes.

Here is an example: New-ManagementRoleAssignment -Name "MA-Impersonation” -Role
"Applicationimpersonation" -User administrator@gimmalsoftwaresample.com

For more information on application impersonation in Exchange, please refer to these Microsoft technical
notes:

https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/how-to-configure-

impersonation
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-

exchange

Configuring Discovery Attender for EWS (Microsoft 365) Basic Authentication
Once the impersonation account has been established and permissions granted in Exchange, the credentials
need to be entered into Discovery Attender’s settings after the program has been installed.

1. From the Discovery Attender console, select Settings.
2. Navigate to the Exchange | EWS Options node.

3. Click the ‘Add’ button.

4. Choose the ‘Basic’ option.
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=t
File Tools ?attings

Seiigs D: 724450 1595248482164 09997c673a2 |

C ISCOV (" r EWS Connections

e g - Search Type of EWS Cradertals: () Modem () @ Besic
. Logs Accourt Type URL

Search Title - D Seti

- - Disk Space administrator@exchange?016local  Dedicat...  hitps://outlook office365.c g ngs a

88 Longboum Holdings (R -.Common Files 26a4f52b-2ccB-44ad-ade040b80s..  Awreo.. n/a Impersonation credentials for EWS Powershell
%g"as :n:ustries {: - Container Files martz farensbach@gimmal.com Dedicat... Accourt Name |admini51m10r§ ange2D16local |
e q e PgTUSI;n:S'I{ -.PDF Options mfarensbach@sherpasoftwar... Dedic... hiips://outloock office.. 5 -

yer _[ .v } Misc. Options Password |nuun |

@Hurst Investigation MSi .

B8 Hurst Investigation M3, - Results Use EWS Service URL listed below
[ Hartford Files (Main) (Fi - Organization

@ Hartford Files (Main) (Fi - Report Defaults |ht'lps://outlock.oﬁce%&.ccmﬁENS/Mange.am |
%:a:o: At |- Viewst Options || N EWS Exchange Version

artford Files (Main) (& & port Actions
X 11

[ Hartford Fis (Main) C: ---gponlo E.‘ST Er P 0 | [ em | [ oews N I

(XF0Y - I pqn orie r Azure ofiuth App Reg
ez by Locton | ~Email To File - EWS Export List Value Clert ID

=y locaiin . Export from SP
@ Wogang Mozartpst (€ .. Archive Attender Email Property ‘UserPrincwpalName Tenart 1D
SWolfgang Mozatpst ' (. Exchange S .
{ . Lenmcate nie rowse
WFC2D150109(E)pst Connections r Batch retrieval properties
otuser@sherpasoﬂware -
1 Bews Options p Certificate password

D tuser@sherpasoftware NSF ¥ Baseset []+body []+attachments [+ recipients

@ tmp pst [0} Powershell
° the pst (\\glacierusers PST .

@D test-user 1pst [Vglaci - SharePoint rFor use in troubleshooting

o test-userpst (\Vglacier Component

Pro set Standard

D testuerd pst (\\glaciery ~REST (EWS) perty |

°lesrth|spstem\export.pst

otesﬂhispstem\export.pst

o TestExportAgain pst ([T

@ TESTE pst (C:1 1234V} 12

644 Locations listed

Discovery Attender Settings

447342 30130

5. Enter the Account Name. This should be the account which was granted Applicationimpersionation privileges in
the_steps above.
6. Enter the password associated with the Account Name.

7. Use the Test button to verify permissions and connectivity:

Successfully connected to Microsoft 365 Mailbox.

X

If the test fails, a popup will display the reason:

Unable to connect to Microsoft 365 Mailbox. The request failed. The
remote server returned an error: (401) Unauthorized.

If the connectivity issues are not obvious, please contact Technical Support for additional assistance.

8. The optional ‘PowerShell’ button accesses a feature to create a list of mailboxes to choose from when creating
a search. The Manager/Admin Account section uses an account to create a list of EWS data stores via
PowerShell. This output is used in conjunction with the 'List' options in the wizard selection pages to populate the
list of mailboxes or online archives.
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a X
r Manager/Admin Account
Microsoft 365 admin account with powershell access
Account Name |administmtor@exd13nge?ﬂ16lncal |
Password |uuuu |
Apericaton Tpe
Senvice URL | ttps://ps.outiook com/PowerShell/| | Defaut
r Azure oAuth App Registration Credential
Cliert 10
Tenant 1D
Certificate File Browse
Certificate Password
Generate list using above credentials: Export
'C

e The Account Name entered in this section must have permissions and connectivity to local PowerShell *and*
M365 Exchange PowerShell to run effectively.

e Click the ‘Export’ button to start generation of the list.

e Be aware that it can take a significant amount of time for the list to generate in larger environments.

¢ Do not change the Email Property, Authentication Type or Service URL properties unless directed to do so by
Technical Support.

e Please establish connectivity to mailboxes first, before trying this feature.

9. Note: If you are having trouble establishing connectivity, it is possible that the EWS Service URL in your current
environment differs from the default values. This can be the case in a number of situations, including hybrid
environments. For further assistance, please contact Technical Support.

10. Click ‘OK’ on the Manage EWS Settings screen to save the values established above.

11. If this account is the only account you will be using, or if the account is the *primary* account you will be
using, highlight the account and select ‘Set Default’. This will save many steps in the future.

12. If you have a hybrid environment or need to use multiple accounts, add each one individually. When finished,
click the ‘OK’ button.

Discovery Attender for SharePoint

SharePoint searching is a separately licensed, optional module used to search data stored in SharePoint
sites. There are two methods for searching SharePoint:

e Rest protocol which can search all versions of SharePoint from 2016 and above, on-premises or
cloud. Thisis the preferred protocol and can be run with basic or modern authentication.

¢ A component which runs as a service directly installed in the SharePoint Farm. This is for on-prem
SharePoint 2013 or 2016 only. This should only be used if Rest is not available.
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SharePoint REST (EWS)

The REST (EWS) protocol allows for the direct searching of sites and lists. Permissions will still need to be

established.

Discovery Attender supports both Basic and Modern Authentication to search SharePoint, however there
are limitations. For on-prem services, only Basic (delegated) Authentication is supported. Discovery
Attender prefers Modern Authentication for searching online SharePoint.

Modern Authentication

Only online SharePoint data stores can be searched with Modern Authentication. Please see the section
for ‘Modern Authentication’ above for important notes and information for establishing permissions.

Once you have established permissions, use the following steps to configure Discovery Attender.

Note: Discovery Attender cannot use Modern Authentication to search on-premises SharePoint servers.

1. Navigate to the Settings | SharePoint | REST (EWS) node and select ‘Add’ to open the ‘Manage
SharePoint REST Settings’ form.

- PDF Options
~Misc. Options
-Results
- Organization
Report Defaults
Viewer Options
- Export Actions
Export To PST
- Export To File
-Email To File
- Exportfrom SP
- Archive Attender
- Exchange
Connections
EWS Options
NSF
- PST
(= SharePoint
~Component

-REST (EWS)

Discovery Attender Settings H
Settings ﬂc
=-General SharePoint REST
- Search

Logs Account Type

Disk Space bach@sh ity c. Basic (Del d)

Common Files administrator@bootcampl6.local Basic (Delegated)

Container Files 263452b-2cc8-44a4-34e0-0b80e4276..  Modem (oAuth)

Set Default

Delete

- -

‘ot Manage SharePoint REST Settings “
1D: 5621fbde-49d3-47a80613-78f0c71b8e54
Type of Authentication: (@) Modem (0Auth) () Basic Advanced
r~ Basic Authy Credential
r Medern Auth Credential
Client 1D
Tenant 1D
Cerficate Fle Browse
Certificate Password
o

2. Choose the ‘Modern (oAuth) option.

3. Enter the Client ID. This is the ‘Application (Client) ID’ value from the Register an App step above.

4. Enterthe Tenant /D.Thisis the ‘Directory (Tenant) ID’ value from the Register an App step above.

5. Navigate and select the certificate file generated in the certificate creation step above.
Note: this cert file has an extension of (.pfx), NOT (.cer).

6. Enter the Certificate passwordwhich was used in the certificate creation step above.

7. Use the Testbutton to verify permissions and connectivity by entering a value in the ‘SharePoint
Site URL’ that you wish to search and then clicking ‘OK’
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‘ot SharePoint Site Url

SharePoint Site Ui

A message will appear to verify the connection or inform you of a failure to connect.
8. Click ‘OK’ onthe Manage SharePoint REST Settings screen to save the values established above.

9. Ifthis account is the only one you will be using, or if the account is the *primary* account you will
be using, highlight the account and select ‘Set Default’. This will save many steps when setting up
searches in the future.

Basic Authentication

Delegated or ‘Impersonated’ permissions use an established account which has access to the SharePoint
sites you need to search. In Discovery Attender, it can only be used to connect to on-premises SharePoint
data sources. Use the account given to you by the SharePoint administrator to populate the requisite
fields.

Note: Microsoft has disabled Basic Authentication for all online tenants. Please use Modern
Authentication if you are connecting to Microsoft 365.

Discovery Attender Settings H
- General SharePoint REST
-Search
-Logs Account Type
-Disk Space f: bach@sherpasofiy c. Basic (Del d)
- Common Files administrator@bootcampl6.local Basic (Delegated)
Container Files 26a4f52b-2ccB-4424-24e0-0b8024276. Modem (oAuth) = irere S T Saiis Ex
PDF Options
Misc. Options D 8672003-8%6-4a90-3513- Tbdcd508902
- Results
- Organization Type of Authertication: () Modem (pAuth) (@ Basic e
- Report Defaults
~Viewer Options r Basic ication Credential
- Export Actions
Export To PST Accourt Name
Export To File . y
Email To File Set Defauit Edt Delete ssswol
- Exportfrom SP
- Archive Attender
- Exchange r Modern ication Credential
- Connections
~-EWS Qptions =
NSF -
PST st
= SharePoint E—
Component
-REST (EWS)
oF .

1. Navigate to the Settings | SharePoint | REST (EWS) node and select ‘Add’ to open the ‘Manage
SharePoint REST Settings’ form.

2. Select ‘Basic’.

3. Enter the ‘Account Name’ and ‘Password’ provided by your SharePoint administrator.
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4. Usethe Testbutton to verify permissions and connectivity by entering a value in the ‘SharePoint
Site URL' that you wish to search and then clicking ‘OK’

SharePoint Site Url

SharePoirt Site U

A message will appear to verify the connection or inform you of a failure to connect.
5. Click ‘OK’ on the Manage SharePoint REST Settings screen to save the values established above.

6. If this account is the only one you will be using, or if the account is the *primary* account you will
be using, highlight the account and select ‘Set Default’. This will save many steps when setting up
searches in the future.

SharePoint Component

The Discovery Attender for SharePoint service which is used by the component only runs with on-
premises SharePoint 2013 and above. See the notes and directions below regarding this component
*only*. If using the Rest protocol, please consult the included help document.

e Never install the Discovery Attender for SharePointservice on a machine running mission critical
applications without testing it first. The component is very CPU intensive and can negatively affect
the processing of other programs.

e SharePoint searches are created using the search wizard in the main Discovery Attender console.
However, the actual search processing is done via the SharePoint service.

e The SharePoint service is managed through the main Discovery Attender installation under 7oo/s |
Settings| SharePoint.

e Pending results are stored on the server where the SharePoint component is installed. Once these
results are transferred and saved to the main Discovery Attender installation, they are deleted from
the SharePoint server.

e Results are stored, managed and exported using the main Discovery Attender console.

e The main Discovery Attender installation should not be installed on a SharePoint server.

Permissions

Full permission to the sites included in the searches is required for the SharePoint service to run
effectively. Please contact your SharePoint administrator with any questions on creating an account with
proper access on the specified SharePoint farms.

Where to Install

e The Discovery Attender for SharePoint Service must be installed on a SharePoint server that is a
member of the SharePoint farm that is being searched.

e Processing of data is done through the service installed on the SharePoint server. Pending results are
stored on the server while before and during processing. Therefore, the machine where this service
component is installed should have sufficient bandwidth, CPU, hard drive space and memory to
conduct searches.

¢ Only SharePoint 2013 or above can be searched. Older versions of SharePoint are not supported.
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To search data located in SharePoint stores, the .Net 4.8 (or above) framework is required to be
present on the same machine where the component is installed. The .Net 4.8 version can be found
here.

Installation Guide
The following are steps to install the SharePoint component.

1.
2.

Choose the server where you wish to install the Discovery Attender SharePoint Service.
Double-click the setup file to begin the installation of the Discovery Attender for SharePoint Service.

Please note: The proper version of the .Net framework is required for the SharePoint service to
function correctly. If it is not installed, you will receive an error message.

Follow the screens as prompted. You must accept the Discovery Attender License Agreement to
continue with the installation.

Select the Complete Install, (the Custom only gives the SharePoint service component option), then
choose the destination folder to install the component files.

The setup will execute, installing the required components in the chosen directory.

Once the setup is complete, the Discovery Attender for SharePoint Service configuration wizard will
begin.

DAE SPService - InstallShield Wizard

I-"' ._."-I The Discovery Attender For SharePoint Service sekup program will
| ! be launched to complete the configuration of the service,

Configuration Wizard for Discovery Attender for SharePoint

1.

Once theinstallation is complete, the Discovery Attender for SharePoint Service configuration wizard
will begin.
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F ] Discovery Attender for SharePoint Service Setup

Welcome to the service setup application for
Discovery Attender for SharePoint

This setup application will allow you to setup and configure the Discovery Attender
for SharePoint Service installed on this computer. This service can only be
installed on a service joined to the SharePointfarm you intend to search.

Next > ][ Cancel |

2. Enter the user account details that will be used by the Discovery Attender for SharePoint Service.
Please verify this account has the proper permissions to the sites that need to be searched.

] Discovery Attender for SharePoint Service Setup B %

Install the service and configure the user account
Enter the user account and password you would like the service to use. This
account must have local administrator rights and access to the SharePoint sites
you wish to search.

UserId (Domain\User): domain\user

Password: i

Verify Password: e

< Back ] [ Next > ] [ Cancel

3. Enter the web service URI (Uniform Resource Identifier) for this service to use to communicate with
Discovery Attender. In most situations, the default values will be used. If unsure about the options,

leave the defaults.
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(3 Discovery Attender for SharePoint Service Setup E [

Setup the Discovery Attender Web Services

Enter the web service details you wish this service to use. If you are not sure whatto
enter leave the defaults. You will be able to change these settings later by
re-running this setup application.

Admin Web Service Uri %

nettcp:/icomputer:5111/Admin

Search Web Service Uri
net.tcp://lcomputer:5112/Search

Browse Web Service Uri

nettcp://computer:5113/Browse

* Copy this uri to the Discovery Attender console to connect to this service

<Back ]E Next > 3[ Cancel

Note: Store the Admin Web Service URI details for future use as this data needs to be entered into the
Discovery Attender Main Console (see below) for successful processing of SharePoint files.

4. Once the URI details are entered, setup is complete and the service can be started by clicking ‘Finish'.

§4i Discovery Attender for SharePoint Service Setup [ B

Congratulations!

The Discovery Attender for SharePoint Service on this computer has been
lly installed and d.

[¥] Start the "Discovery Attender for SharePoint Service'

<Bock | [ Ensh | [ Cancel

The Discovery Attender for SharePoint component installation is now complete on the SharePoint
server. However, Settings need to be enabled in the main console before searching can commence.

1.

2.

Open Discovery Attender on the machine where it is installed (i.e. notthe SharePoint server).

Enter the SharePoint license key (see License Keysection below). A valid SharePoint license key will
enable the SharePoint options in the settings and wizard screen screens.

Open the Settingsscreen. This can be reached from Too/s| Settingsin the Main Console.
Navigate to the SharePoint node and verify the ‘Wizard Show Options’ is enabled.

Choose the ‘Components’ node and click ‘Add’ to enter a new ‘Search Service URL’.

Getting Started | Page 35 of 43



£ Disco very Attender 4.x

=-Results
Organization
- Report Defaults
- Viewer Options
Export Actions
- Export Ta PST
Export To File
Email Ta File
Exportfrom SP
Archive Attender
Exchange
- Connections
- EWS Options
- NSF
PST
= SharePaint

REST (EWS)

Discovery Attender Settings “
Settings oc
- General r Orphaned Task Process
- Search
- Logs Handle orphaned processes by | PromptMe v
-~ Disk Space
- Common Files rSearch Services URLs
- Container Files URL Description
PDF Options et top#/sp-test sherpa-exchange.com511... P 2007
Misc. Options et tep://spoint 13 exchangelablocal:5111/... SP 2013

net tcp /5P 2010 exchangelab Jocal 5111/
nettcp://10.2.0.237:5111/Admin
nettcp://SP16:5111/ Admin

SP 2010
Gimmal SP 2016 Test (IF Ad...
Admin Name Gimmal SP 201

SharePoint Web Service URL | x|

6. The correct 'Admin Web Service Uri'address chosen in the Discovery Attender or SharePoint Service
configuration wizard (Step 3of the configuration wizard setup above) needs to be entered into
SharePoint WebService URL before SharePoint can be searched successfully.

Be sure to use the 'Test' button to verify you have access and connectivity to the SharePoint server. If
the connection cannot be opened, please recheck the address to ensure it has been entered correctly.
If you still are experiencing issues, verify the service is running on the SharePoint server.

7. Click ‘OK’ to include the Admin Web Service UR/address in the SharePoint Web Service URL list. The
Descriptionis to help you identify the server if you have multiple entries.

8. Once the connection is established and tested, you will be able to search your SharePoint data stores
with a variety of wizard and result options.
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Where to Begin

Create New Project

The first step in your discovery
process is to create a project to
collect related search and result
information.

Open Existing Project
Use this option to open recent or
previously created projects,
searches and result sets.

Welcome to Discovery Attender
by Gimmal

Main Console
Discovery Attender is designed to make searching,

organizing and retrieval of electronic dsta easy and
efficient.

Proceed directly to the main console
to access seffings and license
information without choosing a
project

Choose a button to the right to begin your discovery.
PreSearch Tool

Deploy standalone utility for efficient
export, snapshot, and conversion
options.

Q B 2B

[] Do not show on startup Exit

The Discovery Attender interface is designed to be intuitive and user friendly. The Welcome Screen
(above) serves as the gateway to the product. From here you can create a project to start searching. A
project serves as a repository for a collection - related searches and associated result sets. Once a new
projectis created, the Main Console acts as the central hub to allow you to control the creation,
processing, and organization of searches. From the Main Console, you can access the Search

Wizard which guides you through the step-by-step process of creating a new search. The Main Console
also provides access to the Result Management features to view, organize, export and report on the
messages, attachments and files that are found during your searches.

Create Project

Discovery Attender organizes related searches and results in containers called Projects. When you first
open Discovery Attender, you can choose to create a new project or select one from a list of existing
projects.

‘et Discovery Attender “

r New Discovery Attender Project

Each project must have its own file folder (directory) in order
to store your searches and results. This folder will be created
for you based on the values you enter below.

Project Name

Description
Project Path
C:\Projects\, Browse
Project File
P =

Creating a new project performs several tasks. First, a new project directory is created using the project
name. Housed under this directory is all the project related information including searches, databases,
results, logs and more. Make sure the location you select has sufficient space to store this data.

To create a project, choose a location to store the project under Project Path, and then select a Project
Name. The default location is C:|Projects. However, you may want to store your projects in an alternate
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location that is more convenient or has more storage capacity. Please ensure the length of the project
path does not exceed 100 characters.

Click the Createbutton to create the project file, project folder and the default folder path structure for
the project. Click Cancelif you do not want to create a project at this time. Please note, you cannot create
or run searches without a project container.

Manage Searches (Main Console)

The main console allows you to create and manage your searches. It contains a summary of your searches
and serves as the gateway for most Discovery Attender functionality. You can start new searches, modify
existing searches, cancel searches, or view the result summary.

£ Discovery Attender - Project Name: Tyrell Matter = =

File Tools Settings Help
¢ Discovery Attender

Be G mem X @Y

Search Title Added Searching Status Exceptions  Hits Messages Attachments Files &
@Carlon Conversation / contacts test (Rev 2) 07/19/2021 85... 1 EWS Options Finished 07/15/... 0 1,061 1061cf 1236 0cf0 0of 0

(B8 Charley Travel Inquiry (Date/File/KWD) (Rev 5) 07/19/2021 85... 9 Paths Finished 07/19/... 0 25 0of O Oof 0 250f 65

@ Hartford Files (Main) (Cache / Index) (Rev 10) 07/19/2021 85 7P5Ts Finished 07/19/" 55 4,967 3724013337 12430f 2439 0of 0

B Find allin grasso directory (Rev 1) 04/29/2020 10:... 4 Paths Finished 04/28/... 0 149 0of O Oof 0 149 of 156

(B8 Hartford Files - Custodian John Janes (Rev 1) 04/27/2020 11:... 7 PSTs Finished 04/27/... 50 4,965 37240f 13,337 1.2410f2435 0of0

(B8 Hartford Files - Custodian Jane Smith (Rev 14) 02/25/202023.. 7PSTs Finished 02/25/... 4% 1,005 6180f 12464 38702433  0of 0

@ Hurst Investigation MSGs (Rev 3) 02/24/2020 10: 1 Email Path Finished 02,24/ 19 72 427 of 1,362 54bof 1,348 Dof 1472

B Simon Simple Syndicate (Rev 2) 01/16/2020 11....  11PSTs Finished 01/16/... 0 180 179 of 932 1of 10 Oof 0

2 Longboum Holdings (Rev 1) o Finished 01/10/... 16 1 3,627 of 3627

B8 Athur Key Documerts (Rev 3) 01/10/2020 9:2... 23 Paths Finished 01/10/... 5 39 0of O Oof 0 39 of 165
E File Search (Rev 1) 12/19/2019 10: 29 Paths Finished 12/19/" 4 506 Oof O 0of O 506 of 958 v
€3 /% O Fiterby Location Type: | Al v E =5 93,

Results by Location Location Type  Started Elapsed BExcep... Status Hits Messages  Attachments  Files

o martin_cuila_000 pst (C:\Users\farensbach'Deskt... PST 01102020 3:... 26Secs O Successful 49 49 of 49 0of0 0ofD

o gmail pst {C:\Users‘farensbach"Desktop*Exports  PST 014102020 3. 1Mn.. O Successful 368 368 of 368 D of 0 0ofl

& Wolfgang Mozart_1.pst {C:'Users'\farensbach*Des... PST 01102020 3.... 4 Mins... 4 Successful with Exceptions 855 859 of 859 0 of D 0ofD

& Wolfgang Mozart pst (C:\Users‘farensbach'\Deskt... PST 01102020 3:... 165ecs 4 Successful with Bxceptions 9 5 of9 0ofD 0ofD

o martin_cuila_000_1.pst (C:\Users\farensbach'De... PST 01/10/2020 3:... 3 Mins.. O Successful 711 T11 of 711 D ofD 0ofD

o geir_solberg_000_1.pst {C\Users\farensbach“Des... PST 01/10/20203:... 4Mins.. 0 Successful 958 5958 of 598 D of O 0ofl

& My Attachmentsw pst (C:\Users‘farensbach'\Deskt... PST 01102020 3.... 2Mins... 4 Successful with Exceptions 306 306 of 306 0 of D 0ofD

& WMy Attachmentsw_1 pst (C:\Users"farensbach Des... PST 01102020 3.... 2ZMins... 4 Successful with Exceptions 327 327 of 327 0 of D 0ofD

8 Locations listed 447342 30130

The top portion of the console is used for Search Management. This area shows a list of searches with a
brief statistical summary. Double-clicking on a search will open the Result Management window.

B @ BEm snrm X &9
Search Title Added Searching Status Exceptions  Hits Messages Attachments  Files

[ L= Mancha Investments (Rev 7) 8/M12/2012 8:4%:.. 1PST1NSF Finished 8/12... 0 58 58 of 58 Dof 0 Oof O

[ Quixctic Holdings Investigation (Rev 2) 8/12/20127:11:... §MBs 11P5Ts .. Finished 8/12.. 881 3466 1.6600f 23675 2870f 28580 151908783
B8 Lz Mancha Investments (Rev 6) 8/12/2012 2:44:.. 1PST 8 Paths Finished 8/12... 8 190  51of55 140f 15 125 of 256
B Panza Hamasment Suit (Rev 6) 871122 10:0. 1PST 3 Paths 9. Finished 8/11 19 516 374of 706 of 437 73of 830

B 5ancho Violations Inquiry (Rev 5) 8/11/20129:4%:.. 1PST & Paths Finished 8/11... 8 180 51of55 14cf 15 125 of 256

[ 5ancho Violations Inquiry (Rev 6) 8/11/2012 7:00:... 1PST Finished 8/11... O 65 510f 55 14cf 15 0of O

[B8 Paniza Hamasment Suit (Rev 5) 8/11/2012 6:35:.. 1PST Finished 8/11... O 65 510f 55 140f 15 Oof 0
@W’lldmll\ Titting Case (Rev 7) 8/11/2012 6:3%: 1 Email Path Finished 8/11 1] 1 Dof 1 1of 1 Oof 11

B Dulcinea Temination Suite (Fev 1) 8/10/201210:2.. 110 Paths Finished 8/10... 2 1,822 0of0 Dof 0 1,822 of 6,052
@ Quixctic Holdings Investigation (Rev 1) 8/7/20124:53.0.. 6MBs 11P5Ts .. Notstated(S.. 0 0 0of D Dof O Oof 0

The bottom portion of the console provides the Results by Location for each data store included in the
search selected in the Search Management section. Options available in this section include summary by
task, log file and exception lists.
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The Application Menu and Status Bar round out the console screen. These menus allow you to manage
projects, control application settings and learn more about Discovery Attender.

¥ x
Fie Toos seings Hpp | ...
¢° Discovery Attender

Br HFE nerE X

Search Title Searching Exceptions  Hits Messages Attachments Files

Leonard Industries (Rev 3) 07/19/2021 85... 14 Paths Finished 07/19/... 0of O Oof 0 59 of 72
@ Leonard Industries (Rev 2) 06/27/2019 25, 14 Paths Finished 06/27/ Oof O Oof O 59ef 110
B2 Lawyer PST (Rev 1) 08/08/201910:... 1PST Finished 08/08/... 1114cf 1,114 0of O Oof 0
(B8 Hurst Investigation MSGs (Rev 4) 07/19/2021 85.. 11 Email Paths Finished 07/19/... 427 of 1,362 5450f 1,348 Dof 1472
(B8 Hurst Investigation MSGs (Rev 3) 02/24/2020 10:... 1 Email Path Finished 0224/ ... 427of 1,362 5450f 1,348 Dof 1472
@ Hartford Files (Main) (Files) (Rev 11) 01/1472015 5:0. 40 Paths Finished 0114/ Oof O Oof O 647 of 957
B2 Hartford Files (Main) {Filss) (Rev 10) 01/417/2018 22.. 40 Paths Finished 01/17/... 6 0of O Oof 0 629 of 957
(B8 Hartford Files (Main) {Files) (Index/Cache) (Rev 11) 08/21/2018 11:... 40 Paths Finished 08/21/... 0of O Oof 0 636 of 957
(B8 Hartford Files (Main) (Cached) (Rev 10) 08/03/201822.. 1PST Finished 08/03/... 8760f 1,139 Jof 114 Oof 0
i, Hartford Files (Main) (Cache / Index) Small PST (Rev 11) 08/22/2018 53 4P5Ts Finished 08,22/ : 2,160 0f 10,638 205 of 745 0of O
€ A O Fiterby Location Type: |_nu| v| Bl [ex] B My
Results by Location Location Type  Started Elapsed
o martin_cuila_000 pst (C:\Users\farensbach'Deskt... PST 01/10/2020 3:... 26 Secs
o gmail pst {C:\Users‘farensbach"Desktop*Exports  PST 014102020 3.... 1 Min ..
& Wolfgang Mozart_1.pst {C\Users\farensbach“Des... PST 01/10/2020 3.... 4 Mins..
& Wolfgang Mozart pst (C:\Users‘farensbach'\Deskt... PST 01/10/2020 3:... 16 Secs
o martin_cuila_000_1.pst (C:\Users\farensbach'De... PST 01/10/2020 3:... 3 Mins..
o geir_solberg_000_1.pst {C\Users\farensbach“Des... PST 01/10/2020 3:... 4 Mins..
& MyAttachmentsw pst (C:\Users‘farensbach\Deskt... PST 01/10/2020 3.... 2 Mins..
& WMy Attachmentsw_1 pst (C:\Users"farensbach Des... PST 01102020 3.... 2 Mins..

g
8

Status I Messages  Attachments  Files

Successful 49 of 45 0of0 0ofD
Successful 368 of 368 0 of 0 0ofD
Successful with Exceptions 859 of 855 D of O 0ofD
Successful with Bxceptions 5 of9 0ofD 0ofD
Successful T of 711 D of 0 0of O
Successful 598 of 598 0 of 0 0ofD
Successful with Exceptions 306 of 306 D of O 0ofD
Successful with Bxceptions 327 of 327 0 of D 0ofD

koo bsoo

447342 30130

A number of application features can be customized using the Discovery Attender Settings. To set these
options, navigate from the main console using the Settingsfile menu option.

X

= General Error Logging Level
L.Search
.-Logs @® Normal (Basic Details Only) O Debug
i Disk Space
L. Common Files Exporting Templates
- Container Files [] Export two templates, one in the older format, one in
¢ PDF Options current format, when 'Save as Template' is chosen.
Misc. Options
Results
;Ei;‘ Search Processes
+ Organization
+ Report Defaults [ Number of concurrent tasks ‘
L. Viewer Options
Export Actions Check Search Interval
gzzﬁl: E\\SeT ’7 Check for searches every seconds ‘
E;”E‘:_LT: F‘I;F’ g Timeout
i Exportfrom
S [k g o |
Exch:
: Ccange Database Timeout
- Connections
--EWS Options ’V Wait on database update for ‘
NSF
PST Temp Directories
SharePoint
t For Console Browse.
- Component
L.REST (EWS) For Engine Browse...

N 2 EEEE
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New Search (Search Wizard)

The Search Wizard guides the user in creating a search. Each screen has choices that will define the
criteria, search conditions, options and data stores that will be searched. Once the wizard setup is
complete, you can begin your search process.

=Y

Welcome - Start Your Search

Welcome to the Search Wizard. This wizard will guide you through the process of creating a search.
Begin by entering details below. Click Next' to navigate through the wizard pages to choose search
locations and customize criteria.

r General Search Details

Search Title Revision
|Quixolic Case Search| | |1 El

Description {Optional)

{F tet> [l oo

The Search Wizard is accessed from the Main Console. Use the toolbar or context menu to begin a New
Search or Search Again. You can also base a new search on a template by selecting the option to Load a
Template.

Use the navigation buttons to guide you through the search. Click the ‘Help’ button to access context
specific help about the option on each available screen. Once completed, your search will begin running,
with each data store searched a separate task process.

Search Location its  Status

EEQuimtic Case Search (Rev 1) PST: C:\asdfasd pst Searching: “exporta pst'stum£'\ExMarge - Stum, Fletcher J\Sent tems’ (Contains 5 tems)
Quixotic Case Search (Rev 1) PST: Cexporta pst Searching: “stumfYFSTURM (Non-Privileged)\Stum, Fletcher J%Sent tems’ (Contains 3 items|
Quimtic Case Search (Rev 1) PST: C:\sample pst Begin database updates.

Quimtic Case Search (Rev 1) PST: C:\testthispstemlexport pst Searching: “Inbox"att test” (Contains 1 tems)

Guixotic Case Search (Rev 1) PST: C:\temp pst Searching: "Deleted tems’ {Contains 0 tems)

5 tasks processing, (2 pending of 12 total tasks )
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Manage Results

Once your search has completed, the Result Management views provide the functionality to view,
organize, deduplicate, report, and export your results. A tree view on the left side of the screen helps you
navigate through the different aspects of your result data. These views include options for showing result
tallies by keywords or file type as well as address and domain reports for email. Each view has robust
functionality accessed via the toolbar and menu options.

=0 Result Summary Summary of Search Results

Al Result . 3 ; -
g B)'Cu:tuo;ian G2 Actions + Reports - % Organize - g View -
(23 By Label W Copy Allto PST

3% g&a:;ﬁm 58 Copy Allto Individual Files

H-(_]] By Resutt Type $  Deduplication
Compare Searches

Match GUIDs

Reset Actions

Advanced Actions

rSize
Approximate size of results as found.

Messages  Attachments
Size 177 MB 411 MB

r Count
Exported message count for email items with "Single Output’ enabled.

Messages  Loose Attach Child Attach Total Email Export
3724 545 636 4,265

Showing Summary

Organize Items
Discovery Attender has a number of options which allow a user to label, mark and annotate their result
set. These options are fully customizable using the Settings menu.

||'@ Organize r |
@  Apply Label 3
Mark tems 3
€ Custodians 3
Annotate ftem

Exports and Actions
Via the Actions menu, a user can export items to a number of formats. Additionally, a user canruna
deduplication process to eliminate all duplicates from the result set.

Q Actions -
29 Openltem
|n Export 4 | B CopytoPsST
@) Ignoreltem @ CopytoIndividual File
@ Un-Ignoretem @a Copy to NSF
$32  Deduplication @ Copy MSF Result to File
Reset Actions

Advanced Actions 3
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Preview Pane and Text Viewer

The Preview Pane and Text viewer will open result items without a native application. In addition, all
keywords found in the result are highlighted for easy view. Simply double click on a result item to open it

in the Gimmal Text Viewer.

-

= 3 N
Sherpa Text Viewer : Software_License_Agreement_DA_EVALtxt [E=REERS

File Edit Help

Name Hit Modify Date Size (bytes)
| Software_License_Agreement_DA_EVAL.txt | True | 3/19/2004 11:12 PM | 5846 |

Keywords: (iSBIERD disclosure copyright

License is the final, complete and exdusive statement of the entire [ M@ between Sherpa Software
Group, L.P. ("SHERPA") and Licensee. This License supersedes any prior and contemporaneous proposals,
purchase orders, advertisements, and all other communications in relation to the subject matter of this
License, whether oral or written. No terms or conditions, other than those contained in this License, and
no other understanding or [N which in any way modifies these terms and conditions, shall be
binding upon SHERPA unless made by a written ﬁ signed by duly authorized representatives of L
both SHERPA and Licensee.

m

2.LICENSED SOFTWARE DOCUMENTATION AND MAINTENANCE

a. SHERPA hereby grants Licensee a non-exdusive, non-transferable and perpetual license to use the
Licensed Software and the associated printed documentation (the "Documentation”), solely for Licensee's
internal operations. Licensee shall not simultaneously use multiple copies of the Licensed Software,

b. No support or maintenance is included as part of this License. Annual maintenance is an optional service
available to Licensee for an additional fee ("Maintenance Fee”) under a separate Maintenance !

¢. Licensee agrees that any Eopwriaht, patent, trade secret, and all other intellectual property rights, of
whatever nature, in the Licensed Software and Documentation are and shall remain the sole and exdusive
property of SHERPA, and nothing in this License shall be construed as transferring any aspects of such o

vimbbm bm L immmmmm e - Heiod mmeds

11 hits in this item -- Doctype=SingleByteText -- Viewmode=Default -- Click on highlighted words to g

Reports

Discovery Attender contains a number of standard reports to help you produce information about your
result sets. A helpful CSV report builder is included with Discovery Attender. In addition, most list views
within Discovery Attender can be exported to a CSV file, which can be opened in any spreadsheet

program (e.g. Microsoft Excel).

ot Custom List Report (CSV) H
Available Columns Selected Columns
-| £ Reports v|| Unique 1D Al A
Type
o Email T P
s Summary Sgwuaruceype
I Name
) Si
] List Report (CSV) Status —
Action To Default >
§;L Keyword Report (C5V) First Keyward
Marked As
., Custom List Report (CSV) Cresied
Accessed v
|E] Date Report
1E =L
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Contact Information
For additional information regarding Discovery Attender, visit our web site http://www.gimmal.com or
contact us using the information below.

Gimmal, LLC
24 Greenway Plaza - Suite 1000
Houston TX, 77046

Phone: 877.944.6625
Information: info@gimmal.com
Support: support@gimmal.com
Website: www.gimmal.com
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