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1 Configuring Secure Network Communications
for ERP-Link

This document provides information on how to install and configure secure network communica-
tions (SNC).

1.1 Prerequisites
You must have the following present in your system:

e SAP Cryptography Software download
e SAP Application server installed and configured
e ERP-Link software installed and configured
For a complete list of ERP-Link prerequisites, see the ERP-Link V/5.2.0 Installation and Administra-

tion Guide for details on installing and configuring this product, available on the Gimmal product
download site.
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1.2 Downloading SAP Cryptography Software
To download SAP cryptography software, follow these steps.

1. Download the SAP cryptography software from the SAP marketplace and navigate to
Installation and Upgrade.

@ < ;! Software Downloads
B mrm weimwens oo
l__J SAP cProject Suite
SAF CP3S FOR SAP NETWEAVER

SAP Central Process Scheduling by Redwood

SAP CR. CHANNEL ORDER MGMT

SAP Cross-Channel Order Management for Retail

SAP CRM

SAP Customer Relationship Management

SAF CRM DESKTOP PE

Desktop Connection for SAF CRM

SAP CRM SERVICE MANAGER
SAP CRM Service Manager

SAFP CRM VANSTOCK

add-on for vehicle stock management with SAP CRM

@ SAP CRYPTOGRAPHIC SOFTWARE

SAP CRYSTAL SERVER

SAP Crystal Server

SAP CUSTOMER CHECKOUT

SAP Customer Checkout

SAF CYT MANAGEMENT

SAP Capital Yield Tax Management

SAP CYT MGMT FOR BANKING

SAP Capital Yield Tax Management for Banking

Figure 1-1 Selecting SAP CRYPTOGRAPHIC SOFTWARE to Download

2. Click SAP CRYPTOGRAPHIC SOFTWARE. The SAP CRYPTOGRAPHIC SOFTWARE
DOWNLOADS options display.
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‘@ < w1 LF Software Downloads

SAP CRYPTOGRAPHIC SOFTWARE

DOWHNLOADS!  INFO

SAPCRYPTOLIB

SAF JVM JCE POLICY FILES 1.0
SAF MOBILE ENGINE SSL

SNC CLIENT ENCRYPTION 1.0
XCEEDZIP 6.5.9417.0

Figure 1-2 SAP CRYPTOGRAPHIC SOFTWARE Download Options

3. Click SAPCRYPTOLIB. The SAPCRYPTOLIB DOWNLOADS options display.

@ < Ee s Software Downloads

SAP CRYPTOGRAPHIC SOFTWARE /

SAPCRYPTOLIB

DOWNLOADS

E COMMONCRYFTOLIB 8

Figure 1-3 SAPCRYPTOLIB DOWNLOADS Option

4. Download COMMONCRYPTOLIBS.

Note:

This is the latest cryptography software and it is also backward compatible with all prior
cryptographic software versions.
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Downloads:

SAP CRYPTOGRAPHIC SOFTWARE / SAPCRYPTOLIB [

COMMONCRYPTOLIB 8

DOWMLOADS NFO ECCN INFO

[i Multispanni

multispanning and how to exiract the multi-part .exe archive on UMD See SAF Note 838535

g: Packages that are larger than 4 GBE will be packed in an archive, which is split into 4 GB parts. All archives need to be downloaded and unpacked. For more detsils on ‘

Items Available to Download (13)

[anx samiT

AIX 84BIT
Selected fems (0)

MName Patch Level

SAPCRYPTOLIBP_8510-20011635 5AR
SAFCRYFTOLIBP

SAPCRYPTOLIBP_8503-20011633.5AR
SAFCRYFTOLIER

SAPCRYPTOLIBP_8508-20011699.5AR
SAFCRYFTOLIEP

SAPCRYPTOLIBP_8443-20011633.5AR
SAFCRYFTOLIER

SAPCRYPTOLIBP_8443-20011699.5AR
SAPCRYFTOLIEP

SAPCRYPTOLIEP_2447-20011695.5AR
SAFCRYFTOLIBP

SAPCRYPTOLIBP_8442-20011633.5AR
SAFCRYFTOLIER

8510

8508

8508

2440

8443

8447

8442

File Type

SAR

SAR

SAR

SAR

SAR

SAR

SAR

HP-UX ON 1454 84BIT
HP-UX ON PA-RISC 64BIT
LIMUX ON 1A32 32BIT
LINUX ON 1484 G4BIT

LINUX ON FOWER BE 64BIT
LINUX ON X88_64 B4BIT
LINUX ON ZSERIES 84BIT
05/400

SOLARIS ON SPARC G4BIT

SOLARIS ON X86_84 64BIT

Ty

esse Date

18.02.2017

0.02.2017

12022017

4.03.2018

12.02.2018

WINDOWS SERVER ON 1A32 32BIT

WINDOWS ON LAG4 G4BIT

WINDOWS ON XG4 84BIT

ZI0S B4BIT

13122015

12.08.2015

Figure 1-4 Downloading COMMONCYPTOLIB 8

5. Select your platform.
@ < wsmn«:ﬂmmds

SAP CRYPTOGRAFHIC SOFTWARE / SAPGRYPTOLIB [

COMMONCRYPTOLIB 8

DOWNLOADS INFO ECCHM INFO

Change Date

28.02.2017

10.02.2017

02.02.2017

14.03.2016

03.02.2016

03.12.2015

28.08.2015

Related Info

multispanning and how to exfract the multi-part _exe archive on UNLX See SAP Mote 826535,

[ Muitispanning: Packsges that are lsrger than 4 GE will be packed in an archive. which is split into 4 GB parts. All archives need to be downloaded and unpacked. For more details on ‘

Items Available to Download (12)

SAPCRYPTOLIBP_B8510-20011729_SAR
SAPCRYPTOLIBP

SAPCRYPTOLIBP_8505-20011729.SAR
SAFCRYFTOLIBP

SAPCRYPTOLIBP_8508-20011729.SAR
SAPCRYFTOLIBP

SAPCRYPTOLIBP_8445-20011729.5AR
SAPCRYFTOLIBP
SAPCRYPTOLIBP_B8448-20011729_SAR

SAFCRYFTOLIBP

SAPCRYPTOLIBP_8447-20011729.SAR
SAFCRYFTOLIBP

SAPCRYPTOLIBP_8442-20011729.SAR

=aprovETAIDD

| WINDOWS ON X84 B4BIT e ‘
Patch Level File Type File Size Release Date
8510 SAR T57T KB 28.02.2017
8500 SAR 7584 KB 10.02.2017
2508 SAR 7802 KB 02022017
£440 SAR 7306 KB 14.03.2018
2442 SAR TIZB KB 02.02.2018
2447 SAR TZI5 KB 02.12.2015
8442 SAR B780 KB 28.08.2015

Figure 1-5 Selecting Your Platform

6. Download the latest version.

Change Date

28.02.2017

10.02.2017

02.02.2017

14.02.2018

03.02.2018

03.12.2015

2808.2015

Ty

Relsted Info
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1.3 Installing the SAP Cryptography Software
To install the cryptography software, follow these steps.

1. You need the SAPCAR utility, available from the SAP download site, to extract the file you
downloaded in 1.2 Downloading SAP Cryptography Software.

2. Extract the contents of the SAP Cryptographic Library installation package. The SAP cryp-
tography is in this directory:

i nt-x66_64 =] 3
_~ 3
‘;k )U I M-\ “Clnstali SAPCRYPTONSAPCRYPTOLIE 3¢ j |‘i]j ISearch @
Organize » 1= Views - (7]
Favarite Links Néma = | -| Date modfied |- Type |=| Size | -] Tags |-
() sapcrypto.di 10/7/2014 3:31 PM Application Exte. .. 2,285 KB
[Fl pocuments | sapcrypto.lst 10f5/2014 S:16 PM LST File 1KB
rE Pictures | sapcrypro.pdb 10§7/2014 3131 PM  PDE File 1,531 KB
'TJ' Music ("7 sapgenpse 10/7/2014 3:31 PM Application 16 KB
| sapgenpse.pdb 10f7/2014 5:31 PM FDE File 131 KB

More  »
Figure 1-6 Extracting SAP Cryptographic Library Contents

3. Copy the library file and the configuration tool (sapgenpse.exe) to the directory specified
by the application server's profile parameter pIr_executasLE. In the following example,
this directory is represented with the notation $(DIR_EXECUTABLE).

4. Copy these library files to two locations:

® D:\usr\sap\GE2\DVEBMGS00\exe
® D:\usr\sap\GE2\SYS\exe\uc\NTAMD64

5. For both copies of the library files, follow these steps to check the permissions:

a. Right-click sapcrypto.d11 and select Properties.

Secure Network Communication for ERP-Link Configuration Guide 5
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b. Click the Security tab.

81 zapcontral 5/21/2007 6:43 PM  Application 1,914 KB
| sapcontrol.pdb 5/21/2007 4:41 P PDE File 1,915 KB
|| sapcpeft

% sapcppd6.d "General Security | Detailsl Previous Versionsl

% sapcppd7.di

& sapepuinfo Object name:  D:\usrtsaph\GE2A\SYShexehuc N TAMDES wsapcmp

%) sapcrypto.dil
|| sapcrypto,lsk
|| sapcrypto.pdb
%) sapcsa,di

81 sapdbrirfc

%) sapervents. di
|| sapevents.dll.al

- ,,I, capet Ta change permissions, click Edit. E dit |
B sapexec

Group or user nares:
52 SYSTEM

*_Localtdmin)
52 SAP GEZ_Localdmin [HOUSAPBWOTWASAP_GEZ Laocal..
52, Administrators [HOUSAPEWOTW Administrators)

B sapft . .
= Permizsions for SAP_Localtdmin Allow Deny
B sapgenpse
|| sapgenpse.pdb Full contral
81 zaphttp Modify
" | sapicony Fead & execute
81 sapkprotp Read
" |saplicense Wfrite
i | saplikey Special permissions
" ' saplikey
|| sapmanifest.mf Faor special permissions or advanced settings. Aikerzed |
|| sapmanifestdb.r click Advanced.
|| sapmanifestjZee o
= Learn about access control and permissions
B | zapnbchk

1% sapMThalib. dil

ok I Cancel | Aol |

Figure 1-7 Checking DLL Permissions

c. Check the file permissions for the SAP Cryptographic Library. Make sure that <sid>
adm (or Sapservice <sip> under Windows) can execute the library's functions.

6. Locate the ticket <DRIVE>:\usr\sap\<SID>\<instance>\sec\ticket.

(?()V I j [ﬁﬂ] ISearch

Organize -

Favorite Links Mame = | v| Drake modified | v| Tvpe | v| Size | v| Tag

| ered_vz 11/16/2015 9:43,.. File 1KB

Il Documents || LasWerify.pse 11/9/2015 10:34... PSE File 1KE

TE) Fictures | |S4PSNCS.pse 11/17/2015 11:5... PSE File IKB

T Music || 5APS5LS.pse 11/17/2015 11:5... PSE File 2KB

More » || saPSvE.pse 11/17/2015 11:5... PSE File 2KB

|| TEMP_ES8ASOR0EEES3CF1 925A001550020462. pse 11/13/2015 4:54...  PSE File 2KB

Folders « L |TEMP ESS7D30E31610FF1925A00155D0204E2.p5e  11/10{2015 11:4... PSE File 2KB

5 Fioppy Disk Drive (3:) Bl TEMP_ES8EBFCFO97D47F1925A001550020462.pse 11/11/2015 4:01...  PSE File 2KB

= o5 (0 : || TEMP_ESE700BOZFCAFEF 925A001550020462. s 11/9/2015 10:4...  PSE File KB

=y i || TEMP_ESE96E4C434108F 1925A0015500204E2.pse. 11/12/2015 11:4...  PSE File 2KB

ca Applications (D:) | | Juicket M= 2/28(2012 636 PM File 1KB

Figure 1-8 Locating the Ticket

7. Copy the ticket file to the sec subdirectory in the instance directory $(DIR_INSTANCE),
which is DIR_INSTANCE:

<DRIVE>:\usr\sap\<SID>\<instance>

Secure Network Communication for ERP-Link Configuration Guide
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8. Set the environment variable secupir to the sec subdirectory.

The application server uses this variable to locate the ticket and its credentials at runtime.
If you set the environment variable using the command line, the value may not be applied
to the server's processes. Therefore, setting secupir in the startup profile for the server's

user or in the registry is recommended.

Environment ¥Yariables [ ]

~User variables for Fwajeehullab

Variable | Value |
TEMP %USERPROFILE%:\AppDatatLocal Temp
TMP %USERPROFILE%:\AppDatalLocal| Temnp

Tew, ., Edit... | Delete |

Swstem variables

Wariable | italue |:|

PSModulePa C:iwindowsisystem32\WindowsPower s, .,

SECIUDIR Dyusrisaph GEZ\DYEBMES00, sec

SMC_LIE D:\Program Files (x36)158P FrontEndis. .. |

TEMP Ciiyiindows!, TEMP LI
M, . | Edit... | Delete |

oK I Cancel |

Figure 1-9 Setting the Environment Variable

Secure Network Communication for ERP-Link Configuration Guide
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1.4 Creating the PSE for the Server

To create the PSE for the server, follow these steps.

1. Start transaction RZ10 and select the instance profile used by the server startup.

Parameter Name

Parameter value

snc/extid login rfc
snc/extid login diag
snc/permit insecure start
anc/accept insecure ric
snc/accept insecure r3int ric
snc/accept ingecure gui
snc/accept ingecure cpic
snc/data_protection/min
snc/data_protection/max
snc/gasapl_lib

anc/enable

icm/HITPS/verify client
33lsaal_lib
sec/libsapsecu
icm/server port 2
3af/asafapi lib
3sf/name
snc/identity/as
SAFSYSTEMNAME
SAPGLOBALHOST
SAFSYSTEM
INSTANCE NAME

WK PP PO PP

D:\usrhsap\GE2\5Y3\exet\uc\NTAMDA4  sapcrypto.dll

1
1

D:husrhsap\GE2\ Y3 \exe\uc\NTAMDG4 \ sapcrypto.dll
D:husrhsap\GE2\ Y3 \exe\uc\NTAMDG4 \ sapcrypto.dll
PROT=HTTFPS, PORT=E8100, TIMEQUT=80, FROCTIMEQUI=60
D:husrhsap\GE2\F¥3\exe\uc\HIAMDG4  sapcrypto.dll

SAFSECULIE

p:Cl=3apl0.housapbwllv, CU=IT, O=GE2, C=U3

GE2
housapbwllv
uli}
DVEEMGS00

Figure 1-10 Selecting the Instance Profile for the Server Startup

2. Add the instance parameter snc/identity/as.

3. Set the instance parameter snc/identity/as to the specific name of the server. For exam-

ple:

snc/identity/as P:CN=sap00.housapbwOlv; OU=IT. 0=G2, C=US

Do not forget to add p: in front of the name.

Note

While specifying the distinguished name for your Client/Server p:cN=sap00.housapbwOlv,
ou-IT. 0=G2, c=Us, the cryptographic tool validates the country code for the C=xx

attribute.

4. Restart your server.

Secure Network Communication for ERP-Link Configuration Guide
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5.

10.

11.
12.
13.

Create the SNC PSE.

% SNC KSﬂF'El%DtDIibﬁi -------

P (3 Systern PSE ! System PSE

> (IS Serverly Create. [
b (3550 Client (AnonymaLe]| I@
Figure 1-11 Creating the SNC PSE

Start the STRUST transaction.

Right-click SNC (SAPCryptolib) and select Create.
[E Create PSE =

ENCID!  |CN=IDS, QU=IT, O=CSW, C=DE

V%]

Figure 1-12 Selecting SAPCryptolib for the SNC

Accept the SNC ID, which is taken from the instance parameter snc/identity/as.

Double-click SNC (SAPCryptolib) and select Assign Password to add a password for the
SNC (SAPCryptolib) PSE.

I st (sarcryptalib) =

paSSWDrd (NEW} o o o o b e e o o e

Repeat passwurd | A FHEEF TS ERSHH

Figure 1-13 Assigning a Password for the SNC PSE

Type in a password. The password can contain both letters and numbers. Without the
password, the server will not start when you set the instance parameter snc/enable to 1.

Save the settings.

Create the server cred_v2 file.

After setting up the server PSE, create a file named cred_v2, which is used to give SAP
secure access to the PSE without providing the password for the PSE.

C:\SAPCrypto>sapgenpse seclogin -p SAPSNCS.pse -0 DV\SAPServiceGE2

Note:

Dv\sAPserviceGe2 should be the account SAP runs under on the server.

14.

At the text Please enter PIN:, type in your PIN.

Secure Network Communication for ERP-Link Configuration Guide
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15. At the text Added SSO-credentials for PSE <your path>/SAPSNCS.pse, enter

"P:CN=sap00.housapbwOlv, OU-IT. 0=G2, C=US

1.5 Setting SNC Additional Parameters

Follow these steps to enable Add Additional SNC parameters.

1. Start transaction RZ10.

Profile  Edit Goto  Utiities System  Help

& (B Ca@ BHE Do E

Edit Profiles

reate GO Ched 3 Copy mpo
[lcreate gucheck [BcC B 1mport

‘..-‘

Profile GE2_ DVEBMGS00_HOUSAEBWOLV { |Instance profile
Version 000012 { |Saved, activated
Edit Profile

) Administration data

() Basic maintenance

r .
@) Extended maintenance*/

=

l&e  Disply [# Change |

Figure 1-14 Starting Transaction RZ10

2. Select the instance profile used by the server startup.

[E| profile = Parameter Goto  System  Help
I~

@l FlqBe@@ CHE DDLD BRI @B

L

Dﬁ?fay Profile 'GE2_DVEBMGS00_HOUSAPBWO1V' Version '000012'
%7 gh GrParameter M

18.11.2015 Active parameters 12:07:24
Parameter Name Parameter value

anc/extid_login_rfc 1

anc/extid_login_diag 1

anc/permit_insecure_ start 1

Figure 1-15 Selecting the Instance Profile

Secure Network Communication for ERP-Link Configuration Guide
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3. Click the Change button.

Profle  Parameter Goto  System  Help

1 AdH Q@@ CHER Do BEE @b

Maintain Profile Tisg;g.UT?HHWESEH[_fﬂ?CﬂSA}WBPFUI|f'PEvsﬂmﬂ ‘vo0012'
Copy "% S [ Parameter o Parameter @y Parameter M

158.11.2015 Active parameters 12:08:10

Figure 1-16 Changing the Parameter

4. Click Create Parameter.
[E Parameter Edit Goto System  Help

1 FdH @@ SHE DDLO0 EE @I

Maintaip Profile 'GE2_DVEBMGS00_HOUSAPBWO1V' Version '000

Copy %7 [@iline [Eiline <4 PARAM+ ¥ PARAM-

Pararmeter name: / Status Seq. n

sncfidentity/as Active

Parameter yalg
-

1|
L
Figure 1-17 Creating the Parameter
5. Add the Parameter name and value.

Table 1-1 SNC Profile Parameters

snc/enable 1 1
snc/gssapi_lib Path and filename where the UNIX: usr/sap/<SID>/SYS/
SAP Cryptographic Library is exe/ run/Tibsapcrypto.so
located
Windows:

D:\usr\sap\<SID>\SYS\exe
\run\sapcrypto.dll

snc/identity/as Application server's SNC name | p:CN=ABC, OU=Test,
Syntax: 0=MyCompany, C=US

p:<Distinguished_Name>

The Distinguished Name part
must match the Distinguished
Name that you specify when
creating the SNC PSE.

Secure Network Communication for ERP-Link Configuration Guide 11
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Table 1-1 SNC Profile Parameters (Continued)

snc/data_protection/max

: Authentication only
. Integrity protection
: Privacy protection

WN =

snc/data_protection/min

: Authentication only
: Integrity protection
: Privacy protection

WN =

snc/data_protection/use

: Authentication only
: Integrity protection
: Privacy protection

: Use the value from snc/
ata_protection/max

QO WN =

snc/accept_insecure_cpic 0: do not accept
1: accept

snc/accept_insecure_gui 0: do not accept
1: accept

snc/accept_insecure_r3int_rfc 0: do not accept
1: accept

snc/accept_insecure_rfc 0: do not accept
1: accept

snc/r3int_rfc_secure

0: Internal RFCs are unpro-
tected

1: Internal RFCs are protected
with SNC

snc/r3int_rfc_qop

1: Secure authentication only
2: Data integrity protection
3: Data privacy protection

8: Use the value from snc/
data_protection/use

9: Use the value from snc/
data_protection/max

6. Repeat steps 2 to 5 for all parameters.

7. Save the settings.

8. Restart the SAP Application server.

Secure Network Communication for ERP-Link Configuration Guide
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1.6 Creating PSE for RFC Client i-e for ERP-link iNet Connec-

tion Service

This section contains steps for configuring SAP cryptography on the RFC Client side (i.e., ERP-link

Connection Service).

1.6.1 Installing SAP Cryptography on the Gimmal Connection Service

Machine

Follow these steps.

1. Log on to the ERP-link server machine where the Connection Service is running.

-): - 1 ||=5_ v Computer » Local Disk (C:) » W

‘avorites
Desktop
. Downloads

. Recent places

Name |

netstat.bed
FWAIEEHULLAHOTVdnsregy3.bd
fwajeehullahprinters6. bt
trace.txt

Jesktop E | Backup
Libraries | inetpub

3 Documents J likp template
1 Music MS0Cache
=| Pictures J Perflogs

B videos 1 . Program Files
. Faisal Wajeehullah . Program Files (x86)
| Computer ProgramData
&4 Floppy Disk Drive [A:) . RFCTrace

;- Local Disk (C:) . root

43 DVD Drive (DY) | I sapcrypto

Figure 1-18 Logging onto the ERP-Link Server

2. Create a directory named SAPCrypto and make sure the login account has full permission

to the directory.

Secure Network Communication for ERP-Link Configuration Guide 13
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3. Make sure you set the secupir environment variable to the directory sapcrypto and copy
the library to a different directory.

Environment Variables i

User variables for FWajeehullah

Variable Value

TEMP %ISERPROFILE%:\AppData\Local Temp

TMP %LUSERPROFILE®:\AppDataLocal {Temp
Mew.. || Edt. || Delete

System variables

Variable Value ~
RFC_TRACE 1
RFC_TRACE_DIR.  C:\RFCTrace

RFC_TRACW
SECUDIR C:\SAPCrypto

| new.. || Edt. || Delete |

| oK | | Cancel |

Figure 1-19 Setting the Environment Variable

4. Add this path to your PATH environment variable.

1.6.2 Creating Client PSE

Follow these steps to create the client PSE.

1. Launch the cmd process as an admin.
2. Change the directory to c:\sapcrypto directory.
3. lIssue the following command:

C:\SAPCrypto>sapgenpse gen_pse -v -p RFC.pse
4. You will have to provide the PIN and the distinguished name (DN) of the user.

Got absolute PSE path "C:\SAPCrypto\RFC.pse".

Please enter PIN:

Please reenter PIN:

get_pse: Distinguished name of PSE owner: CN=RFC, OU=IT, O=GE, C=US
Supplied distinguished name: "CN=RFC, OU=IT, 0O=GE, C=US"

Creating PSE with format v2 (default)

Generating key (RSA, 2048-bits) ... succeeded.

Certificate creation... ok

Secure Network Communication for ERP-Link Configuration Guide 14
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PSE update... ok
PKRoot. .. ok
Generating certificate request... ok.
PKCS#10 certificate request for "C:\SAPCrypto\RFC.pse":

MIICe]jCCAWICAQAWNTELMAKGAIUEBhMCVVMXCzAIBgNVBAOTAKdFMQswCQYDVQQL
EwJ JVDEMMAOGA1UEAXMDUkZDMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCGKC
AQEA/+xt00KoMapkf7GThgOFEBM620SZU6ptDd6/drom/HLVYNVEBFObWTp67NAtL
04ghLWFOYEVRhT+1b5Ac5G7a4CppwOrFyew81naPa0lyGqjCQTTesM44QXC5pBrj
PP+Om6Q8FtLRTNpBGiKUIMSABFNITn/R3rTXjImLEAd43nvN8w7LL+mL9g/1ZyC8
KGGSG740KsPM5jP5/FBBz1h8jgjMtCwIwPOVIqunToTWwBV1drXmoply2xcfA7Qy
n+H3yhO8wrBvQb85IsEy3udelEezqkyM363GEiaixXn5zqsBYIbldgxMm7nvkTpOs
eFOftzMaU6HbThg29NjACSD5aQIDAQABOAAWDQY JK0ZIhvcNAQEFBQADGQEBAEX+
xdvffsicP71I2N/U3/s511/E5wS7aFRTxX86tcuVEFXx+QRKOMAXVRWQU6EtTFGTCY2
EPTagbNFx1+Txjks483j/sbgzrv4y11KdfINwlpDcjYAZRZTYrbyj6HNgNwUdaphs
+INC/HP5TN4CEWHI6YVOBCVUT2WANJIOQV5e+b6LHWUC+9OWER+Iq4p2VmH/ 012z
/SHNYWYNNKmQUVGpA3eI5gtlsculozzrwQT+1MLiR411pIITDcas0ezQDLbBczm5S
ftNMGIARQ5xU+hYG4VaCVGH2R70B3mIOrc+2hpRIZhnf2pgmtTxknoxQo7wdfaNg
81+6GH6DOQPVOSSPKyU=

----- END CERTIFICATE REQUEST---

1.6.3 Importing and Exporting Client Certificates between Client PSE
and SAP Application Server
For the Client RFC to communicate successfully with the SAP Application server, you must take

the application server's certificate in STRUST and put it into the client's PSE. You must also take
the RFC client's user certificate and add it to the server's PSE (typically via STRUST).

You can retrieve the certificates by following these steps.

1. Log in to cmd as an admin and issue the following command:

C:\SAPCrypto>sapgenpse export_own_cert -v -p RFC.pse -0 RFC.crt
2. The following text displays.

Opening PSE "C:\SAPCrypto\RFC.pse"...

No SSO credentials found for this PSE.

Please enter PIN:

PSE (v2) open ok.

Retrieving my certificate... ok.

writing to file (PEM-framed base64-encoded)... ok.
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Note:

The rrc.pse file is under the c:\sapcrypto directory.

SN SAPCrypto I
“ Home Share View A
:(-) - 4 | . v Computer » Local Disk (C:) » SAPCrypto v C,-| | Search SAPCrypto »
‘¢ Favorites ~ MName * Date modified Type
B Desktop fips File folder
& Downloads | ClientRFC.pse PSE File
=] Recent places L | cred_v2 File
Cal RFC.crt Security Certificate
B Desktop E || RFC.pse t PSE File
4 Libraries %] saperypto.dil Application extens...
3 Documents || sapcryptolst LST File
J“- Music | sapcrypto.mf MF File
[e=| Pictures | saperypto.pdb PDE File
B videos || SAPCRYPTOLIEP_8437-20011729 i/ 015 / File
& Faisal Waieehullah SAPCRYPTOLIBP 8437-20011729.5AR 5/19/2015 %:01 AM  SARFile

Figure 1-20 Location of the RFC.pse File

Importing the Client Certificate to Server PSE

You can import the client certificate via transaction STRUST.

1. Open the Node SNC (SAPCryptolib).

I st (Sarcryptalib) =

E.***t******t#****-:
Password |

Figure 1-21 Opening the Node SNC

2. Provide the password set when prompted.

A =

rarpart cericate by

Figure 1-22 Selecting Import Certificate
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3. Click the Import certificate button.

I@Impurt Certificate
 MGEW vectoryservice | Datshase | SAP System

_File _[:uath J HF{FCcrt

_Iﬂle format

() Binary
(@) Basend

Figure 1-23 Importing the Certificate

4. Select File format Base64 and select the file.

B addto Certficate List |
gy

=14dd Certificate to PSE|
Figure 1-24 Adding the Certificate

5. Click Add to Certificate List. The certificate displays in the certificate list in SNC (SAP-

Cryptolib).
Certificate List
Owner
CN=RFC, OU=IT, O=GE, C=US
CN=RFC, OU=IT, O=GE, C=U5
B

||Ei Veri. PSE ||[9| Password

Certificate
Owner CN=RFC, OU=IT, 0=GE, C=US
Issuer CN=RFC, OU=IT, 0=GE, C=US
Serial Number | 0A20151109185555
valid From 09.11.2015|/18:55:55 |0 01.01.2032|n0:00:01
Check Sum
[FE]E) BF  Add to Certficate List |

Figure 1-25 Verifying the Certificate
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Note:

Two different certificates in the certificate 1ist.sap.

Exporting the Server Certificate

To export the server certificate, follow these steps.

1. In the STRUST node SNC (SAPCryptolib), double-click on your server's certificate to dis-
play it in the Certificate field.

2. Click Export certificate.

3. At node SNC (SAPCryptolib), double-click your server's certificate to display it in the
Certificate field.

4. Click Export certificate.
Click the File tab.

[& Export Certificate x

.« [Fle F Directory service v Database

File path C:\sec\Ser\.rerCen:.crtt

File format

) Bina
L % e
(=) Base
[

[+](3¢]

Figure 1-26 Exporting the Certificate
6. Select Base64 for the File format and provide a name for the file.

7. Click the Ok button.

Importing the Server Certificate to the Client PSE

To import your server's certificate to the client PSE, follow these steps.

1. Copy the server certificate that you saved in Exporting the Server Certificate to the ERP-
link iNet Connection Service machine.
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2. lIssue the following command from the command prompt:

Note:

You have to provide the pin you set earlier. //?

C:\SAPCrypto>sapgenpse maintain_pk -v -a C:\SAPCrypto\ServerRFC.crt -p C:\SAP-
Crypto\RFC.pse

Opening PSE "C:\SAPCrypto\RFC.pse"...

No SSO credentials found for this PSE.

Please enter PIN:

PSE (v2) open ok.

retrieving PKList

Adding new certificate from file "C:\SAPCrypto\ServerrRFC.crt"
Subject : CN=housapbwOlv.dv.local, 0OU=IT, O=GE, C=US

Issuer : CN=housapbwOlv.dv.local, 0OU=IT, O=GE, C=US

Serialno: 0A:20:15:11:08:18:06:26

KeyInfo : RSA, 1024-bit
validity - NotBefore: Sun Nov 08 12:06:26 2015 (1511081806262)

NotAfter: Thu Dec 31 18:00:01 2037 (3801010000012)

1.6.4 Creating the cred_v2 File

After setting up the client PSE, you must create a file called cred_v2, which is used to give the RFC
Program (iNet CS) secure access to the PSE without providing the password for the PSE.

Note

The cred_v2 file is created through calling sapgenpse using the seclogin parameter. It is
created in the same directory as the .pse file.

1. Run this operating:

C:\SAPCrypto>sapgenpse seclogin -p RFC.pse -0 Dv\ConnectorService
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Note:

pv\Connectorservice should be the account that the iNetRemote service or the
Connector 5.0 Application pool account is using.

2. Enter information as you are requested to do so.

P'lease enter PIN: FTdddddhk
Added ssO-credentials for PSE "<your path>/RFC.pse"
"CN=RFC, OU=IT, 0=CSW, C=DE

Run this operation for each user account that might need to access the PSE file.

1.7 Configuring SAP for Secure Network Communications

Now you need to map the x.509 certificates that were created for the user accounts on the SAP
Server.

1.7.1 Allowing SNC Connection with RFC

Perform these steps to allow Secure Network Communications to connect with the RFC.

1. Start transaction SM30.
LY J1apble  EOT LOTO  SYSTem  Hep

& FdEBIC@ SHE DDhoa8 I EE G

Maintain Table Views: Initial Screen

{E} Find Maintenance Dialog

TablefView 'VSHCSYSACL

Restrict Data Range

-
0  Caution: The table i cross-client r

Figure 1-27 Starting Transaction SM30
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2. Enter the View VSNCSYSACL. This view restricts the SNC RFC Connections by an Access

Control List (ACL).

3. When an alert displays, click the right button on the bottom.
[E Table Edit Goto System Help

& i@ CHE STo8n EE

Maintain Table Views: Initial Screen

[H] Find Maintenance Dialog

Table/View VSNCSYSACL

[ Determine Work Area: Entry

=
| Type of ACL entry |_E_|

1 |E|| Further select cond. || Append ||E||g|
|631" Di ormizing

Figure 1-28 Selecting ACL Entry

4. Select E for the Type of ACL entry and click the right button on the bottom.

Type of ACL entry E

System _ _IDS
..SH'E.W@W% [P:CN=RFC, QU=IT, O=CSW, C=DE
[#] Entry for RFC activated

[w]Entry for CPIC activated

[ ]Entry for DIAG activated

Entry for certificate activated

Entry for ext, ID activated
SMC data - Adrrinistrative data -

'  Canonical Mame Determined Created by 5. WOLF

Figure 1-29 Selecting Type of ACL Entry

5. Enter System ID and SNC name.

Note:

Do not forget the p: in front of the DN.
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6. Select the following check boxes:
e Entry for RFC activated
e Entry for CPIC activated
e Entry for certificate activated
e Entry for ext. ID activated

7. Save the entry.

Note:

When trying to edit the entry, you might see an alert window display. Click the right
symbol and make your changes.

1.7.2 Mapping X.509 Certificate to User

To map the X.509 Certificate to the user for a successful login, follow these steps.

1. Start Transaction SM30.
2. Enter VUSREXTID and click Maintain.

3. Using the view VUSREXTID, set up a mapping between the DistinguishedName pro-
vided by an X.509 Certificate and an ABAP User.

IlI?Determiﬂe Wiork Area: Entry =

Wiork Area

External ID type bul=)

| Further select cond. || Append |

Figure 1-30 Setting Mapping

4. Select the Distinguished Name for the External ID type.
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5. Create a new entry and activate it.

®?  New Entries Ee» Ed B &

External ID type DM| DN of Certificate (X.500)
External ID CN=RFC, OU=IT, 0=GE, C=US |@|
Seq. Mo. 00o0 o
User [ﬂi]mlr;l{ui ] |z|
Min. date
| Activated
Issuer |§|
Administration Data Administration Data USREXTIDH
o Created By
Length Ext. ID 0 00:00:00
Created By PWAIEEHU Changed

12.11.2015 17:14:51 00:00:00

Figure 1-31 Activating Mapping

6. Save the entry.
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1.8 Configuring Connection Service for SNC

This section contains the steps necessary to configure the Connection Service to use SNC.

1.8.1 Configuring SNC for iNet Connection Service

Before starting these steps, make sure that the ERP-link product has been installed and config-
ured. Refer to the latest version of the ERP-link Installation and Administration Guide for more
information.

1. Log in to the iNetCSAdmin Console.

2. Click the Connection Pool to configure the connection settings.

iNetCSAdmin - [Console Root\ERP-Link CS Administration\CS Hubs\Local hub\Connection Pools\01: P
File Action View Favorites Window Help

&= =z BHE

| Console Root A=
4 ¢ ERP-Link CS Administration |¥== Description [Pool #01; SAP BW system |
4[] CSHubs o ]
4 1% Local hub Destination String  [}P="8" SNC_MODE="1" SNCLLIB=C:\S]| System GEZ2 |
4 ]| Connection Pools Logon control
4 _—:-I 00: Pool #00;SAP Logon Mode SAP credentials
=] 01: Pool 201: SAP W sy

= ® _
78 02: Pool #02; (unconfig D! SR Client

:a 03: Pool #03; (unconfig () Shared w/ SAP Auth. User
g 04: Pool #04; (unconfig = ~
g 05: Pool #035; (unconfig ¥ = Password _
:a 06: Pool #06; (unconfig Language
g OT: Pool #07; (uncenfig
:a 08: Pool #08; (unconfig
:a 09: Pool #09; (unconfig Pool size
g ::10 Ezz: :: 10: EE:;E:;:; Max. number of live connections Min.
:a 12: Pool #12; (unconfig
:a 13: Pool #13; (unconfig
I Ig 14: Pool #14; (uncenfig
I+ :a 15: Pool #15; (unconfig
I % 16: Pool #16: (unconfig

Figure 1-32 Selecting the Connection Pool

A A v A A A A T A
61

3. To configure SNC settings to be used by iNet CS, provide this information:

Destination string: ASHOST=housapbwOlv SYSNR=00 SNC_PARTNERNAME="p: CN=sap00.housap-
bwOlv, OU=IT, O=GE2, C=US" SNC_MYNAME="p: CN=RFC, OU=IT, O=GE, C=US" SNC_Qopr="8"
SNC_MODE="1" SNC_LIB=C:\SAPCrypto\sapcrypto.dll

Note:

sNc_MoDE =1 means that SNC is enabled

4. Select and enter all the other settings on the screen, such as Logon mode and the SAP
credentials.
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5. After completing all the configuration details, click Validate.

6.

7.

uuuuuuuuu

wnsole Root

* ERP-Link C5 Administration
] €5 Hubs
4 & Local hub
4 || Connection Pools
I =] 00 Pool #D0;5AP

01: Pool #01; SAP BW 5
02: Pool #02; (unconfig
03: Pool #03; {unconfig
04: Pool #04; {unconfig
05: Pool #03; {unconfig
08: Pool #0§; (unconfig
07: Pool #07: (unconfig
08: Pool #08; (unconfig
0%: Pool #09; (unconfig
10: Pool #10; (unconfig
11: Pool #11; (unconfig
12: Pool #12: (unconfig
13: Pool #13; (unconfig
14: Pool #14; (unconfig
13: Pool #15; (unconfig
16: Pool #16; (unconfig
17: Pool #17: (unconfig
18: Pool #18; (unconfig
18: Pool #1%; (unconfig
20: Pool #20; (unconfig
21: Pool #21; (unconfig

I+ :a 22: Pool #22; {unconfig

n FE 73 Danl 222 funcanfic

&=
|¥= Description

[Poct #01; 54P BW system |

Vad
Destination String  [="g" SNC_MODE="1" SNC_LIB=C:\SAH| System GE2

Logon cortrol
Logon Mode SAP credentials
® Shared & anorymous Cliert
O Shared w/ SAP Auth User
Language
Pool size

Man. number of live connections Min

Testing configuration

o Configuration successfully validated. System discovered: GE2

Figure 1-33 Validating the Connection

Actions
01: Pool #01; SAP BW sy:
® Connectien pool details
Access control
Validate
Save & Activate
Save w/o Activation
Revert to Saved
View
New Window from Here

E Help

If the SNC is properly configured, you should see the message Configuration successfully
validated. System GEZ2. Click OK.

Save and then Activate to save the configuration.

Configuring Connector 5.0 for SNC

1.
2.

Display the Admin console settings,

Make sure the rrc.pse and the cred_v2 files are copied to:

C:\Windows\System32\config\systemprofile\AppData\Local\sec — If the directories do not
exist, they need to be created.
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1.8.2 Testing SNC Using the Gimmal Connection Service

Follow these steps to test if SNC is correctly set up.

1. Run the transaction RZ10.

Parameter Name

Parameter value

snc/extid_login_rfc
snc/extid_login_diag
snc/permit_insecure start
anc/accept_insecure rfc
anc/accept_insecure r3int rfc
snc/accept_insecure gui
snc/accept_insecure_cpic
snc/data_protection/min
snc/data_protection/max
snc/gssapi_lib

snc/enable
icm/HITPS/verify client
sal/ssl_lib
gec/libsapsecu
icm/server_port_2
3af/3afapi_lib

aafinama

=S

:\usr\sap\GE2\5YS\exe\uc\NTAMD&4\ sapcrypto.dll

[N IR AR

D:\usr\sap\GE2\3Y5\exe\uc\NIAMDE4 \ sapcrypto.dll
D:\uar\sap\GE2\5Y5\exe\uc\NIAMD&4 \ sapcrypta.dll
FROT=HITPS, PORT=8100, TTMECUT=60, PROCT IMEQUT=60
D:\uar\sap\GE2\5Y5\exe\uc\NTAMD&4  sapcrypto.dll
SLPSFCTILTR

Figure 1-34 Running the RZ10 Transaction

2. Make sure the parameter snc/accept_insecure_rfc is set to O (zero), which means do not

accept any insecure connections.

From the iNetCs administration console, set the SNC_MODE =1 to disable SNC.

4. Now attempt to validate a connection. A message similar to the following displays:

~

=
|¥== Description [Pocl #01: SAP BW system |

x°
Destination Stting  [-"8" SNC_MODE="0" SNC_LIB-C*\SAF| System (2)

Logon control
Logon Mode
®) Shared & anorymous

() Shared w/ SAP Auth.

() User

Pool size

SAP credentials

Client
Password
Language

Max. number of live connections Min.

Configuration could not be validated -

Connection attempt has failed. Details:

! % SMC required for this connection

Figure 1-35 Validating the Connection

This message indicates that SNC must be active on the RFC client, and in this case, iNet CS
service can make a connection to SAP.

5. Click OK.
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6. When you enable the SNC on iNet Cs service, the connection should be successful.

Jow Help
~ r:‘,:"
|¥= Description |PDD| #01; SAF BW syst? |
Destination String |="E" SNC_MODE="1" SNC_LIB:C:"-.SAF| System GEZ |
Logon control
Logon Mode SAFP credentials
(®) Shared & anonymous Cliert
() Shared w/ SAP Auth.

e
Language

Pool size

Max. number of live connections Min.

Testing configuration -

o Configuration successfully validated. System discovered: GE2

e

Figure 1-36 Successful Connection Message
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