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Preface

Gimmal delivers market-leading content governance and compliant records solutions built on
Microsoft® SharePoint®. Gimmal solutions drive user adoption and simplify information access by
making information lifecycle content management simple and transparent. This ensures consistent,
enterprise-wide compliance and proactive litigation readiness while lowering costs.

Who Should Use This Guide

SharePoint administrators are the intended audience for this document. Administrators are
considered to be SharePoint power users who are familiar with the enterprise’s content
management and retention policies.
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Introduction

This manual contains the instructions for running the Gimmal App Installer and deploying a Gimmal
app using the App Installer. The manual also provides additional procedures that are necessary
before running the installer or deploying an app.

Use these instructions for each Gimmal app you deploy. To configure an app after you deploy it,
refer to that app’s specific configuration manual.
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Deployment Scenarios

This section describes app deployment scenarios, as well as the prerequisites for deploying an app.
You must determine which scenario is appropriate for your site before deployment.

SharePoint 2013 (On-premises) and 0365

Gimmal apps can be deployed into SharePoint 2013 on-premises or O365 environments. Each app
may consist of a SharePoint app, a remote web, a database, or any combination of those. The app
components you choose to deploy, and where you choose to deploy them, depend on your
environment and SharePoint topology. If a remote web or database are required, you must choose
the configuration that best fits your deployment scenario.

Possible standard scenarios include:
¢ Single farm (on-prem) — Deploy from Web Front End (WFFE)

e Multi farm (on-prem) — Deploy to each farm once, possibly needing to pick a single web
server and database server, if required by the app (one single server for the farm)

e 0365 - Deploy to 0365 from any computer. Likely need the CSOM SDK installed on the
computer from which you are installing. You also need a local (i.e., not O365) web server that
can be reached by 0365 and database server, if required by the app.

e Multi-farm hybrid (0365 + on-prem - rare, but supported) — Similar to the Multi farm
install where one farm is an 0365 install. You must deploy to each 0365 and on-prem farm
once. You need two web servers (one for O365 and one for on-prem that can be shared by
the on-prem farms), but the two web servers can share a single database.

App Components

You must successfully deploy two components for the SharePoint app to work properly — the app
itself and the remote web. Some Gimmal apps also use the app installer to install a required
database. The app installer reads an app'’s configuration file and displays the correct components
for installation according to those file settings.

You must deploy the app to the SharePoint App Catalog. You may deploy the remote web either to
a single Internet Information Services (lIS) server, or to multiple IIS servers, if load balancing is
desired. The following common deployment scenarios cover most situations:
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e Single-Server — Applies when the SharePoint Web Front End (WFE) and IIS server are the
same server; typically, this deployment scenario is used only in a developer’s virtual machine
(VM) environment. You simultaneously deploy the app and remote web in this scenario.

e Multi-Server — Applies when the SharePoint WFE and IIS server are on different servers, but
there is only one IIS server; typically, this deployment scenario is used in a DEV or TEST
environment. In this scenario, you run the App Installer once to install the app and again to
install the remote web.

¢ Load-Balanced Multi-Server — Applies when the SharePoint WFE and IIS server are on
different servers and there is more than one IIS server; typically, this deployment scenario is
used in a TEST, STAGING, or PRODUCTION environment. In this scenario, you run the App
Installer once to install the app and once for each IIS server participating as a remote web

Before You Begin

Before installing apps, you must confirm the following system prerequisites. You must also
configure the SharePoint 2013 server for app deployment, create an app catalog, and configure
SharePoint for apps.

System Prerequisites

The Gimmal App Installer requires the following software:

e SharePoint Server 2013 (Standard or Enterprise Edition with Service Pack 1)
e Microsoft NET Framework 4.5.2

Prerequisite for Single Server Environment

If you are installing a provider-hosted app in an environment where the provider-hosted web is
located on a SharePoint WFE and you have already installed any of Gimmal's feature-activated
(\WSP) software, then you must download and install the most recent version of Gimmal Common.
This situation does not apply to the following previously installed products:

e Drop Zone (FA)

¢ Content Loader (FA)

e Metadata Inheritance Rules (FA)

e Enhanced Template Manager (FA)
e Site Provisioning (FA)

¢ Enhanced Search (FA)

e Content Organizer Manager (FA)
e Site Decommissioning (FA)
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SharePoint Configuration

Refer to the following hyperlinked MSDN articles to prepare the system before attempting to install
the apps:

Follow these steps to configure a SharePoint on-premises environment:

Configure an environment for apps for SharePoint.

Set up an App Catalog for SharePoint.

1

2

3. Configure SharePoint for High Trust Apps.

4. If the app requires a remote web, install Web Deploy (msdeploy.exe) on the machine(s)

where you plan to host a remote web. Refer to “Installing Web Deploy.”

wu

Install SharePoint Server 2013 Client Components SDK (optional). Do this if you want to
deploy an app by running the App Installer from a server that does not have SharePoint
installed.

Follow these steps to configure a SharePoint Office 365 environment:

1. Set up a SharePoint App Catalog (step 1 only).

2. If the app requires a remote web, install Web Deploy (msdeploy.exe) on the machine(s)
where you plan to host a remote web. Refer to “Installing Web Deploy.”
3. Install SharePoint Server 2013 Client Components SDK to deploy an app with the App

Installer on a server that does not have SharePoint installed
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Installing Web Deploy on the IIS

Before deploying the app, you must install Web Deploy on the IIS machines on which you are
running the installer to install the remote web. This section provides instructions for installing Web
Deploy.

When installing on 0365, the 1IS machine must be accessible to the O365 environment.

Installing Web Deploy
You must install Web Deploy on each server where the apps (remote web) will be used.
Follow these steps to install the most recent version of Web Deploy:

1. On the Web Server, run the WebPlatformInstaller.exe usually located in C:Program
Files\Microsoft\Web Platform Installer. You also can download the most recent
version of the Microsoft Web Platform Installer from
http://www.microsoft.com/web/downloads/platform.aspx

Download and run the Web Deploy package.
3. Launch the Web Platform Installer. The installer dialog displays:

e dtiorm Instatier 5. -
0 Web Platform Installer 5.0 =] x |
Spotlight Products Applications s

Name Released Install

Add

Dq Windows Azure SDK for NET (VS 2013) - 2.3 4/3/2014 Add

M Visual Studio Express 2012 for Web with Windows Azure SDK - 2.3 4/3/2014 Add

= Windows Azure Cross-platform Command Line Tools 5/7/2014 Add

0 ltems to be installed Options Install Exit

Figure 1 Web Platform Installer Dialog

4. In the search box to the right at the top of the page, type Web Deploy, then press Enter.
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5. Next to the Web Deploy entry, click Add and then Install at the bottom of the page.
If the component is already installed, you will not be able to add it, and it displays as

Installed.

Web Platform Installer 5.0

- oIEl

© Search results for web deploy

Name
e# Web Deploy 3.5 without bundled SQL support (latest)
e# Web Deployment Tool 2.1
Q# Web Deploy 3.5 for Hosting Servers

Released

6/10/2013

4/11/2011

6/10/2013

[ 1»

Install

Installed

Add

Add

Figure 2 Web Platform Installed

Gimmal Apps Install Guide

10



Running the Gimmal App Installer

This section provides step-by-step instructions for downloading Gimmal App Installer and
deploying an app. You must copy the App Installer and app on each server where they will be used.

Determine the type of deployment scenario needed for your site, as described in Deployment
Scenarios, and then deploy the app in the required locations for that scenario.

In a single server scenario, simultaneously deploy the app and remote web as described in this
section. To deploy a SharePoint app and remote web in a multi-server scenario, use these
instructions to deploy the app and deploy the remote web. To deploy a SharePoint app in a load-
balanced multi-server scenario, use the installer once to deploy the app and once to deploy the
remote web on each remote web.

If you are installing apps into multiple app catalogs, configure them to point to the same remote
web(s) and database. In most cases, a single remote web must be used for all web applications. You
must use two separate remote webs if using both High Trust and ACS SharePoint sites.

Information Needed for Configuration

In addition to web and database configuration information, you need the following information at
hand to deploy high trust apps in SharePoint:

e Certificate file location
e Certificate password
e Certificate issuer ID

If you are installing only on 0365 and are not targeting sites on a high trust environment, you
do not need the certificate information.
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Downloading and Running the App Installer

Gimmal App Installer is distributed separately from other Gimmal products. You must have System
Administrator privileges to install apps. If using SharePoint 2013 (on-prem), log into a WFE server
using an account that is a member of the Farm Administrators group in the SharePoint Farm.

Follow these steps to download and run the app installer:

1. Download the app you plan to deploy from the Gimmal Software Download site at:
https://clients.gimmal.com/sites/gimmalsoftdownload/SitePages/Home.aspx
2. Once downloaded, right-click on the . zip file and select Properties from the menu. The

Properties dialog displays.
3. On the General tab, ensure that Unblock is selected so that the zip file is not blocked when
you try to unzip it. This setting depends on the server's security configuration.
. Unzip the package.
5. Follow steps 1 through 4 for the app installer package.
6. Open the App Installer folder you previously downloaded (refer to "), right-click
GimmalApplInstaller.exe, and then select Run as administrator from the menu. The

Gimmal App Installation Wizard displays.

I \hore s the Gimmal App package located?

Mex Cirilegraiionn
Load Corigurgtnn [y— || Dowse |

A

Datshane Correr
Wit Corfgurater
Lywe Configuration

Wealar T
Pl E\%

Figure 3 Locate Files Page

The installer window is not resizable.

7. On the Locate Files page, click Browse and select the folder for the app that you want to
deploy.
8. Click Next. The App Configuration page displays.
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Corfemaison Uisarnamea. |

Resuts Password: |

[Shevos] | tea> st

| |

Figure 4 App Configuration Page

9. In the App Configuration page:
a. In SharePoint app catalog site URL, provide the app catalog URL. To find the URL,
follow these steps:

i. If using SharePoint 2013 (on-prem), from the main page in Central
Administration. If using 0365, go to the SharePoint Admin Center. Click Apps
in the left menu pane. The Apps page displays.

ii. In SharePoint 2013 (on-prem), under App Management, select Manage App
Catalog. In 0365, select App Catalog. The URL displays next to Web
Application on the right side.

b. If you are installing as a user that does not have permission to add items in the app
catalog, enter the Username and Password for the site in App Catalog Credentials.

10. Click Next. The Actions page displays.
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Figure 5 Actions Page

11. In the Actions page:
a. Select the checkboxes for Install App, Install Web, and Install Database, according
to your installation scenario. If an install option is not required for the app’s
configuration, it is grayed out.

If SQL Server or SQL Server Data Tools is not installed on the web server, you can first run the
installer on the database server, choosing to only Install Database. Then, when installing on
the web server, uncheck Install Database and configure the existing connection string on the
Database Connection tab.

b. Select High-Trust as Authentication type if the web will be used for a high-trust,
on-premises installation. Select Azure Access Control Service if the web will be used
for an 0365 installation.
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If you are using both on-premises and 0365 installations, you must have two separate webs; one
to service high trust and one to service ACS/O365. You must run the installer for each web,
selecting the appropriate Authentication type.

c. In IS host name, provide the name of the corresponding Web Server where you
intend to install the remote web.

d. If you are installing the web into a folder/application in a website, enter the IIS
application name. You can leave IIS application name blank if you are installing in
the root of a website.

e. Click Generate next to the Client Secret field, if it is required for your app scenario.

f.  Verify the port numbers (automatically populated):

e HTTP Port — Port used for HTTP requests
e HTTPS Port — Port used for HTTPS requests

HTTPS must be checked before you can select Next. You must use HTTPS to install apps.

g. Verify the Where is SqlPackage.exe located? field. It should automatically populate.
h. Verify the Where is msdeploy.exe located? field. It should automatically populate.
12. Click Next. The Database Connection tab displays if you selected to Install Database in
step 9. If you are not installing a database, go to step 14.

e Specify the database connection string for the app's SQL Server database

fep Configuration

Lewd Cordiguration Database connection siing

e [tveRenaSes-Truw Fop-Eratyromeweed] | Buld |

_ The datsbase conrmction can redererics an axisting dsisbase of & mew daiahase  VWhen the correction is tesied or vabdaied, secess o the database server istested
Web Configurtion

Sarve Configprsion

Confematon

Resniis

| < Frevions: | _Nu—t | el | [ Caneel

Figure 6 Database Connection Tab
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13. In the Database Connection tab:
a. Click Build displayed next to the Database connection string field. The Connection

Connection Properties \L-

Properties window displays.

Data source:
|I'\"Iic:rosu:|ﬁ SQL Server (SqlClient) | | Change... |
Server name:;
[GIMSEF03V gimsoft com v|| Refresn |

Log on to the server

(®) Use Windows Authentication
() Use SQL Server Authentication

Save my password

Connect to a database

(®) Select or erter a database name:
Gimmal_CCM| W

() Attach a database file:

o0 ] [ ]

Figure 7 Connection Properties Window

b. Enter the following in the Connection Properties window:
i. Data source: Microsoft SQL Server (SqlClient) is selected.

ii. Server name: Select the name of the SQL Server (if it is not displayed in the
list). Then click Refresh.

iii. Log on to the server: Select the type of authentication.

iv. Connect to a database: Provide the name of a database that you intend to
use (i.e, Gimmal_CCM). If you type in a name that does not exist, the installer
creates it for you.

v. Click Test Connection to verify the connection. If the connection is
successfully established, click OK on the successful message. If it is not
successful, check your entries in the Connection Properties window.

vi. Click OK to save the changes made on the Connection Properties window.

c. Click Next on the Database Connection tab. The Web Configuration tab
displays.
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App Corfiguration

Lewd Condigurstion Web: Sae
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[ o P —
Save Corfguration ) Creste web ste
Canfirmation 115 sk e g, Dokt Wlab St
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E'dm'dunmg‘umdm -
User je.g.. administraior): Confim password
Content dreciory i g., o-\inetpub'\providerhosted) |Ge1d | | |0
L
[etmetpub\Gnmal_CCM | | Bowee.. |
Hgh-Trust Centficate
Cesticale fle:
| | [Eome |@
Cerficate paspwond:
| o
Cordrm ceficate pasrword:
| ]
Ceaficate asoer D!

?'I'I'I]l]Il-'l'I'I'I-'I'I]‘I-]]l]-ll'I'I'I'IT'II'I'I] |

] e | [

Figure 8 Web Configuration Tab

14. In the Web Configuration tab:
a. Either select Use existing web site and select the existing website or select Create
web site. If you create a new website, select a SSL certificate and enter an existing
Content directory. You can Browse and select a different Content directory.

The Content directory must already exist. A new folder is not created for the deployed content.

b. In the Application Pool section, you can select Use existing application pool to
use an application pool that currently exists. If you created a web site in the previous
step, you can also select Create application pool and enter the Name, User, and
Password if not already populated.
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User and Password are the credentials that the application pool runs as.

c. Select Certificate file by clicking Browse.

If you are installing only on O365 and are not targeting sites on a high trust environment, leave
the Certificate file, Certificate Password, and Certificate issuer ID fields blank and go to

step 13.

d. Provide valid Certificate Password.
e. Provide valid Certificate Issuer ID.

15. Click Next. The Save Configuration page displays.

Welcome
Locdle Fiks Where should the Gimmal App Installer configuration be saved?
App Corfiguration
Load Corfiguration The configuration (.gai}file contains all configuration settings for this app, including the dliert secret and connection string.
Save it to a safe location where you can access it for future installations and upgrades.
Actions
Database Connection | ‘ | T |°
Web Corfigurstion

Confirmation
Results

[<Provioss || Net> | | nstel | [ Cancel

Figure 9 Save Configuration Page

16. Specify a .gai file where you want to save the configuration as a text file.

The .gai file contains sensitive information, such as the client secret, connection string, etc., but
is not read-only and can be modified. Therefore, save it to a secure location to avoid errors

when trying to re-install or upgrade!

17. Click Next. The Review the configuration page displays.
18. Confirm all the information provided, then click Install.
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19. Wait until the Success message displays indicating that the App installer is successfully
completed.

If you receive an error message like the one that follows, review the information you entered
in the configuration to ensure it is correct. If the information is correct, copy the output to a
text file, which can be sent to Gimmal Support Services, if required.

Error or Warning -

Errors or warnings occurred during installation.
Please review the cutput carefully.

Figure 10 Installation Error Message

You can also review the results of the installation in the GimmalAppInstaller.log file in the

same directory where you accessed the GimmalAppInstaller.exe file. Every installation is
appended to this log file.
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Upgrading Gimmal Apps

This section provides step-by-step instructions for using the Gimmal App Installer to upgrade a
Gimmal App. You must copy the App Installer and app on each server where they will be used.

Downloading the Latest Version of the App Installer

Gimmal App Installer is distributed separately from other Gimmal products. You must have System
Administrator privileges to install apps.

The installer window is not resizable.

Follow these steps to download the app installer:

1. Download the app you plan to deploy from the Gimmal Software Download site at:
https://clients.gimmal.com/sites/gimmalsoftdownload/SitePages/Home.aspx
2. Once downloaded, right-click on the . zip file and select Properties from the menu. The

Properties dialog displays.

3. On the General tab, ensure that Unblock is selected so that the zip file is not blocked when
you try to unzip it. This setting depends on the server's security configuration.

4. Unzip the package.

5. Follow steps 1 through 4 for the app installer package.
Select the appropriate deployment scenario and deploy the app installer according to your
scenario.

Upgrading an App Using the Installer

This section provides the steps for upgrading an app using the app installer. You must perform
these steps on the WFE server where the previous app was installed using an account that is a
member of the Farm Administrators group in the SharePoint Farm.

Follow these steps to upgrade a Gimmal app using the installer:

1. Open the App Installer folder you previously downloaded (refer to “Downloading the Latest
Version of the App Installer”), right-click GimmalAppInstal ler .exe, and then select Run
as administrator from the menu. The Gimmal App Installation Wizard displays.
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Welcome I

I \horc s the Gimmal App package located?
App Configuration

Actiong

Ditisbiase Connection

Wb Configuration

Save Corfiguration

Confrmation

Resits By

Figure 11 Locate Files Page
2. On the Locate Files page, click Browse and select the folder for the app that you want to
deploy.
3. Click Next. The App Configuration page displays if the app contains a SharePoint app. If the
app does not contain a SharePoint App, go to step 5.

Welcome

_“‘“""‘” Specify the details for the SharePoint app

Lead Carfiguration Ppp calnlog credertials must ba provided § the catalag e s an Offion 365 ste or § the user nrring this wizard dess: not have permession to add Bems o the app caliieg.

Actions

Dint i Corrssction ShavePornt 300 calalog e URL fe.g.. ipyiefe.com contoso.com/ses/appeatsiog )

Web Configurtion [ ]

Save Corfiguration P o -

Corfemation Usamame: | |

Resuks Password: | ]

Mot> | [ et

| _ _|

Figure 12 App Configuration Page

4. In the App Configuration page:
a. In SharePoint app catalog site URL, provide the app catalog URL. To find the
URL, follow these steps:
i. From the main page in Central Administration, click on Apps in the left
navigation. The Apps page displays.
ii. Under App Management, select Manage App Catalog. The URL displays
next to Web Application on the right side.
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b. If you are installing as a user that does not have permission to add items in the
app catalog, enter the Username and Password for the site in App Catalog
Credentials.
5. Click Next. The app installer verifies the app catalog and the Load Configuration page
displays with the information for the previously installed app.

Where is the Gimmal App Installer configuration file located?

Comvenience Copy Adminisiraton is aiready insaled
Clment Verson: 42200
Crosted & 10277200 1 2300 PH
Lot MadBod o PLZ7/2014 12302 FM
[ Eowe | 1

Contet Gl Supesst § you do nol hive o carnol locite T Gimmal Apg nstaler corfiumton S

Figure 13 Load Configuration Page

If you are upgrading an app that does not require an app catalog, the Load Configuration page
is optional. Leave the configuration file location field blank and click Next if this is the case.

6. Click Browse to locate the load configuration (.gai) file that was saved from the previous
install.
7. Click Next. The Actions page displays with the previous install's information prepopulated.
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(<} Gimmal App Installation Wizard -

Locate Files What components do you want to install?

App Corfigurstion
Load Configuration Upgrade App from version 4.2.0.1t0 4.3.00

Diatabase Connection Upgrade Database

Web Configuration Authentication type
Save Configuration ® High-Trust
Corfimmation (0 Azure Access Cortrol Service

Resutts

115 host name (e.g.. wfe .comp contoso .com):

| o

11 application name (g g.. Latham . TemplateManager):

Client secret:

| | | Generate... |O
HTTP Port HTTPS port

Where is SolPackage.exe located?

|C:'- Program Files #86)\Microsoft SGL Server\11D\DAC bin\SqlPackage axs | | Browse... |
Where is msdeploy exe located?

|C' \Program Files {«86)\IS \Microsoft Web Deploy V3'\msdeploy exe | | Browse |

o [

Figure 14 Actions Page

8. In the Actions page:
a. Verify that the Update App from version <X.X.X.X> to <X.X.X.X> and Upgrade
Web checkboxes are checked. The Upgrade Database checkbox should only be
checked if the app you are going to install requires access to a database.
b. Ensure that the correct Authentication type is selected.

If you are using both on-premises and O365 installations, you must have two separate webs; one
to service high trust and one to service ACS/O365. You must run the installer for each web,
selecting the appropriate Authentication type.

c. Verify the IIS host name and Client Secret. You can leave IIS application name
blank if you are installing in the root of a website.
d. Verify the port numbers (automatically populated):
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e HTTP Port - Port used for HTTP requests
e HTTPS Port - Port used for HTTPS requests

HTTPS must be checked before you can select Next. You must use HTTPS to install apps.

e. Verify the Where is SqlPackage.exe located? field. It should automatically populate.

f.  Verify the Where is msdeploy.exe located? field. It should automatically populate.
9. C(lick Next. The Database Connection tab displays if you selected to Upgrade Database in
the previous step. If you are not installing a database, go to step 12.

i Specify the database connection string for the app's SQL Server database

App Configuraton

Load Corfiourstion Distabss connection strng:

Ao [eveRonaSes-Trueien-Enayfomewedd] [ Bukd. |
_ The datsbase conrection can refemnce an adting dstsbase of & rew databees. When the correction i tested o valdaled, socess 10 the detabete perver islested
Web Corfiguatin

Save Configuraton

Confematon

[ | [

Figure 15 Database Connection Tab

The correct Database connection string from the previous install should display. If it does
not, follow the steps for building a connection in the previous section.

10. Click Next on the Database Connection tab. The Web Configuration tab displays.
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Welcome
Lacoen Bls Specify the details for the remote web
Ipo Corfirmien
Losd Configuration Ve Sae
A (5 Upg artng web ste
1S e st fag. Defmk Wet St . .
i&md_CChl ~| %
. I S —
Spve Confqursten ) Creste web ste
Corfrmation 15 west sie e g Disfnst Weeh el B i J—
Uw
Resis Grmmal_CCM 2
551 ceticate =] =
S TRATASEY MRS SO
Contert dewetory I, . & nelpubiprovider osted] oo o
it sl CCM Bz
High Tt Contfieats:
Cethicata tho:
[C Conthicaten Figh Tt Acp i | | B |
Certficate pussword:
e
Dardiem corthcdte pawed
Cerifezaie mauer 10
[T R ]
Nt > [ Cancet

Figure 16 Web Configuration Tab

11. Select Use existing web site. The previously used website, certificate, and password
information are automatically selected. By using the existing web site, the existing app pool
is used.

12. Click Next. The Review the configuration page displays.

If you changed any configuration information, the Save Configuration page displays asking
where to save the configuration. The selection defaults to the previous .gai file and warns you
that it will overwrite it. Either Browse to select a new location or click Next to overwrite it.
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Welcome

Review the configuration

fon Carfurntion

Load Carfiguration e the spacified configuraton and o Tnatall™ (o cortinue:

Actorg Lozaten of sopkestion fies C\Livers" Sham Pord" Desbdop' Cormerioncs Cogy Maragemen inatalation Packages 4.2 FOCM Aden

Al o Sebected rematabation o verson 42101 actors

ek Corfgumton Iratal apo's ctabane
S Packoge pat C\Progrm Fes b5 Miroseh SOL Server LI DU i SiPackangs e

Save Corfiguratin It s s remats web
Wilehs Dhsplony ipesth: - Program Fies foBEPRS Mierosolt Wb Doy W amadeploy s

N | ST

Rascts Jeo's deshase
Diiabase connection sting: Data Source= ADSOLGIMMAL SOFT intsal Caialeg-Camemad_OCM Integrated Secunty=True Mulliplaicinme Resu Seis = True.Aop = EnttyFramewad:

Mammm
sty g Speckmaan gl <om

IISmahun Caereal lft
5 sppbeaton rome:

Ch'fg.mdl-c‘l"ﬂ’pm £545
Corfigured HTTPS port: 4546
Lt o excating wieh ste

15 v sk Gt _CCM

Fop's suthenticaion

Authertication Type: Hoh bust

Mm WDWWWE
Certheate e O Canfiestes’Hoh Tast Ao phe

Certhicate msuer ID- T1IHTNATAMT-0IH-00I0 0100901

< Pravous R‘M: b | [ Gl

Figure 17 Review the Configuration Page

Notice that the version number increased from 4.2.0.0 to 4.2.0.1. For every installation of the
same app version, the last (fourth) digit increments by one. You must upgrade the app in

SharePoint to reflect any configuration changes you made during the app upgrade using the
installer.

13. Confirm all the information provided, then click Install.

14. Wait until the Success message displays indicating that the App installer is successfully
completed.
If you receive an error message like the one that follows, review the information you entered

in the configuration to ensure it is correct. If the information is correct, copy the output to a
text file, which can be sent to Gimmal Support Services, if required.
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Error or Warning -

Errors or warnings occurred during installation.
Please review the cutput carefully.

Figure 18 Installation Error Message

appended to this log file.

You can also review the results of the installation in the GimmalAppInstaller.log file in the
same directory where you accessed the GimmalAppInstaller.exe file. Every installation is

Upgrading an App in SharePoint

If you want the changes you made by upgrading the app using the app installer to be reflected in

SharePoint, you must follow these steps.

Follow these steps to upgrade the app:

Using SharePoint, go to the installation site where you installed the original app.

Go to Site Contents and select the app you are upgrading.

3. From the app settings that display, click ABOUT. The app's details display.

Gimmal Drop Zone

from Gimmal, LLC

VERSION
RELEASE DATE
CATEGORY
SUPPORT

Details

The Drop Zone app extends SharePoint's drag and drop capabilities, both in document i ) ) .

L L There is a new version of this app. Get it now.
libraries and as a stand-alone web part. It is intended as a component for team

collaboration or department sites. For other Gimmal SharePoint apps to accelerate your i

SharePoint deployments and provide governance, check out the Gimmal App Store.

43.0.1
Movember 2014
Gimmal

App Website

Figure 19 App Details
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You can see that there is a new version of this app on the right side.

Click GET IT. A dialog displays asking if you want to trust the app.

5. Click Trust It. The app updates, which you can verify by viewing the app settings and the
updated version number.
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Configuring IIS Settings for High Trust Apps

If the remote web is configured for high trust, you must set the authentication type to NTLM in the

[IS manager. By default, Negotiate authentication is selected. You must set the authentication type
for all apps.

Follow these steps to configure IIS settings for high trust:

1. Launch IIS as the administrator. In the Connections pane on the left, expand the tree under

Sites and select the Site that you created or used during the installation (App Webs in the
following figure).

2. Double-click Authentication in the right-hand pane.

Comnections .
Q- |28 0 Gimmal_CCM Home

45 Start Page

! Filter: * W Go - gy ShowAll | Group by: - B8~
4-93 GIMSEFD3V (GIMSOFT\joebo e o - G Show All | Groupby: Area el
Q Application Pools ASP.NET
a-[@ Sites o A F 72N q i ﬁ )
B E= Jiiy = ==y = =
b &% Default Web Site 5 Z 0 N2 [=] =2 = ab|
p-e FilePlanBuilder MET MET MET Errar MET .MET Profile  .NET Roles  .MET Trust  \MET Users  Application Connection
|'> & Gimmal_CCM Authorizat.. Compilation Pages Globalization Levels Settings Strings
b Gimmal_EE I | ..
be SharePoint - 80 i,;E = .Ifb?) & E =
b-e SharePoint -100

I Machine Key Pages and Providers  Session State SMTP E-mail
I 0 SharePoint Central Ad Controls

b ALy SharePoint Web Servic s

® 3 9 o

uh i =
v - %] 9a QGEE
Authentic... Authorizat.. Compression  Default Directory  Error Pages Handler HTTP HTTP

Rules Document  Browsing Request Tra... Mappings Redirect Respon...

E E.-J ] =1 IE%H e =

o v 5 S =
IP Address  ISAPI Filters  Logging  MIME Types  Modules Output Request 550 Settings
and Dema... Caching Filtering

Management

0 & ©O

Configurat... 115 Manager Web
Editar Permissions  Platfor...

Figure 20 Selecting an App for Configuration

3. Ensure that the Windows Authentication entry is enabled. If not, right-click the entry and
select Enable.
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e Authentication

Group by: Mo Grouping =

-

Marne Status Response Type
Anonymeous Authentication Enabled
ASP.MET Impersonation Disabled
Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
{ Windows Authentication Enabled HTTP 401 Challenge ;

Figure 21 Enabling Authentication

4. Click Providers... under Actions in the right-hand pane. This option is available from the

right-click context menu.

0 Authentication

& Click here to learn how to

Figure 22 Selecting Providers

cenfigure Extended
Group by: No Grouping M Protection.
Mame “ Status Response Type _
Anonymaous Authentication Enabled
ASP.MET Impersonation Disabled Disable
Basic Authentication Disabled HTTP 401 Challenge Advanced Settings...
Digest Authentication Disabled HTTP 401 Challenge Providers...
Forms Authentication Disabled HTTP 302 Legin/Redirect
{ Windows Authentication Enabled HTTP 401 Challenge 8 @ Helg
Online Help

5. Highlight NTLM and make sure it displays as the first entry by clicking Move Up. Click OK.
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Enabled Providers:

NTLM

Megotiate

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

Available Providers:

Figure 23 Selecting NTLM
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Uninstalling an App

This section describes how to uninstall Gimmal apps from a SharePoint environment.

To remove an app, you must remove it from a site(s), the SharePoint 2013 or Office 365 App
Catalog, remove the remote web from the IIS server, and then remove the app principal (removing
the app principal applies only to O365/SharePoint Online).

Removing an App from a Site

See the “Uninstallation” section in each app’s configuration guide for detailed steps on how to
remove an app from a site.

To completely remove an app from a site, you must:

Navigate to the Site Contents page and remove the app.
Remove the app from the first-stage recycle bin.
Remove the app from the second-stage recycle bin.

Removing an App from the App Catalog

Perform the following steps to remove apps from the SharePoint 2013 or Office 365 App Catalog

site:

1.

o v AW

Navigate to the SharePoint 2013 or Office 365 App Catalog site. The App Catalog page
displays.

Select Apps for SharePoint from the left navigation. The Apps for SharePoint page displays
showing the list of installed apps.

Select the ellipsis (...) next to the app you want to delete. The app’s context menu displays.
Select the ellipsis (...) on the app’s context menu. Another menu displays.

Select Delete. You are prompted to confirm the deletion.

Click OK. The app is removed from the App Catalog.

Removing an App’s Remote Web from Internet Information Server (11S)

Perform the following steps to remove an app’s remote web from IIS.
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The following steps show how to remove the News app’s remote web, as an example, but the
steps apply to any of the Gimmal apps.

Open Internet Information Server Manager.
Navigate to the News remote web under the Sites folder.

3. Right-click on the News remote web and select Deploy > Delete Application and Content.
You are prompted to confirm the deletion.

i'.1::| Start Page

File  View Help
Connections -
@ | y Ugl GSDEMO Home

P Filter: - G = Show All | G by: - B~
85 GSDEMO (LATHAM\sharepoint) er 0 T EEhow roup by: Area
(2} Application Pools ASP.NET
4@ Sites .- g, = q o ;ﬁ 2
=0 - L —] ) =
b 40 Default Web Site B = “ =® = ab Y =5
4 @ Latham Services MNET MET .MET Error MET MET Trust  Application Connection MachineKey Pages
| aspnet_client Authorizat.. Compilation Pages Globalization Levels Settings Strings Contr
Fs - R

b1 Gimmall o s
3 @ SharePoint - b & (ol ~ — —
p 4B SharePoint - Edit Permissions... ; @2 ‘?&;3 :f_% %ﬁ' @ ':5')_, E:fgllﬁ (,‘?
N . r— e = = e -
b @ SharePn!nt ) {_:‘ Add Application... ASP Authentic.. Authorizat.. Compression  Default Directory  Error Pages Failed Handl
b @ sharePaint - Rules Document  Browsing Request Tra... Mappi
b @ SharePoint - W & Add Virtual Directery...
N - 2 o= <
b & SharePoint - Manage Application 3 gi’ﬁ o= M ‘r%
p 4B SharePoint - o R < W ‘l(i

int- Wi Refresh utput equest Erver orker
b @ SharePaint Caching Filtering Certificates  Processes
] SharePDlntCeD( Remove I
b % SharePoint We 4l Export Application...

Deplay ' E Import Application...
k| Switch to Content View XK Delete Application and Content
= Recycle...

Figure 24 Deleting the Remote Web from IIS

4. Click OK. The News remote web is deleted.
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