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1 Introduction

Gimmal delivers market-leading content governance and compliant records solutions built on
Microsoft® SharePoint®. Gimmal solutions drive user adoption and simplify information access
by making information lifecycle management of content simple and transparent, ensuring consis-
tent compliance and proactive litigation readiness enterprise-wide while lowering costs.

Gimmal's Compliance Suite combines with SharePoint to give your organization a reliable and
centralized repository for collaboration and records management that is compliant with the stan-
dards of the Department of Defense (DoD) 5015.2 Records Management Program.

1.1 Compliance Suite Features

The Gimmal Compliance Suite software for Microsoft SharePoint is the only product that extends
SharePoint to create a Department of Defense (DoD)-certified records management application
while maintaining content in SharePoint.

The Compliance Suite features include:

e Record Relationships

o Enable users, records managers, and administrators to create, move, and copy
records

o Associate policies with a set of records, such as a case, to process all records as a
group

o Manage and link regulatory and legal citations to multiple policies to provide legal
justification for the retention process

e Event Management

Define and manage events

o Use events as records disposition criteria
o Define recurring events
o Facilitate disposition of related records as a single entity

Manage related records through links, associations, and folders
e Disposition Processing
Provide processing and approval to start the retention period for records
Require approval to perform the disposition action
Handle disposition metadata
Close folders

o O O O

Handle staged dispositions
Provide forensic destruction of records
e Email Record Management
O Manage email and attachments as records
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o Automate capturing of message metadata

o Email as single record or separately as different record categories
e Legal Holds

o Place individual items or entire folders on hold
e Vital and Restricted Records

o Identify record containers that contain vital records with specific attributes, includ-
ing review periods and last reviewed date

o Identify a vital record reviewer
o Report on past and future vital record collections
e Transfers
o Configure predefined schema for export
o Import records into Compliance Suite
o Export records into validated format, ensuring contextual links
o Map custom metadata

1.2 Who Should Use this Guide

This manual identifies information that is targeted towards the following users:

e Records manager

e Compliance Suite administrator
e End user

e Local records officer

Beginning and advanced users of the Compliance Suite software should use this guide. All users
must have a basic knowledge of SharePoint functionality.

1.3 Important Notes about Compliance Suite and this Manual

The following notes provide important information about the use of Compliance Suite and this
manual.

e This manual contains step-by-step instructions for using Compliance Suite.

e Allillustrations are for example purposes and vary according to how your installation
is configured.

Compliance Suite (Feature-Activated) User Guide 2
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2 Working with Records

Working with Records functionality is available within a SharePoint Records Center with Compli-
ance Suite enabled. To use the Working with Records features, Compliance Suite must be
installed and the following features must be active:

e For working with Records Site Collection feature, activate these Site Collection fea-
tures in this sequence:
o Gimmal - Record Core - Site Content Types
o Gimmal Compliance Suite - Base Content Types
o Gimmal Compliance Suite - Working With Records Site Columns

e For the Working with Records Site feature, activate these Site Collection and Site fea-
tures in this sequence:

SharePoint Server Publishing Infrastructure
Gimmal Compliance Suite - Security Configuration

Gimmal Compliance Suite - Record Relationship Content Types

0O O O O

Gimmal Compliance Suite - Record Relationship Functionality
o Gimmal Compliance Suite - Working With Records

Working with Records builds upon standard SharePoint Records Center and Content Organizer
capabilities. Enhanced records management functionality enabled through Working with Records
includes:

1. Record Library Configuration

e Prerequisite for using Working with Records

e Selecting the Install and configure default settings link on the Library Settings
page will install all Compliance Suite Content Types and enable the Record Library to
be used with Working with Records.

e You must be a Managed Metadata Administrator to perform this function.
2. Creating Record Containers (outside of File Plan Builder)

e A Record Container is the implementation of a file plan node based on your organiza-
tion's records management policies.

e Creation of a new Record Container is enabled through the New Container action link
within a configured Record Library or Record Container.

e When a new Record Container is created, a corresponding Filing Location is created in
the Filing Locations list. See 2.3 Filing Locations for more details.

e By default you must be a member of the RMA Records Managers SharePoint group to
create a new Record Container. However, additional SharePoint user and group per-
mission can be granted on individual Record Containers by editing the Filing Loca-
tion’s Create Child Containers Members site column.
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Note

System accounts cannot add a new Record Container.

3. Filing Records

Filing Records is the act of creating and storing records based on your organization's
records management policies.

Electronic and Physical Records are supported.

Creation and filing of a new Electronic Record is enabled through the Upload Docu-
ment action link or the + Add New Item link within a Record Container.

Creation and filing of a new Physical Record is enabled through the New Non-Elec-
tronic Record action link within a Record Container.

When a new record is created from the Record Center site, the Filing Location site
column of the new record determines the Filing Location used to apply the Content
Organizer rules and the corresponding Record Container to store the record.

Viewing a record's Filing Locations is enabled through either the View Locations
action link under the Records — Record Locations heading in the Record Container
header ribbon or the View Record Locations link on a selected record's action menu.

Filing a record to a new location is enabled through either the File to New Location
action link under the Records — Record Locations heading in the Record Container
header ribbon or the File Record to New Location link on a selected record's action
menu. Filing a record to a new location takes an existing record and links the record
into another filing location without removing the current filing location link.

4. Retrieving Records

Retrieving Records is the act of viewing an existing record's content and metadata.
Viewing previous record versions is supported.

Viewing a record's current version is enabled through either the View Latest Version
action link under the Records — Record Versions heading in the Record Container
header ribbon or the View Latest Version link on a selected record's action menu.

Viewing all versions for a record is enabled through either the View Versions action
link under the Records — Record Versions heading in the Record Container header
ribbon or the View Record Versions link on a selected record's action menu.

Uploading a new version for a record is enabled through either the Upload Version
action link under the Records — Record Versions heading in the Record Container
header ribbon or the Upload New Record Version link on a selected record's action
menu.

5. Copying Records

Copying Records takes an existing record and creates a duplicate record in another
record category.
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e Copying a record to a another filing location is enabled through either the Copy
Record action button under the Records heading in the Record Container header rib-
bon or the Copy Record link on a selected record's action menu.

e Copying a record is governed by Content Organizer rules for the record's current filing
location.

e When a record is copied, a new audit history is created for the duplicate record.
6. Moving Records

e Moving Records takes an existing record and files the record into another record cate-
gory while removing the link to the current record category.

e Moving a record to a new filing location is enabled through either the Move Record
action button under the Records heading in the Record Container header ribbon or
the Move Record link on a selected record's action menu.

e Moving a record is governed by Content Organizer rules for the record's current filing
location.

e When a record is moved, the existing record audit history is maintained.
7. Editing Record Metadata

e Editing Record Metadata is the act of updating an existing record'’s site column (prop-
erty) values. Cs can limit which roles can edit specific record properties.

e Editing record metadata is enabled through either the Edit Properties action button
under the Manage heading in the Record Container Files Ribbon or the Edit Proper-
ties link on a selected record's action menu.

e See Metadata Editing help for more details.
The Working with Records functionality described above utilizes Compliance Suite Record Con-
tent Types and Record Actions to support the enhanced records management capabilities.

Intended User: End User; Records Manager; Compliance Suite Administrator

2.1 Compliance Suite Record Content Types

Content types enable centralized administration of unique types of records management infor-
mation. A content type is a reusable collection of metadata (site columns) for a category of record
items in a SharePoint list or library. Content types enable users to specify information about an
item, in addition to its policies, workflow, or other behavior based on your organization's records
management policies.

Compliance Suite Record Content Types build upon standard SharePoint Content Types. The
Compliance Suite Content Types include:

e Record Container

e RMA Record

e Correspondence Record

e Digital Photo Record
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e Digital Photo Correspondence Record

e Email Record

e Email Upload

e Non-Electronic DoD Record

e Non-Electronic Correspondence DoD Record
e PDF Record

e PDF Correspondence Record

e Scanned Record

e Scanned Correspondence Record

e Web Record

Note

Organizations typically use File Plan Builder to create record containers. Creating a new
container here inherits the retention from the parent container.

The following table lists site columns (metadata) unique to the content type.

Table 2-1 Record Container Content Types

Site Column

Name Input Type Purpose
Specified ID Single line of text Unique identifier for each Record Container.
Required: Yes
Description Multiple lines of text | Descriptive statement that defines the types of
Required: No records to be filed in the Record Container.
Location Single line of text Pointer to the record's location if is not under
Required: No direct control of the SharePoint Records Center. For
example, location of a file cabinet or a magnetic
tape racks.
Disposition Single line of text Person or group with legal authorization to man-
Authority Required: Yes age disposition or transfer to permanent storage
of records within the Record Container.
Transfer or Menu Indicates if the Record Container contains perma-
Accession to Required: Yes nent records that are required to be transferred or
NARA Indicator accession to the National Archives and Records

Administration (NARA).
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Site Column
Name

Table 2-1 (Continued) Record Container Content Types

Input Type

Purpose

Disposition
Instruction
Name

Single line of text
Required: No

Defines the disposition instructions (IMP) and
actions that contain the directions for cutting off
and carrying out the disposition of records within
the Record Container.

Supplemental

Multi-select list

Document markings that support the security fea-

Review Indicator

(Review Period)
Required: Yes

Markings Managed Metadata: | ture that enables site column content to restrict
Gimmal RMA Sup- unauthorized users from accessing records within
plemental Marking the Record Container.

Vital Record Checkboxand menu | Indicates that the Record Container can contain

vital records which are subject to periodic review.

If enabled, the Select review period cycle for the
vital record(s) is displayed.

The Select review period cycle for the vital
record(s) defines the frequency of periodic
reviews for vital records in the Record Container.

See Vital Records help for more details.

Vital Record
Indicator Inher-
ited

Radio button
Required: Yes, if Vital
Record Review Indi-
cator is selected.

A Record Container can inherit vital record settings
from its Parent Record Container or it can specify
unique vital record settings.

Defaults to Override if the Parent Record Container
does not have Vital Record Review Indicator
selected. Otherwise, it defaults to Inherit from the
parent.

See Vital Records help for more details.

Vital Record Last
Reviewer

User or Group
Required: Yes if Vital
Record Review Indi-
cator is selected.

Person responsible for periodic review of vital
records in the Record Container.
See Vital Records help for more details.

Vital Record Last
Review Date

Date

Required: Yes if Vital
Record Review Indi-
cator is selected.

Date vital records in the Record Container were last
reviewed and the date from which the new review
date will be calculated.

Initial date defaults to the Creation Date of the
Record Container.

See Vital Records help for more details.
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Site Column
Name

Table 2-1 (Continued) Record Container Content Types

Input Type

Purpose

Vital Record In-
Review Indicator

Only displayed when
viewing properties.

Indicates if a vital record review workflow is in
progress for the Record Container.

Instructions

viewing properties.

System generated
based on retention

policy.

Case-Based Check box Indicates that the Record Container contains

Retention Required: No records that will be processed together for records
management tasks such as disposition or holds
processing.

Disposition Only displayed when | Lifecycle stages that define duration specifications

(e.g., 2 Months) and actions (e.g., Delete Record) to
be performed when the duration specification is
met.

Action Dates

Only displayed when
viewing properties.
System generated.

System coded disposition criteria for all future dis-
position tasks (actions) for records within the
Record Container.

Enables "As Of" Reporting to retrieve the record
container based on its disposition criteria.

Next Action
Dates

Date and Time

Only displayed when
viewing properties.
System generated
date.

Date the next disposition task (action) will occur
for records within the Record Container.

Cutoff Criteria

Radio button

Overrides inherited cutoff criteria for the Record

viewing properties.
System generated.

Override Required: Yes Container.
Defaults to Override the cutoff criteria if the Record
Container has a parent Record Container. Other-
wise, it defaults to Inherit from the parent container.
Cutoff Criteria Custom Compliance | Cutoff criteria for records within the Record Con-
Suite Cutoff Criteria | tainer. Criteria options are Enable Event, Enable
input Periods, Enable Relationships, Enable Scripts, or a
Required: No combination of these cutoff options.
A Record Container can inherit Cutoff Criteria
from its Parent Record Container or it can specify
unique Cutoff Criteria.
Filing Status Only displayed when | Indicates if the Record Container has been suc-

cessfully added to the Filing Locations list and is
available for filing new records.
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Site Column
Name

Table 2-1 (Continued) Record Container Content Types

Input Type

Purpose

Hold Reason

Multiple lines of text
Required: No

Only displayed when
a hold is placed on
the Record Con-
tainer.

Descriptive statement that defines the purpose of
a hold placed on the Record Container.

2.1.1 RMA Record
Content Type Name: RMA Record

Parent Content Type: Document

Description: Represents a physical or electronic record. This is the Compliance Suite parent con-
tent type for all record content types (excluding Record Container). It contains the common set of
inheritable site columns.

The following table lists site columns (metadata) unique to this content type.

Site Column
Name

Table 2-2 RMA Record Content Types

Input Type

Purpose

Defaults to the date
the record was

added to the system.

Subject Multiple lines of text | Descriptive statement that defines the purpose of
Required: No the record.

Date Filed Date Date the record was filed into the system and offi-
Required: No cially became a record.
Displayed as Read
only

Publication Date

Date

Defaults to the date
the record was
added or updated in
the system.
Required: Yes

Date the author or originator completed the devel-
opment or signed off on the record.

Author

Single line of text
Required: No

Person, office or designated position responsible
for the creation of the record.
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Site Column
Name

Table 2-2 (Continued) RMA Record Content Types

Input Type

Purpose

Originating
Organization

Single line of text
Required: No

Office or business unit responsible for creation of
the record.

Date Received

Date and Time

Date and time the record was received for entry

Required: No

Required: No into the system.
Addressee(s) Multiple lines of text | Organization or individual to whom the record is
Required: No addressed.
Other Multiple lines of text | Organization of individual to whom the record is
Addressee(s) Required: No copied (CC'd).
Location Single line of text Pointer to the record's location if is not under

direct control of the SharePoint Records Center. For
example, location of a file cabinet or a magnetic
tape racks.

Most Recent
Transfer Date

Only displayed when
viewing properties.
System generated
date.

Date the record was successfully transferred into or
out of the system.

Record Destruc-

Only displayed when

Date the record was set to be destroyed or

Required: No

tion Date viewing properties. retained to long term storage as a part of disposi-
System generated tion processing.
date.
Format Type Managed Metadata | For electronic records, computer file format
Required: No described by vendor standards or specifications.
For example, Joint Photographic Experts Group
(JPEG) or Microsoft Word for Windows.
For physical records, physical form such as paper
or microfilm.
Media Type Managed Metadata | Material or environment on which the record is

created. For example, Electronic, Paper, Web, or
PDF.

Supplemental
Markings

Multi-select list
Managed Metadata:
Gimmal RMA Sup-
plemental Marking
Required: No

Document markings that support the security fea-
ture that enables site column content to restrict
unauthorized users from accessing the record.
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Site Column
Name

Table 2-2 (Continued) RMA Record Content Types

Input Type

Purpose

Filing Location

Hierarchical selec-
tion of Record Con-
tainers

Record Container where the record will be filed in
the SharePoint Records Center.

Required: No
Disposition Only displayed when | Lifecycle stages that define duration specifications
Instructions viewing properties. (e.g., 2 Months) and actions (e.g., Delete Record) to
System generated be performed when the duration specification is
based on retention met.
policy.
Disposition Only displayed when | Indicates if the individual record is eligible for dis-
Ready viewing properties. position.
System generated.
If the record is part of a case-based record con-
tainer, see the Disposition Eligible site column
listed below.
Disposition Eli- | Only displayed when | If the record is part of a case-based record con-
gible viewing properties. tainer, this flag indicates if all records within the

System generated.

case-based record container are eligible for dispo-
sition.

Action Dates

Only displayed when
viewing properties.
System generated.

System coded disposition criteria for all future dis-
position tasks (actions) for the record.

Enables "As Of" Reporting to retrieve the record
based on its disposition criteria.

Next Action
Dates

Only displayed when
viewing properties.
System generated
date.

Date the next disposition task (action) will occur
for the record.

Cutoff Date

Only displayed when
viewing properties.
System generated
date.

Date the record was cutoff and closed.

Cutoff Last
Review Date

Only displayed when
viewing properties.
System generated
date.

Defaults to Creation
Date.

Date the record was last reviewed and the date
from which the next review date will be calculated.
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Site Column
Name

Table 2-2 (Continued) RMA Record Content Types

Input Type

Purpose

Cutoff Last
Reviewer

Only displayed when
viewing properties.
System generated.

Person who was responsible for last cutoff review
for the record.

Cutoff Criteria

Custom Compliance
Suite Cutoff Criteria
Required: No

Cutoff criteria for the record. Criteria options are
Enable Event, Enable Periods, Enable Relationships,
Enable Scripts, or a combination of these cutoff
options.

A record can inherit cutoff criteria from its Parent
Record Container or it can specify unique cutoff
criteria.

See Cutoffs help for more details.

Cutoff Review
Status

Only displayed when
viewing properties.
System generated.

Status of cutoff review process for the record.

Has Bulk
Updates Pend-

ing

Check box
Required: No

Indicates if bulk processing updates are pending
processing by the RMA Bulk Processing Job.

Site Column Dis-
play Name: Con-
firmation
Complete

Displayed only if
Bulk Processing has
been configured for
the content type and
selected Record
Library.

2.1.2 Correspondence Record

Content Type Name: Correspondence Record

Parent Content Type: RMA Record

Description: Represents an electronic correspondence or memo. The media type for this content
type is Electronic Correspondence.

No unique site columns (metadata) are assigned to this content type.

2.1.3 Digital Photo Record

Content Type Name: Digital Photo Record

Parent Content Type: RMA Record
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Description: Represents an electronic photograph or image. The media type for this content type

is Digital Photo.

The following table lists site columns (metadata) unique to this content type.

Site Column
Name

Table 2-3 Digital Photo Record Content Types

Input Type

Purpose

Color Consor-
tium/Image
Color Manage-
ment (ICC/ICM)

Required: No

Caption Multiple lines of text | Descriptive statement for the digital photo.
Required: Yes

Photographer Single line of text Person responsible for origination of the digital
Required: No photo.

Copyright Single line of text Descriptive statement defining the exclusive legal
Required: No right of the digital photo.

Bit Depth Single line of text Number of bits used to represent the color of a
Required: No single pixel in the digital photo.

Image Size Single line of text Width and height of the digital photo.
Required: No

Image Source Single line of text Originating source of the digital photo.
Required: No

Compression Single line of text Amount of minimization in size (bytes) of the digi-
Required: No tal photo to reduce storage size without unaccept-

able degradation of the quality of the image.
International Single line of text ICC/ICM color specification.

Exchangeable
Image File For-
mat (EXIF) Infor-
mation

Single line of text
Required: No

Additional metadata/tags following the EXIF stan-
dard for the digital photo. For example, Manufac-
turer or FNumber.

2.1.4 Digital Photo Correspondence Record

Content Type Name: Digital Photo Correspondence Record

Parent Content Type: Digital Photo Record

Description: Represents an electronic photograph or image correspondence or memo. The
media type for this content type is Digital Photo.

No unique site columns (metadata) are assigned to this content type.
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2.1.5 Email Record

Content Type Name: Email Record

Parent Content Type: RMA Record

Description: Represents an email message that has been classified in the file plan (Record Cate-
gory) as a record by an end user. Unlike Email Upload, an Email Record does not use the Email

Header Mappings to automatically assign values to select site columns based on the email
header information.

The following table lists site columns (metadata) unique to this content type.

Table 2-4  Email Record Content Types

Site Column

Name Input Type Purpose
From Single line of text Email address of the email record author.
Required: No
Note: This is
Author from
RMA Record
To Multiple lines of text | Email addresses of the primary recipients of the
Required: Yes email record.
Note: This is
Addressee(s) This can be an email distribution list.
from RMA
Record
cc Multiple lines of text | Email addresses of the secondary recipients of the
Required: No email record.
Note: This is
Other This can be an email distribution list.
Addressee(s)
from RMA
Record
BCC Multiple lines of text | Email addresses of the tertiary recipients of the
Required: No email record.
These email addresses are invisible to other recipi-
ents.
This can be an email distribution list.
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Site Column

Name

Table 2-4 (Continued) Email Record Content Types

Input Type

Purpose

Date Sent

Only displayed when
viewing properties.

System generated
date.

Date and time when the email record was
authored and sent to recipients.

Date Received

Only displayed when
viewing properties.

Date and time when the email record was received
by recipients.

Required: No

Note: This is

Date Received System generated

from RMA date.

Record

Expanded To Multiple lines of text | If To is an email distribution list, this site column

will store the expanded list of all email addresses
included in the email distribution list (group).

Expanded CC

Multiple lines of text
Required: No

If CC is an email distribution list, this site column
will store the expanded list of all email addresses
included in the email distribution list (group).

Expanded Bcc

Multiple lines of text
Required: No

If BCC is an email distribution list, this site column
will store the expanded list of all email addresses

included in the email distribution list (group).

2.1.6 Email Upload
Content Type Name: Email Upload

Parent Content Type: RMA Record

Description: Represents an email message that has been uploaded and filed into the file plan
(Record Category) from the Email DropZone library by an end user. Email Upload uses the Email
Header Mappings to automatically assign values to select site columns based on the email header
information. The Email Header Mappings is configured by the Compliance Suite Administrator.
After filing as a record in the file plan, an Email Upload item should be changed to Email Record
to enable records management capabilities.

Email Upload contains an identical set of site columns as Email Record. However, for Email Upload
the To and From site columns are not required. These site column values will be automatically
assigned based on the email header.

See Email Management help for more details.
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2.1.7 Non-Electronic DoD Record

Content Type Name: Non-Electronic DoD Record

Parent Content Type: RMA Record

Description: Represents a physical record. The media type for this content type is Non-Electronic.

No unique site columns (metadata) are assigned to this content type.

2.1.8 Non-Electronic Correspondence DoD Record

Content Type Name: Non-Electronic Correspondence DoD Record

Parent Content Type: Non-Electronic DoD Record

Description: Represents a physical correspondence or memo. The media type for this content
type is Non-Electronic Correspondence.

No unique site columns (metadata) are assigned to this content type.

2.1.9 PDF Record
Content Type Name: PDF Record

Parent Content Type: RMA Record

Description: Represents an Adobe PDF record. The media type for this content type is PDF.

The following table lists site columns (metadata) unique to this content type.

Site Column
Name

Table 2-5 PDF Record Content Types

Input Type

Purpose

Producing
Application

Single line of text
Required: Yes

Application used to render content to PDF.

Producing
Application Ver-
sion

Single line of text
Required: Yes

Application version used to render content to PDF.

PDF Version

Single line of text
Required: Yes

Version of portable document format (PDF) used
to render record content.

Creating Appli-
cation

Single line of text
Required: No

Application (including version) used to create ini-
tial record content.
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Table 2-5 (Continued) PDF Record Content Types

Site Column

Name Input Type Purpose
Document Secu- | Single line of text Security set in the PDF record.
rity Settings Required: No

This is not SharePoint security, it is security set
within the PDF record content.

2.1.10 PDF Correspondence Record

Content Type Name: PDF Correspondence Record
Parent Content Type: PDF Record

Description: Represents an Adobe PDF correspondence or memo. The media type for this con-
tent type is PDF.

No unique site columns (metadata) are assigned to this content type.

2.1.11 Scanned Record

Content Type Name: Scanned Record
Parent Content Type: RMA Record

Description: Represents a physical record that has been scanned to an electronic record. The
media type for this content type is Scanned Image.

The following table lists site columns (metadata) unique to this content type.

Table 2-6 RMA Record Content Type

Site Column

Name Input Type Purpose
Image Resolu- Single line of text Number of pixels in the scanned record. The higher
tion Required: Yes the resolution the more image detail.

For example, 72 pixels per inch (ppi).

Image Bit Depth | Single line of text Number of bits used to represent the color of a
Required: No single pixel in the scanned record.

Scanned Image | Managed Metadata | Image standard and version for the scanned

Format and Ver- | Required: No record. For example, GIF (87a) or TIFF (4.0).

sion
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2.1.12 Scanned Correspondence Record

Content Type Name: Scanned Correspondence Record

Parent Content Type: Scanned Record

Description: Represents a physical record that has been scanned to an electronic correspon-
dence or memo. The media type for this content type is Scanned Image.

No unique site columns (metadata) are assigned to this content type.

2.1.13 Web Record
Content Type Name: Web Record

Parent Content Type: RMA Record

Description: Represents a web page that is classified as an electronic record. The media type for
this content type is Web.

The following table lists site columns (metadata) unique to this content type.

Site Column
Name

Table 2-7 Web Record Content Type

Input Type

Purpose

Web File Name

Single line of text
with format valida-
tion

Required: No

Name of the web record file that was published to
the web site. For example, default.aspx.

Web Platform

Single line of text
Required: No

Technical platform used to render the web record.
For example, IIS.

Web Site Name

Single line of text
Required: No

Name of the website that contains the published
web record.

Web Site Uni-
form Resource
Locator (URL)

Single line of text
Required: No

Address on the world wide web of the published
web record.

Capture Method

Single line of text
Required: No

Process for capturing a snapshot (moment in time)
of the published web page. This snapshot is the
web record.

Capture Date

Date and Time
Required: No

Date the snapshot (moment in time) of the web
page was taken.

Contact

Single line of text
Required: No

Person responsible for maintaining the published
web page.
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Table 2-7 (Continued) Web Record Content Type

Site Column
Name Input Type Purpose
Content Man- Single line of text Authoring system used to manage the published
agement System | Required: No web page.

2.1.14 Web Correspondence Record

Content Type Name: Web Correspondence Record
Parent Content Type: Web Record

Description: Represents a web page that is classified as an electronic correspondence or memo.
The media type for this content type is Web.

No unique site columns (metadata) are assigned to this content type.

2.2 Initiating Record Actions
Compliance Suite Working with Records supports initiating record actions through either:

e header ribbon: Record action buttons on the header ribbon of configured Record
Libraries and Record Containers.

e Record Action Menu: Contextual record action links accessible through a Record Con-
tainer or Record Item action menu.

2.2.1 Files Ribbon

The Files ribbon displays in the top navigation of a Record Library or Record Container.
To access the Files ribbon:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Select Libraries from the Quick Launch and then the desired Library when Site Contents
display.
You see a list of all items contained within the selected Library.

3. Select the Files tab in the top navigation.
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Figure 2-1 Files Tab

2.2.2 Record Action Menu

The Record Action Menu is displayed contextually as a list of links associated to a record item.
To access the Record Action Menu:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Select Libraries from the Quick Launch and then the desired Library when Site Contents
display.

You see a list of all items contained within the selected Library.
Select a Record Container or Record Item from Library.

4. Click (...) twice to display the Record Relationship Action Menu.

View Properties

Edit Properties

Compliance Details

Workflows

Connect to Qutlook

Shared With

Delete

Change New Button Order

Figure 2-2 Record Action Menu

All record action links displayed for a Record Container are standard SharePoint actions.
There are no Compliance Suite-specific record actions.

5. If a Record Item is selected, the following menu displays:
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7 Record Relationship A
Administration

v Copy Record
Move Record
View Record Locations
File Record to New Location
View Latest Version
View Record Versions
Upload Mew Record Version
View Propertias
Edit Properties

Check Qut
W

Figure 2-3 Record Relationship Administration Menu

2.3 Filing Locations

Filing Locations are SharePoint items that support the classification of records into your organiza-
tion's File Plan. Classifying records correctly into the File Plan is an essential component of a suc-
cessful records management program.

In addition to the classification of records, Filing Locations also support:

e Granting Access to Create Child Record Containers
e Closing of Filing Locations

Filing Locations are implemented through using Record Containers.
Compliance Suite uses the following for the implementation of Filing Locations:
e Record Container: Each Filing Location corresponds to a Record Container which is the

actual SharePoint Records Center storage location of the record.

e Record Item: Filing Location: A record's Filing Location site column maps the record to
the Filing Location which then maps to a corresponding Record Container to properly
classify the record.

e Filing Locations Items and List. Updating and viewing Filing Locations. From this list,
you can configure access for child container creation within a Filing Location's corre-
sponding Record Container. In addition, you can close the Filing Location.

Intended User: Records Manager
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To access the Filing Locations list:

1. Open a SharePoint Records Center. The Records Center home page opens.

2. Select Libraries from the Quick Launch and then the desired list when Site Contents dis-
play.

3. Select the Filing Locations list. You see a list view of all Filing Locations defined within
your Site Collection.

The following table describes the Filing Locations list with a description of each heading.

Table 2-8 Filling Locations Headings

List View Heading Description

Filing Location Path of the corresponding Record Container. This is the Record
Container that will contain records that use this filing location.

Is Closed Defines if the Filing Location is closed. If a Filing Location is
Closed, records cannot be classified into the Filing Location and
new child Record Containers cannot be created within the corre-
sponding Record Container.

Create Child Containers | List of users and/or groups that have access to create child Record
Members Container(s) within the Filing Location's corresponding Record
Container.

By default, any user that is a member of RMA Records Managers
SharePoint group can create new child Record Containers. This
expands that access to additional selected users and/or groups.

2.3.1 Creating a Filing Location

Before records can be classified in the File Plan (Record Categories), a Filing Location must be
created.

Filing Locations are system generated when a new Record Container item is created. There are
two ways to initiate the creation of a new Record Container:

e File Plan Builder and Instantiation

e New Container record action button in the header ribbon

Filing Locations should not be manually created by a user.

2.3.2 Granting Access to Create Child Record Containers

Filing Locations support granting selected users and group access to create child Record Con-
tainer(s) within the corresponding Record Container. By default, any user that is a member of RMA
Records Managers SharePoint group can create new child Record Containers. This expands that
access to additional selected users and/or groups.
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To grant additional access to create child Record Containers, you must edit the Filing Location
item:

1. From the Filing Locations list, select the Filing Location you want to edit. Only one Filing
Location can be selected at a time.

2. Select the Items tab to display the header ribbon.

SharePoint Newsfeed SkyDrive Sites [EREENGENE o

BROWSE  COMPUANCESUTE | ITEMS | LIST ) SHARE Yy Fouow |
- Version History \
B == ;o N [ﬁ 4 (‘?'
- =/ 8% snared witn
tach Aert Tags&  Workflows Approve/Reject
Me~ Motes

New Mew  View  Edi
ftem~ Folder  ltem  lem X Delete ltem File

New Manage Actions _ Share & Track _Tags and Notes Workflows

Figure 2-4 Filing Locations header ribbon

3. Select Edit Item on the header ribbon. The Filing Location Edit dialog box opens display-
ing the selected Filing Location details.

JE B XD

Epe ol

Figure 2-5 Filing Location Edit dialog box

4. Enter the Create Child Containers Members.

There are two ways to add users or groups to Create Child Containers Members:

e Semicolon-separated list
e Standard SharePoint address book lookup

5. Click Save to update the Filing Location. The changes display in the Filing Location list.

Click Cancel to return to the Filing Location list without updating the selected Filing Loca-
tion.

After the Filing Location change is saved, the users and/or groups defined in the Create Child
Containers Members field are granted permission to create new child Record Containers within
the Filing Location's corresponding Record Container.

2.3.3 Closing a Filing Location

Filing Locations support closing of Filing Locations. When a Filing Location is closed, records can-
not be classified into the Filing Location and new child Record Containers cannot be created
within the corresponding Record Container.
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Note:

Closure of a record container can also happen during the Cutoff Process for a CBR
container.

To close a Filing Location, you must edit the Filing Location item:

1. From the Filing Locations list, select the Filing Location you want to edit. Only one Filing
Location can be selected at a time.

2. Click the Items tab to display the header ribbon.

SharePoint Newsfeed SkyDrive Sites [EREENGENE o
BROWSE COMPUANCE SUITE ITEMS LsT OSHARE ﬁ FOLLOW i
- Version History \
5 BB N @ @
= =/ = 8% snared with
dit

New  Mew  View Edi Attach Aert Tags&  Workflows Approve/Reject
ftem Foider  ltem  ltem 3¢ Delete ftem File Me~ Motes

New Manage Actions _ Share & Track _Tags and Notes Workflows

Figure 2-6 Filing Locations Header Ribbon

3. Click Edit Item on the header ribbon. The Filing Location Edit dialog box opens display-
ing the selected Filing Location details.

Sarer Carcal

Figure 2-7 Closing a File Location

4. (Required) Select Is Closed.

5. Click Save to update the Filing Location. The changes display in the Filing Location list.
Click Cancel to return to the Filing Location list without updating the selected Filing Loca-
tion.

6. If Is Closed was selected,

e The Filing Location does not appear as an option in the Filing Location field on a
Record Item.

e The Filing Location's corresponding Record Container updates to display a new icon,

=t |
L=
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e New child Record Containers cannot be created within the Filing Location's corre-
sponding Record Container.

2.4 Metadata Editing

Metadata is information about data or other information. Formal metadata help organize and
maintain an organization's internal investment in data and provide information to aid data trans-
fers. Once metadata has been created, some of the information it contains changes in time. Com-
pliance Suite Administrators can edit an organization's metadata to change the information.

Metadata editing functionality is available within a SharePoint Records Center with Compliance
Suite enabled. Compliance Suite Administrators can further secure metadata fields by adding
fields to the GimmalSoft Column Access Control list.

Compliance Suite Administrators can add authorized metadata editors via the GimmalSoft Col-
umn Access Control site columns to control who can modify a record's metadata. Only users who
are members of the RMA Administrators group can create metadata editing rules. The rule defini-
tion identifies metadata editors who can modify a record's metadata. A metadata rule is defined
by three pieces of information: the Field Name; metadata editors; and list exceptions. When a rule
exists for a metadata field of stored records, GimmalSoft Column Access Control presents the
property as uneditable field on the edit screen to unauthorized users, i.e., users who are not listed
in the metadata editors' field. Compliance Suite Administrators can also add Metadata Security
List Exceptions. Metadata Security List Exceptions are names of lists or libraries for which the rule
should be ignored. If a record has a metadata rule for a property, but it exists in a library that is
part of the exclusion list, any user with write access can modify the value.

Intended User: Compliance Suite Administrator

The following table describes the GimmalSoft Column Access Control All Items View list with a
description of each heading.

Table 2-9 GimmalSoft Column Access Control Headings

List View Heading Description

Edit Click the Edit icon to access the GimmalSoft Column Access Con-
trol edit dialog box.

Field Name Unique identifier located after the Field equals sign (Field=) at the
end of the column name's URL. For example, in the URL http://
mysite/FldEdit.aspx?List=%7D&Field=0OriginatingOrga-
nization, the field name is Originating Organization.

Metadata Editor Individual(s) authorized by Compliance Suite Administrators to
modify the record metadata field(s). The field is uneditable to all
users other than those listed in the Metadata Editor field.
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Table 2-9 (Continued) GimmalSoft Column Access Control Headings

List View Heading Description
Metadata Security List Identifies all lists and libraries for which the rule will not be
Exceptions applied. If a metadata rule for a record's field exists, but the

record resides in one of these lists or libraries, the rule is ignored
and the default system security is applied.

2.4.1 Adding a Field Name to the GimmalSoft Column Access Control
List

Compliance Suite Administrators can edit metadata fields by adding field names to the Gimmal-
Soft Column Access Control list. Field names are used because their value does not change even
when the display name is altered. To identify the field name, Compliance Suite Administrators

must access the Site Settings. This requires Compliance Suite Administrators to also be members
of the Site Owner security group.

Note: The field name entered for access control items must be the internal name of the field.
To add a field name to the GimmalSoft Column Access Control list:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Click Libraries in the Quick Launch. When the Site Contents display, select the Library that
you want to edit.

3. Click the Library tab in the header ribbon and click Library Settings.

SharePoint Newsfeed SkyDrive Sites [ENIGERTE RS o S
BROWSE  COMPUANCESUITE | FILES ‘ LIBRARY ) SHARE Y FOUOW [T
m C‘ [ Modiy View . Current View: - e ?\ﬁ /—I EJ * Excart to Excel F \j o @.
= = &
Create Column Al Documents = e Frm Zl 5 Open with Explorer 2 ';} o =l
View  Quick  Create Tags & E-malla At RSS  MostPopular Connectto Comnectto Form Web  Ecit  New Quick | Library | Snared  Wioridlow
Edit View 5. Navigate Up Current Page Notes Link Me~ Feed Items Outlook  Office~ Parts» Lbrary  Step |Settings| With  Settings
View Format Manage Views Tags and Notes Share & Track Connect & Bxport Customize Library ) Settings
Library Settings
Libraries @ new item or drag files here
Go to the Library Settings page to
Recent All Documents  Disposition  +=» Find a file o manage settings such as permissions,
i columns, views and policy.
Site Provisioning 2 R
Requests v [0 Neme Modified  Modified By
Cutoff Reviewed Search {  CORO1 - Board and Shareholder wee July 29 Jan Rangel

Figure 2-8 Library Settings Button

4. The Settings screen opens. Scroll down to the Columns list.
5. Find the internal column name you want to edit. To find the internal column name:

e Maximize the browser window to increase the status bar real estate and hover over
the column you want to configure. The URL of the field name of the column is dis-
played at the bottom of the screen in the status bar. The field name is the unique
identifier located after the Field equals sign (Field=) at the end of the URL.
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Figure 2-9 Columns List

e Hover over the column that you want to edit. Right-click and select Copy Shortcut
from the menu. Open Notepad and paste the URL into the Notepad document. The
field name is the unique identifier located after the Field equals sign (Field=) at the
end of the URL.

e Open Notepad and paste the URL into the Notepad document. The field name is the
unique identifier located after the Field equals sign (Field=) at the end of the URL.

6. Scroll to the top of the Library Settings screen and click on the Lists link on the left pane
of the screen.

7. The Lists window displays. Click the GimmalSoft Column Access Control link.

Figure 2-10 GimmalSoft Column Access Control
8. The GimmalSoft Column Access Control - All Items screen opens. There are two ways to
add a new field name.
e C(lick +Add new item from the bottom of the list.
o Click the Items tab.

e In the header ribbon, select New Item and then New Item again.
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9. The GimmalSoft Column Access Control - New Item dialog box opens with fields for cre-
ating a new GimmalSoft Column Access Control item.

GimmatSalt Column Access Control -

f:-: ORecordSubject

BMS Esconds Mansdery | EHA AJMInSratosy |

Figure 2-11 GimmalSoft Column Access Control - New Iltem Dialog Box

10. (Required) Enter the field name in the Field Name field.

11. (Required) Enter the metadata editor(s) in the Metadata Editors field by adding name(s)
or group(s) via the People Picker. Metadata editors can designate fields in the GimmalSoft
Column Access Control Field Name edit screen as noneditable to unauthorized users.

12. Enter the metadata security list exceptions in the Metadata Security List Exceptions
field. Metadata Security List Exceptions will exclude the rule definitions from being
applied, which will allow users who are not editors to update a column. The list or library
name is contained in the library's URL located in the Library Settings screen. The list or
library name directly follows the web address. For example, the list or library name of the
URL https://sp2013.yourcompany.com/DropOffLibrary/Forms/AllItems.aspx is
DropOffLibrary. You must enter the list or library name exactly as it is displayed in the URL.
DropOffLibrary is the default exception.

Note:

Any custom columns added directly to libraries must also be added to the DropOffLibrary
if you want them to appear during initial record creation.

13. Click Save to create the new GimmalSoft Column Access Control item. It is displayed in
the GimmalSoft Column Access Control - All Items list.

Or

Click Cancel to return to the GimmalSoft Column Access Control - All Items list without
creating a new item.
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2.4.2 Editing Record Metadata

Metadata editors previously added to edit selected fields in the GimmalSoft Column Access Con-
trol Edit Field dialog box can edit those fields in the record's Edit Properties dialog box.

1. There are two ways in which you can access the Edit Properties dialog box.

e From the target Library's All Documents screen, select the record you want to edit.
Only one item can be selected at a time. Click the Files tab and then click the Edit
Properties button.

SharePoint Newsfeed SkyDrive Sites [ENEGEENTEENNE o S S
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Figure 2-12 Edit Properties Selection

e Select Edit Properties from the action menu for the record.
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Figure 2-13 Action Menu: Edit Properties

2. The Edit Properties dialog box opens. Update the information in the fields that you want
to change. Field names that Compliance Suite Administrators have designated in the
GimmalSoft Column Access Control list are displayed on the edit screen as noneditable
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fields to unauthorized users. These users can alter any value except the one that is
secured by GimmalSoft Column Access Control.
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Figure 2-14 Edit Properties dialog box

3. Click Save to update the item. It is displayed in the GimmalSoft Column Access Control

list. Click Cancel to return to the GimmalSoft Column Access Control list without updating

the selected item.
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2.4.3 Viewing Details of a GimmalSoft Column Access Control List Item

To view the details of an existing GimmalSoft Column Access Control list item, you must view the
item.

1. From the GimmalSoft Column Access Control list screen, select the list item you want to
view. Only one list item can be selected at a time. Then click the Items tab.

Figure 2-15 Items Tab

2. Click the View Item button on the header ribbon. The GimmalSoft Column Access Con-
trol View dialog box opens displaying the list item details in read-only mode.

GimmalSoft Column Access Conbrod -

(&

Figure 2-16 Viewing the GimmalSoft Column Access Control

3. From the GimmalSoft Column Access Control View, Compliance Suite Administrators
can edit, delete, or manage permissions of the selected list item.

4. Click Close to return to the GimmalSoft Column Access Control list dialog box.

2.4.4 Deleting a GimmalSoft Column Access Control Item

To remove an existing list item from the GimmalSoft Column Access Control list, you must delete
the item.

1. From the GimmalSoft Column Access Control screen, select the list item(s) you want to
delete; then click the Items tab.
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Figure 2-17 Items Tab

2. Select Delete Item button on the header ribbon. A prompt opens asking Are you sure
you want to send the item(s) to the site Recycle Bin?

3. Click OK and the list item(s) is deleted and removed from the GimmalSoft Column
Access Control list or click Cancel to return to the GimmalSoft Column Access Control

list without deleting the selected item(s).

Note:

If a metadata rule definition is removed, users who have write access to the item that
contains a field that was managed by the deleted rule will be able to modify its value.
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3 Restricted Records Access

Restricted Records Access functionality is available within a SharePoint Records Center with Gim-
mal Compliance Suite enabled. To use the Restricted Records Access features, Compliance Suite
must be installed and the Gimmal Compliance Suite - Restricted Records Access feature must be
active.

Restricted Records Access provides the functionality to define custom security for Record Con-
tainer(s) and/or Record Item(s) based on the content of SharePoint site columns. It supports user-
defined Access Rules to grant only authorized users access to Record Container(s) and/or Record
[tem(s) based on the content of SharePoint site columns.

Restricted Records Access functionality is used to support:

e Supplemental Markings
e Access-Constrained Columns

Compliance Suite uses Access Rules items to implement Restricted Records.

SharePoint site columns used in Restricted Records Access must be of type Access Constrained or
Supplemental Markings and use Access Rules items for content validation. By default, the Share-
Point site column Supplemental Markings, which is a Supplemental Markings type, is available.
SharePoint site columns used as Access-Constrained Columns are defined by the Compliance
Suite administrator based on your organization's record management policies.

Intended User: Records Manager, Compliance Suite Administrator

3.1 Supplemental Markings

Supplemental Markings are security features to restrict unauthorized users from accessing Record
Container(s) and/or Record Item(s) based on the content of a SharePoint site column. When Sup-
plemental Markings are assigned to Record Container(s) and/or Record Item(s), the Supplemental
Markings restricts access to only authorized users based on the item's Supplemental Markings
site column value(s) even if the unauthorized user had access to the specific item under normal
circumstances.

Supplemental Markings are unique from Access-Constrained Columns through the implementa-
tion of the access restriction rules and the SharePoint site column type assigned as follows.
e SharePoint Site Column

o The Supplemental Markings site column is installed on Record Container and
Record Item content types.

O Supplemental Markings site column type. This site column type allows a user to
select multiple values based on Access Rules configured for each Supplemental
Markings managed metadata term.

e Access Rules
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o Supplemental Markings access restrictions settings are configured through a
SharePoint Access Rules content type.

o A Records Manager creates an Access Rule item for each Supplemental Markings
Site Column Value and Authorized Users combination as described in 3.4 Access
Rules.

e Site Column Metadata Assignment

O An authorized user assigns values for a Record Container and/or Record Item Sup-
plemental Markings site column.

o The displayed Supplemental Markings site column value options are based on the
Access Rules configured for each Supplemental Markings managed metadata
term.

3.1.1 Supplemental Markings Access Restriction Rules

When a Record Container and/or Record Item has more than one Supplemental Markings value
assigned, the user must be an authorized user for all Supplemental Markings values to access the
records.

For Record Containers and Record Items that are assigned Supplemental Markings values, the
access restrictions are applied as follows:

1. Record Containers

e Applied to the Record Container itself
e Applied to all Record Items within the Record Container

e Access restrictions not applied to Record Containers within the selected Record Con-
tainer

2. Record Items

e Applied to the Record Item itself

e Supplemental Markings applied to the Record Item further restrict any access restric-
tions applied on the Record Item's Record Container

3.1.2 Supplemental Markings Example

This example describes records' access restrictions based on Access Rules applied to Supplemen-
tal Markings values assigned to example Record Containers. The example is broken into two

parts:

e Access Rules: Supplemental Markings Values and Authorized Users

e Record Container Assignment: Values and Access Restriction
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Access Rules: Supplemental Markings Values and Authorized Users

Table 3-1 defines the Access Rules for the Supplemental Markings values and Authorized Users
for this example. Each row in the table represents an Access Rule item.

Table 3-1 Access Rule Supplemental Markings and Authorized Users

Supplemental Markings

Access Rule Name Authorized Users

Value
Restricted Data Access Rule Restricted Data Jan Doe
Formerly Restricted Data Formerly Restricted Data Jan Doe; Jim Brown
Access Rule
Originator Controlled Access | Originator Controlled Jan Doe; John Smith; Jane
Rule Smyth

These Access Rules allow only the Authorized Users access to any Record Containers assigned the
corresponding Supplemental Markings value. For Supplemental Markings, an Authorized User
must be assigned to the Access Rule for all corresponding Supplemental Markings values to be
granted access to the Record Container.

Record Container Assignment: Values and Access Restriction

Building on the Access Rules created for the example Supplemental Markings values listed in
Table 3-1, Table 3-2 defines the example Record Containers and subsequent access restrictions
based on the assigned Supplemental Markings for each Record Container. Each row in the table
represents a Record Container.

Table 3-2 Record Container Access Restrictions

Assigned Supplemental Users with Authorized

Record Container Name

Markings Value(s) Access
Record Container A Originator Controlled Jan Doe, John Smith, and
Jane Smyth
Record Container B Restricted Data; Formerly Jan Doe; Jim Brown
Restricted Data; Originator
Controlled Note: Only Jan Doe is

granted access because she is
the only user assigned as an
Authorized User for
Restricted Data, Formerly
Restricted Data, and Origina-
tor Controlled Access Rules.

Only Users with Authorized Access are granted permission to access the Record Container and the
Records within the Record Container.
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3.2 Access-Constrained Columns

Access-Constrained Columns provide a security feature to restrict unauthorized users from
accessing Record Container(s) and/or Record Item(s) based on the content of SharePoint site col-
umn(s). When Access-Constrained Columns are assigned to Record Container(s) and/or Record
Item(s), the Access-Constrained Column restricts access to only authorized users. This restriction
is based on the item's Access-Constrained Site Column value(s), even if the unauthorized user
had access to the specific item under normal circumstances.

Access-Constrained Columns are unique from Supplemental Markings through the implementa-
tion of the access restriction rules and the SharePoint site column type assigned.

In Compliance Suite, Access-Constrained Columns are implemented through the following func-
tionality:

1. SharePoint Site Column

e Access-Constrained Columns are SharePoint site columns defined by the Compliance
Suite Administrator.

e Access-Constrained Columns can be applied to Record Container and/or Record Item
content types.

e Access-Constrained site column type allows a user to select single or multiple values
based on Access Rules configured for each Access-Constrained site column managed
metadata term.

2. Access Rules

e Access-Constrained Columns access restrictions settings are configured through a
SharePoint Access Rules content type.

e A Records manager creates an Access Rule item for each Access-Constrained Column
Site Column Value and Authorized Users combination as described in the Access
Rules help documentation.

3. Site Column Metadata Assignment

e An authorized user assigns values for a Record Item Access-Constrained Site Column
Name.

e The displayed Access-Constrained Site Column Name value options are based on the
Access Rules configured for each Access-Constrained site column managed metadata
term.

3.2.1 Access-Constrained Columns Access Restriction Rules

When a Record Container or Record Item has more than one value assigned for a single Access-
Constrained Site Column Name, the user must be an authorized user for only one of the
Access-Constrained Site Column Name values to access the records. This is a critical difference
between how Supplemental Markings and Access-Constrained Columns work.
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When a Record Container or Record Item has values assigned to more than one Access-Con-
strained Site Column Name, the user must be an authorized user for at least one value for each
of the Access-Constrained Site Column Name site columns to access the records.

For Record Containers and Record Items that are assigned Access-Constrained Columns values,
the access restrictions are applied as follows:
1. Record Containers
e Applied to the Record Container itself
e Applied to all Record Items within the Record Container
e Access restrictions not applied to Record Containers in the selected Record Container
2. Record Items
e Applied to the Record Item itself

e Access-Constrained Columns applied to the Record Item further restrict any access
restrictions applied on the Record Item's Record Container
3.2.2 Access-Constrained Columns (ACC) Example

This example describes records' access restrictions based on Access Rules applied Access-Con-
strained Columns values assigned to example Record Containers. The example is broken into two
parts:

e Access Rules: Access-Constrained Columns Values and Authorized Users

e Record Container Assignment: Values and Access Restriction

Access Rules: Access-Constrained Columns Values and Authorized Users

Table 3-3 defines the Access Rules for the Access-Constrained Columns values and Authorized
Users for this example. Each row in the table represents an Access Rule item. The Access-Con-
strained Site column in this example was added to the Record Container content type.

Table 3-3 Access Rule Constrained Columns and Authorized Users

Access Rule Name ACC Name ADD Value Authorized Users
Florida Access Rule State Florida Jan Doe
New York Access Rule State New York Jan Doe; Jim Brown
Texas Access Rule State Texas Jan Doe; John Smith; Jane

Smyth

Compliance Suite Project Compliance Suite | Jan Doe; Jim Brown
Access Rule
Governance Suite Project Governance Suite Jan Doe; John Smith; Jane
Access Rule Smyth
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These Access Rules are used to allow only the Authorized Users access to any Record Containers
assigned the corresponding Access-Constrained Columns name and value pairs.

Record Container Assignment: Values and Access Restriction

Building on the Access Rules for the example Access-Constrained Columns names and values
listed in Table 3-3, Table 3-4 defines the example Record Containers and subsequent access
restrictions based on the assigned Access-Constrained Columns for each example Record Con-
tainer. Each row in the table represents a Record Container.

Table 3-4 Record Containers and Access-Constrained Columns

SEELNGE Assigned
Record Container State n1ssig Users with Authorized
Project Column
Name Column Access
Values
Values
Florida Access Rule State Florida Jan Doe
New York Access Rule State New York Jan Doe; Jim Brown
Texas Access Rule State Texas Jan Doe; John Smith; Jane
Smyth

Compliance Suite Project Compliance Suite | Jan Doe; Jim Brown
Access Rule
Governance Suite Project Governance Suite | Jan Doe; John Smith; Jane
Access Rule Smyth

Only Users with Authorized Access are granted permission to access the Record Container and the
Records within the Record Container.

3.3 Supplemental Markings and Access-Constrained Columns

If a Record Container or Record Item is assigned both Supplemental Markings and Access-Con-
strained Columns values, access restriction rules for both features must be met for an authorized
user to have access to the Record Container or Record Item. See the Supplemental Markings and

Access-Constrained Columns help sections for more details on feature specific access restriction

rules.

3.4 Access Rules

Compliance Suite supports user-defined Access Rules. Access Rules are the SharePoint items that
support the implementation of Restricted Records Access for Supplemental Markings and Access-
Constrained Columns. Access Rules are used to grant only authorized user's access to Record Con-
tainer(s) and/or Record(s) based on the content of SharePoint site columns.

Compliance Suite provides the ability to create, edit, view, or delete access rules using a Share-
Point list.

Compliance Suite (Feature-Activated) User Guide 38



15 January 2019

Intended User: Records Manager

To access the Access Rules View list:

1. Open a Compliance Suite-enabled SharePoint Records Center. The Records Center Home

Page opens.

2. Select Site Contents and then Access Rules in the Quick Launch.

The Access Rules page displays with any access rules defined in your Site Collection.

Table 3-5 describes the Access Rules View list with a description of each heading.

List View

Table 3-5 Access Rules View

Description

Heading

Title Descriptive name that differentiates the Access Rule from other Access
Rules in the Access Rules View list.
Description Descriptive statement used to further differentiate the Access Rule from

other Access Rules

Access Rule

SharePoint Site Column and Site Column Value combination for the
Access Rule item. It is displayed as Site Column=Site Column Value.

The Site Column defines the SharePoint site column that will be used to
restrict records access. The valid site columns are of the type Supple-
mental Markings or Access-Constrained.

The Site Column Value defines the Managed Metadata value that
restrict records access for the selected Site Column.

Example: Supplemental Markings=Restricted Data

Authorized Users

List of users or groups that have access to view Record Container(s) and/
or Record Item(s) that have metadata equal to the Access Rule as
described previously. Only users in this list can select the Access Rule:
Site Column and Value combination when creating or editing Record
Container(s) and/or Record Item(s).

The rules for Authorized Users access varies based on the type (Supple-
mental Markings or Access-Constrained) of the Access Rule: Site Col-
umn. For more details, see the Supplemental Markings and Access-
Constrained Columns help.

Modified When the access rule was last modified.
Modified By Compliance Suite user name of the user who last modified the rule.
Note
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Do not change the name of a site column that is referenced as part of an access rule; the
rule will not reflect the change. If renaming a site column is necessary, all access rules,
along with the site column values, must be recreated to reflect the change.

3.4.1 Creating an Access Rule

Before access restrictions are applied to a Record Container or Record Item through Supplemen-
tal Markings or Access-Constrained Columns, an Access Rule must be created. To create an access
rule:

1. From the Access Rules View, click Add new item.

The Access Rules - New Item dialog box opens with fields for creating a new Access Rule.

Access Rules - New Item

HE O, 1OV

53 Copy
Save Cancel Paste At'tach Spellmg
Commit Clipboard Actions  Spelling
~
Title * | |
Description -

Enter a description for the access rule

Access Rule * Site Column

Site Column Value
| | |4
Select a site column and specify its value

Authorized Users * | |
Enter users and/or groups separated with semicolons E‘/ (%]
Active Directory groups will not be unwrapped during
processing.

| Save J | Cancel ] |

Figure 3-1 Access Rules New Item Dialog Box

2. (Required) Enter the Title. The Title is a descriptive identifier for the new Access Rule.

3. Enter a Description. The Description is a descriptive statement that defines the purpose
of this Access Rule.

4. (Required) Select the Access Rule: Site Column. The Access Rule: Site Column defines
the SharePoint site column used to restrict records access based on this Access Rule. The
selection list is populated with all SharePoint site columns that are of the type Supplemen-
tal Markings or Access-Constrained. By default, site column Supplemental Markings are
available.
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5. (Required) Select the Access Rule: Site Column Value that must be unique across all
Access Rules. The Access Rule: Site Column Value defines the Managed Metadata term
that restricts records access for the selected Access Rule: Site Column. The selection
options are defined by SharePoint Managed Metadata Terms. Only terms directly below
the term set are supported; subterms display but cannot be used.

There are two ways to add an Access Rule: Site Column Value:

e Enter Site Column Value in text field. The type ahead feature is enabled to support
immediate value matches for the selected Access Rule: Site Column as you type.

Access Rule * Site Column

Site Column Value

c %5 ]

Suggestions

C [Supplemental Markings:C {Supplemental Markings]
Authorized Users = C {Supplemental Markings [Supplemental Markings]
Confidential [Supplemental Markings:C (Supplemental Markings]
Confidential {Supplemental Markings) [Supplemental Markings]

Figure 3-2 Access Rules Add Site Column Value

e Click Browse. The Select: Add Terms dialog box opens with valid terms for the selected
Access Rule: Site Column.

Only terms directly below the term set are supported; subterms cannot be used. If you
attempt to use a subterm and click Save, an error is generated.

Select : Add Terms 0 x

MNew items are added under the currently selected item. Add New Item
Make a request or send feedback to the Term Set manager. Send Feedback

4 J Supplemental Markings
4 C (Supplemental Markings
@
Confidential
FGI
Confidential (Supplemental Markings)
FGI
4 ! NEWCONTRACT
New Term

New Term2

Select >> New Term

| oK | | Cancel |

Figure 3-3 Access Rules Add Terms Dialog Box
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Select the term from the displayed list. Click Select —— to add the term. Click OK and
the selected term is set in the Access Rule: Site Column Value field or click Cancel to
return to the Access Rules - New Item dialog box without adding the selected term.

In addition to selecting an existing term, you can add a new term to the Managed
Metadata Terms for the selected Access Rule: Site Column by clicking Add New Item
at the top of the screen.

6. (Required) Enter the Authorized Users. The Authorized Users identify users that have
access to view Record Container(s) and/or Record Item(s) that have metadata content
equal to the Access Rule: Site Column and Access Rule: Site Column Value combina-
tion as described above. The rules for Authorized Users access varies based on the type
(Supplemental Markings or Access-Constrained Column) of the Access Rule: Site Col-
umn. For more details, see 3.3 Supplemental Markings and Access-Constrained Columns.

There are two ways to add authorized users:

Semicolon-separated list

Standard SharePoint address book lookup

7. Click Save to create the new Access Rule. The new rule is displayed in the Access Rules
View list.

or

Click Cancel to return to the Access Rules View list without creating a new Access Rule.

8. After the new Access Rule is saved:

The Access Rule: Site Column Value defined in the new Access Rule is a selection in
the Access Rule: Site Column field for Record Container(s) and/or Record Item(s)
dialog boxes as applicable

For the Access Rule: Site Column Value defined in the new Access Rule to be appli-
cable, the Access Rule: Site Column must be a valid SharePoint site column for the
Record Container and/or Record Item content type. In addition, the user accessing the
record item must be included in the Authorized Users list for the new Access Rule.

3.4.2 Editing an Access Rule

To change an existing Access Rule, you must edit the Access Rule item by following these instruc-

tions.

1. From the Access Rules View, select the Access Rule that you want to edit.

2. Click Items to display the ribbon.

List Tools

Accass Rule Authorzed Users Madified Medafiad By -

+| NEWCONTRACT MNew Contractors P | Markings =Confidential (Supf Markings) Jan Rangel 7/8{2013 2:16 PM Jan Rangel

® Ldd new ite
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Figure 3-4 Access Rules Edit Item

3. Select Edit Item on the header ribbon. The Access Rules Edit dialog box opens display-
ing the selected Access Rule details.

Access Rules - NEWCONTRACT

Edit

H B8 O

Save  Cancel Paste

& Cut

22 copy

IE
Delete  Attach  Spelling

Ttem File

Commit Clipboard Actions Spelling

Title [NEwconTRACT |

Description New Contractors |

Enter a description for the access rule

Access Rule * Site Column

Site Column Value
[EwconTRACT |

Select a site column and specify its value.

Authorized Users | Jan Rangel ; |

Enter users and/or groups separated with semicolons, Active
Directory groups will not be unwrapped during processing.

Created at 7/8/2013 1:53 PM by URMTESTWFEO1V\tester_tony

L ‘ Save | ‘
Last modified at 7/8/2013 2:16 PM by URMTESTWFEQ ester_tony

Cancel |

Figure 3-5 Access Rules Edit Item Dialog Box

4. Update the information in the fields you want to change.

(Required) Title: Enter a title.

Description: The Description is a descriptive statement that defines the purpose of
this Access Rule.

(Required) Access Rule: Site Column updates refresh the valid options for Access
Rule: Site Column Value field. Updates that affect existing Record Container(s) and
Record Item(s) are applied when you click Save. You cannot edit the Site Column. See
3.4.1 Creating an Access Rule for details on setting the Access Rule: Site Column.

(Required) Access Rule: Site Column Value must be unique across all Access Rules.
Updates that affect existing Record Container(s) and Record Item(s) are applied upon
Save. See 3.4.1 Creating an Access Rule for details on setting the Access Rule: Site
Column Value.

(Required) Authorized Users updates that affect existing Record Container(s) and
Record Item(s) are applied upon Save. See 3.4.1 Creating an Access Rule for details on
setting the Authorized Users.

5. Click Save and the Access Rule updates and displays in the Access Rules View list. Click
Cancel to return to the Access Rules View list without saving the selected Access Rule.

6. After the Access Rule change is saved:

For Supplemental Markings, if the updated Access Rule is currently used by one or
more Record Container(s) or Record Item(s) and is updated in a such a way that the
previous Access Rule: Site Column Value is no longer valid, all user permission for
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the affected record items except the System Account user are removed. Please update
with caution.

e For Access-Constrained Columns, if the updated Access Rule is currently used by one
or more Record Container(s) or Record Item(s) and is updated in such a way that the
previous Access Rule: Site Column Value is no longer valid and no other Access
Rules apply for the affected Record Container(s) or Record Item(s).

e If the Access Rule: Site Column Value was updated, the updated value displays as a
selection in the Access Rule: Site Column field on the Record Container(s) and/or
Record Item(s) dialog boxes as applicable based on Access Rule: Site Column avail-
ability and the Authorized Users list. In addition, the previous value is removed as a
selection in the Access Rule: Site Column field on the Record Container(s) and/or
Record Item(s) dialog boxes.

3.4.3 Viewing an Access Rule

To view the details of an existing Access Rule, you must view the Access Rule item. To view an
access rule:

1. From the Access Rules View, select the Access Rule that you want to view.

2. Select Items to display the ribbon.

Note:

You can only select one Access Rule at a time.

¥| NEWCONTRACT  Mew Contractors Supplemantal Markings sHEWCONTRACT Jan Ranged 7/B/I013 2:29 FM Jan Bangel

+a e i

Figure 3-6 Access Rules View ltem
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3. Select View Item button on the header ribbon. The Access Rules View dialog box opens

displaying the Access Rule details in read-only mode.

BROWSE WVIEW

Version History Alert Me

E " 3
|:' A (8% snared with

ltem 3¢ Delete ltem

Manage Actions

@& Workflows

Libraries
Title Records Manager Rule
Recent
Description Rule restricting access to Records Manager only
Site Provisioning
Requests Access Rule Supplemental Markings=Restricted

Cutoff Reviewed Search Authorized Users Gimmal Holds Add
Reports

s Rules
013 1:18 PM by SharePoint
Cutoff Search Reports Last modified at 7/17/2013 1:18 PM by L] SharePoint

Content Type

Cutoff Reviews Created at 7/17

Vital Record Reviewed
Search Reports

Site Contents

Figure 3-7 Access Rules View Item Dialog Box

4. From the Access Rules View dialog box, you can edit or delete the selected Access Rule.

5. Click Close to return to the Access Rules View list.

3.4.4 Deleting an Access Rule

To remove an existing Access Rule from your site, you must delete the Access Rule item.

To delete an access rule, follow these steps.

1. From the Access Rules view, select the Access Rule(s) that you want to delete. Select

Items to display the ribbon.

Site Actions ~ [ Browse

Dan Martinez ~

J ; | E_'ﬁL | Version Histary @j /

L Ttem Permissions
New View | Edit Attach  Workdlows -4 e A i T

New
ftem - Folder ; Bem | Rem X Delete ltem File Message from webpage x
New Manage Actions W

Lists [ Title Description wew Are you sure you want to send the item(s) to the site Recycle Bin? Authorized Users Modified Modified By A
Period Definitions B

FGI Force Governance In Jan Rangel 7/8/2013 2:15 PM Dan Martinez
Cutoff Search Reports Dan Martinez
Cutoff Reviews FOUO For Official Use Only Dan Martinez 7/8/2013 2:15 PM Dan Martinez

Jan Rangel
Cutoff Reviewed Search
Reports NEWCONTRACT  New Contractors Supplemental Markings=NEWCONTRACT Jan Rangel 7/8/2013 2:29 PM Jan Rangel
Vital Record Reports & Add new item
Figure 3-8 Access Rules Delete Item
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2. Click Delete Item on the header ribbon. A prompt dialog box opens asking 'Are you sure
you want to send the item(s) to the site Recycle Bin?'

3. Click OK and the Access Rule(s) is deleted from the Access Rules View list. Click Cancel to
return to the Access Rules View list without deleting the selected Access Rule(s).

e For Supplemental Markings, if the deleted Access Rule(s) is currently used by one or
more Record Container(s) and/or Record Item(s).

e "For Access-Constrained Columns, if the deleted Access Rule(s) is currently used by
one or more Record Item(s) and no other Access Rules apply for the affected Record

Item(s).

e The Access Rule: Site Column Value as defined in the deleted Access Rule(s) are
removed as a selection in the Access Rule: Site Column field on the Record Con-
tainer(s) and/or Record Item(s) dialog boxes.

3.5 Restricted Records Cleanup Timer Job

There is a Gimmal Compliance Suite Restricted Records Cleanup Timer Job that you can set to
automatically reset and evaluate the permissions on restricted records and folders to ensure they
are consistent with current access rules. You must manually activate this timer job.

3.5.1 Activating the Restricted Records Cleanup Timer Job

Follow these steps to activate the Restricted Records Cleanup Timer job:

1. Go to Central Administration > Application Management > Manage web applica-
tions. The Web Applications display.

SharePoint Newsfeed SkyDrive Sites  [ESIElEeig)
BROWSE  WEB APPLICATIONS O

Manage Features Blocked File Types

|
L'E'i‘ Managed Paths User Permissions
New | Bxend Delete  General Authentication Self-Service Site User  Anonymous Permission
Settings Service Connections Providers Creation Wieb Part Security  Policy  Policy Policy
Contribute Manage Security Policy
Central Administration Name URL Part
Application SharePeint Central Administration v4 http://dev:10000¢ 100
Management SharePoint - WebApp1 http://kerbdev.devdomain.gimmal.com/ 80
System Settings SharePoint - WebApp2 https://adfsdev.devdomain.gimmal.com:22222/ 222;
Monitoring SharePoint - WebApp3 https://dev.devdomain.gimmal.com:33333/ 333;
Backup and Restore SharePoint - WebApp4 https://dev.devdomain.gimmal.com:44444/ 444
Secunity

Upgrade and Migration

General Application
Settings

Apps

Configuration Wizards

Figure 3-9 Web Applications
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2. Select the web application where the Restricted Records Timer Job is located and click
Manage Features in the header ribbon. The Manage Web Features dialog box displays.

|
Manage Web Application Features x

OK A

MName Status

Apps that require accessible internet facing endpoints

J Allow users to acquire apps that require internet facing Activate

endpoints from the SharePoint Store.

Documnent Sets metadata synchronization

Provides the infrastructure to synchronize metadata for Deactivate
Document Sets.

Gimmal Compliance Suite - Bulk Processing Timer Job

ﬁ Processes all pending bulk actions and alters records Deactivate
accordingly.

Gimmal Compliance Suite - Disposition Metadata Timer Job
ﬁ Deactivate

Finds and updates records’ disposition metadata fields.

Gimmal Compliance Suite - Referential Integrity Timer Job
ﬁ Deaclivate

Validates and remowes invalid record relationships.

Gimmal Compliance Suite - Restricted Records Cleanup Timer
Job

ﬁ Activate

Validates and corrects proper permissions for restricted
records.
Gimmal Compliance Suite - Transfer Timer Job

@ Finds records pending transfer and processes them Deactivate
accordingly.

«u.+  Gimmal Compliance Suite - Vital Records Dailv Email Timer Job
Figure 3-10 Manage Web Application Features

3. Click Activate next to Gimmal Compliance Suite - Restricted Records Cleanup Timer
Job. The timer job immediately activates.

4. Click X in the top right corner to close the dialog box.
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4 Record Relationship Management

Record Relationship Management functionality is available in a SharePoint Records Center with
Compliance Suite enabled. To use the Record Relationship Management features, Compliance
Suite must be installed and the Gimmal RMA Record Relationship Content Type and Gimmal RMA
Record Relationship Functionality features must be active.

Compliance Suite allows the creation of relationships between records in one or more record cen-
ters. However, if records are in different record centers, they are unidirectional; that is, the records
exist only on the record where they were created.

Compliance Suite supports user-defined relationships between records. A Record Relationship is
an association that links two or more independent records. Records can be related for a variety of
reasons, such as:

e Supporting Information: Supporting and reference materials can be contained in mul-
tiple records.

e Cross-Reference: Records can contain cross references to other records.

e Version Management: A record can have multiple iterations.

e Rendition Management: A record can be stored in multiple media formats.

e Disposition Management: Disposition of a record can be dependent on another
record's disposition status.

Creating a relationship between records enables a user to easily find all related information
through search or browse. In addition, it enables the application to support business processes
and maintain integrity across related records.

Three views support Record Relationships:

1. Relationship Type View

e Records Center — Libraries — Relationship Type
2. Record Relationship Administration

e C(lick ... next to a record to display the Record Relationship Administration menu.
3. Related Records (Record Relationships) View

e Records Center — Libraries — Related Records

4.1 Relationship Types

Relationship Types define the behavior of the relationship between records. The Relationship
Types are either Hierarchical or Non-Hierarchical, which is defined in the Relationship Form
Type field for a Relationship Type.

e Hierarchical: Relationships that are structured as parent to child. One record in this
relationship is the parent record to one or many children records. An example of a
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Hierarchical relationship is a master record that is related to many other records that
contain only supporting information.

e Non-Hierarchical: Relationships that are structured as peer-to-peer. Records in this
type of relationship are on the same level with no record serving as the primary or
parent. An example of a Non-Hierarchical relationship is multiple records that cross-
reference each other with each record being equally dependent on the other records.

Compliance Suite provides several out-of-the-box Relationship Types:

e Version: Non-Hierarchical

e File to New Location: Hierarchical

o Cross Reference: Non-Hierarchical

e Superseded: Hierarchical

e Supporting: Hierarchical

e Rendition: Non-Hierarchical
The Relationship Types are extensible. Compliance Suite provides the ability to create, edit, view,
or delete Relationship Types using a SharePoint list.
Intended User: Records Manager, Compliance Suite Administrator

To access the Relationship Types View list:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Select Libraries from the Quick Launch. All lists available in your SharePoint Records
Center display.

3. Select the Relationships Types list. A list of all Relationship Types defined in your Site
Collection displays.

The following table describes the Relationship Types list with a description of each heading.

Table 4-1 Relationship Types

List View Heading Description

Title Unique name that differentiates the Relationship Type from other
Relationship Types.

The Title is used in Related Records dialog boxes as the selection list
for the Relationship Title menu.

Example: Supporting/Supported Document
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Table 4-1 Relationship Types

List View Heading Description

Relationship Type

Defines the record relationship behavior. The Relationship Type
determines the displayed fields in the Related Records dialog boxes.
The Relationship Type is referred to as the Relationship Form Type
on the Relationship Types dialog boxes as described in the subse-
quent sections.

Values: Hierarchical (parent to child) or Non-Hierarchical (peer-to-
peer)

Relationship Mem-
bers

Name for each member of the Relationship Type. For Hierarchical, two
member names are listed. For Non-Hierarchical, a single member
name is listed. The Relationship Members are used on the Record
Relationship Administration - Define a New Relationship dialog
box to identify Relationship Types that can be created.

Example: Create a new Supporting relationship

Authorized Users

List of users or groups that have access to use the Relationship Type.
Only users in this list are able to select the Relationship Type when
creating or editing Record Relationships.

4.1.1 Creating a Relationship Type

Before a new relationship between records can be created, a Relationship Type must be created:

1.

SharePoint

BROWSE TEMS ust

Libraries
Recent

Site Provisioning

Requests v

Cutoff Reviewed Search
Reports

Cutoff Reviews
Cutoff Search Reports

Vital Record Reviewed
Search Reports

Site Contents

Development Records Center Non-Root 1

Relationship Types o

@ new item

RelationshipTypesView  All ltems

From the Relationship Types View, click + new item at the top of the list.

Newsfeed SkyDrive Sites SharePoint

) SHARE Y B

Home Search.

Find an item

o

Title Relationship Type  Relationship Members Authorized Users Modified Modified By
Attachments Non Hierarchical Attachments RMA Administrators Tuesday at 11:38 AM SharePoint
RMA Records Managers
File To New Location  Non Hierarchical ~ Filed in location RMA Records Managers Tuesday at 11:36 AM SharePoint
Version Hierarchical Has versions, Is a version of RMA Records Managers Tuesday at 11:36 AM SharePaint
Cross Reference Non Hierarchical Reference RMA Administrators Tuesday at 11:33 AM SharePoint
RMA Records Managers
Development Records Center Non-Root 1 Members
Superseded Hierarchical Superseded, Superseding RMA Administrators Tuesday at 11:33 AM SharePoint
RMA Records Managers
Development Records Center Non-Root 1 Members
Supporting Hierarchical Supporting, Supported RMA Administrators Tuesday at 11:33 AM SharePoint
RMA Records Managers
Development Records Center Non-Root 1 Members
Rendition Non Hierarchical Rendition RMA Administrators Tuesday at 11:33 AM SharePoint

RMA Records Managers
Development Records Center Non-Root 1 Members

Figure 4-1 Record Relationship Types
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A Relationship Types - New Item dialog box opens.

Title *

Relatienship Form * |Hierarchical ﬂ

Choose type and members of the relationship

Enter the ‘parent’ or peer name of this member of the relationship*

Enter a description of this member of the relationship (Example: The
related record in this relationship is an attachment of the currently
selected record.)”

Enter the ‘child’ name of this member of the relationship™

Enter a description of this member of the relationship*

Authorized Users *

Enter names or email addresses...

Save Cancel

Figure 4-2 Relationship Types - New Item Dialog Box

2. (Required) Enter the Title. The Title is a unique identifier for the new Relationship Type
and is used to populate the Relationship Title menu in Related Records and Record
Relationship Administration: Define a New Relationship.

3. (Required) Enter the Relationship Form Type for the relationship. The Relationship
Form Type defines the behavior of the relationship. There are two options: Hierarchical or
Non-Hierarchical. The required fields vary based on type selected.

4. If the Relationship Form Type is Hierarchical:

e (Required) Enter the Name of the parent member of the relationship. The Name is
used in Record Relationship Administration: Define a New Relationship to list
available parent relationship types.

e (Required) Enter Description of the parent member of the relationship. The Descrip-
tion is used in Record Relationship Administration: Relationships to list existing
parent relationships.

e (Required) Enter the Name of the child member of the relationship. This is located
below the dotted line as shown on the previous screen. The Name is used in Record
Relationship Administration: Define a New Relationship to list available child rela-
tionship types.
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e (Required) Enter Description of the child member of the relationship. This is located
below the dotted line as shown on the screen above. The Description is used in
Record Relationship Administration: Relationships to list existing child relationships.

5. If the Relationship Form Type is Non-Hierarchical:

e (Required) Enter the Name of the peer members of the relationship. The Name is
used in Record Relationship Administration: Define a New Relationship to list
available peer relationship types.

e (Required) Enter Description of the peer members of the relationship. The Descrip-
tion is used in Record Relationship Administration: Relationships to list existing
peer relationships.

6. (Required) Enter the Authorized Users. The Authorized Users identify users and groups
that have access to create record relationships based on this new Relationship Type. It is
recommended to add user groups such as Records Managers instead of individual user
names.

There are two ways to add Authorized Users:
e Semicolon-separated list

e Standard SharePoint address book lookup

7. Click Save to create the new Relationship Type. The item displays in the Relationship
Types View list. Click Cancel to return to the Relationship Types View list without saving
the new Relationship Type.

8. After the new Relationship Type is saved, the new Relationship Type displays as a selection
in the Relationship Title menu for Authorized Users in the Related Records dialog
boxes.

4.1.2 Editing a Relationship Type

To edit an existing Relationship Type, follow these steps:

1. From the Relationship Type View, select the Relationship Type that you want to edit.
Only one Relationship Type can be selected at a time.

e Select Items to display the ribbon.

= DLT Parert Child Relatonshin Herarchic s pan /872013 6:13 FM 1oy gl

Figure 4-3 Relationship Types - Edit Item
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2. Select Edit Item on the header ribbon. If the selected Relationship Type is based on a
Hierarchical Relationship Form Type, the dialog box displays with the following fields:

Relationship Types - DLT Parent Child Relationship

HEBE B X ¥

153 Copy
Save Cancel Paste Delete  Spelling
Item -
Commit Clipboard Actions Spelling
Title *

DLT Parent Child Relationship

Relationship Form * ~

Choose type and members of the relationship

Enter the 'parent’ or peer name of this member of the relationship*
Is parent

Enter a description of this member of the relationship (Example: 'The related
record in this relationship is an attachment of the currently selected record.’)*
The related record in this

relationship is the parent of
the currently selected record.

Enter the 'child' name of this member of the relationship®

[Is child

Enter a description of this member of the relationship®
The related record in this
relationship is the child of

the currently selected record.

Authorized Users *

Jan Rangel ; RMA Records Managers ; |

Enter users separated with semicolons. |- D]

Created at 7/3/2013 6:13 PM by URMTESTWFED 1V \tester _tony |
Last modified at 7/8/2013 6:13 PM by URMTESTWFED 1V \tester_tony

Save | | Cancel |

Figure 4-4 Hierarchical Relationship Types Edit Dialog Box

If the selected Relationship Type is based on a Non-Hierarchical Relationship Form Type,
the dialog box updates with the following fields:

Relationship Types - DLT Peer to Peer Relationship

HEBE 0. XV

53 Copy
Save Cancel Paste Delete  Spelling
Item -

Commit Clipboard Actions Spelling

Title *

‘DLT Peer to Peer Relationship

Relationship Form *
Choose type and members of the relationship

Enter the 'parent’ or peer name of this member of the relationship*
‘Is peer to

Enter a description of this member of the relationship (Example: The related
record in this relationship is an attachment of the currently selected record.’)*
The related record in this
relationship is a peer of the
currently selected record.

Authorized Users *

EMA Records Managers ; |

Enter users separated with semicolons. 9‘/ [E%)

Created at 7/3/2013 6:24 PM by URMTESTWFED 1V \tester_tony |
Last modified at 7/8/2013 6:24 PM by URMTESTWFEQ 1V \tester_tony

Save | | Cancel |

Figure 4-5 Non-Hierarchical Relationship Type Edit Dialog Box
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3. Update the information in the fields that you want to change.
e (Required) Title must be unique across all Relationship Types.

e Relationship Form Type is not editable. A new Relationship Type must be created to
change this value.

4. Click Save to update the Relationship Type. It displays in the Relationship Type View list.
Click Cancel to return to the Relationship Type View list without updating the selected
Relationship Type.

5. After the Relationship Type change is saved, the updated Relationship Type displays as a
selection in the Relationship Title menu for Authorized Users in the Related Records
dialog boxes.

4.1.3 Deleting a Relationship Type

To remove an existing Relationship Type from your site, you must delete the Relationship Type
item.

To delete a relationship type:

1. From the Relationship Type View, select the Relationship Type that you want to delete.
You can select only one Relationship Type at a time.

2. Select Items to display the ribbon.

Jan fargel
EMA Hedords Managers

oK Camcel

Figure 4-6 Relationship Types - Delete Item
3. Select Delete Item on the header ribbon. A prompt opens asking Are you sure you want
to send the item(s) to the site Recycle Bin?

4. Click OK and the Relationship Type is deleted and removed from the Relationship Type
View list or click Cancel to return to the Relationship Type View list without deleting the
selected Relationship Type.

If the Relationship Type is currently used by one or more records, an error displays.

4.1.4 Viewing a Relationship Type

To view the details of an existing Relationship Type, you must view the Relationship Type item.

1. From the Relationship Type View, select the Relationship Type you want to view. Only
one Relationship Type can be selected at a time.
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2. Select Items to display the ribbon.

Selationship Members Authorized Users Hodified Modified By

...... ehical Es parent, 13 chid Jon Ruarmgel F/B/2003 £:43 PH 1an Rangel

Figure 4-7 Relationship Types - View Item

3. Click the View Item button on the header ribbon. The Relationship Type View dialog

box opens displaying the Relationship Type details in read only mode. If the selected Rela-
tionship Type is based on Hierarchical Relationship Form Type, the dialog box updates as

shown in the following figure.

Relationship Types - DLT Parent Child Relationship

E Version History A Alert Me

z @Manage Permissions
Edit

Itemn X Delete tem
Manage Actions
Title DLT Parent Child Relationship

Relationship Form Hierarchical

Name: Is parent
Description: The related record in this relationship is the parent of the
currently selected record.

Name: Is child
Description: The related record in this relationship is the child of the currently
selected record.

Authorized Users Jan Rangel; RMA Records Managers

Content Type: Record Relationship Types

Created at 7/8/2013 6:13 PM by URMTESTWFED1V\tester_tony Close

Last modified at 7/8/2013 6:13 PM by URMTESTWFEN1V\tester_tony

Figure 4-8 Relationship Types - View Item Dialog Box
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If the selected Relationship Type is based on a Non Hierarchical Relationship Form Type,
the dialog box updates with the following fields:

Relationship Types - DLT Peer to Peer Relationship

Version History Alert Me

‘44 Manage Permissions
Edit
Item X Delete Item

Manage Actions

Title DLT Peer to Peer Relationship

Relationship Form Non Hierarchical

Name: Is peer to
Description: The related record in this relationship is a peer of the currently
selected record.

Authorized Users RMA Records Managers

Content Type: Record Relationship Types
Created at 7/8/2013 6:24 PM by URMTESTWFED1V\tester_tony | Close |
Last modified at 7/8/2013 6:27 PM by URMTESTWFEOLV\tester_tony : :

Figure 4-9 Relationship Types - View Item Non-Hierarchical
4. From the Relationship Type View, you can edit, delete, or manage permissions of the
selected Relationship Type.
5. Click Close to return to the Relationship Type View list.

4.2 Record Relationship Administration

Record Relationship Administration supports creating, viewing, and managing record relation-
ships directly from a selected record in the Record Library. The Record Relationship Administra-
tion is broken into two sections:

1. Define a New Relationship: Provides the ability to directly create a new record relation-
ship for the selected record

2. Relationships: Provides the ability to view and manage existing relationships for the
selected record

Intended User: End User, Records Manager
To access the Record Relationship Administration:

1. Open a SharePoint Records Center. The Records Center home page opens.

2. Select Libraries to display all libraries and then select the desired library. A list of all
record folders and/or record items contained in the selected library displays.

3. Navigate to your record in the library.
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4. Select Record Relationship Administration from the action menu for the record.

BROWSE FILES LIBRARY

@ new item or drag filpe bara

. . . »
All Documents == Finda Gimmal.ico
v [0 Name . Changed by you on 7/25/2013 12:35 PM
I:EI Gimmal Shared with (| Jan Rangel, || Dan Martinez,
and ! |Ann Ly

http:/fkerbdev.devdomain.gimmal.com/sites

Record Relationship Administration
OPEN

Record Relationship Administration
View Properties

Edit Properties

Check In

Discard Check Out

Version History

Compliance Details

Worlkflows

Download a Copy

Shared With

Delate

Figure 4-10 Record Relationship Action Menu

4.2.1 Define a New Relationship

The Define a New Relationship list is the top section of the Record Relationship Administra-
tion page. Define a New Relationship supports creation of a new relationship between the cur-
rently selected record and one or more other records in the system.

The displayed list of Relationship Types is ordered by Creation Date and based on the Relation-
ship Types that you have access to as defined in the Authorized User list. The Relationship Types
are listed as Create a Relationship Type Member Name relationship with the Relationship Type
Member Name defined by:
e If a Relationship Type is Hierarchical, it has two entries:
o Relationship Type Parent Member Name
o Relationship Type Child Member Name
e If a Relationship Type is Non Hierarchical, it has one entry:

O Relationship Type Member Name
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Creating a Record Relationship

To create a new Record Relationship:
1. From the Relationship Administration: Define a New Relationship, select a Relation-
ship Type from the displayed list.

A Related Records - New Item dialog box opens with fields for creating a new Record
Relationship.

Related Records - New Item

Edit

HEB8 0.0 ¥

=3 Copy
Save  Cancel Paste Spelling
Commit Clipboard Spelling
Title = ‘He\p Content Parent Related Record A
Related Records * Relationship Title*
DLT Parent Child Relationship

Current Parent Record
KFVCSQIMUVWE-2-1

Child Record(s)*
‘IRECunjs,t‘ScannadRacurdiﬁAHFHF.txt || Browse...

Add | | Delete
KFVCSQIMUVWEF-2-2

Save | ‘ Cancel

Figure 4-11 Related Records - New Item Dialog Box

2. (Required) Enter the Title. The Title should be a user friendly identifier of the new Record
Relationship.

3. (Required) Relationship Title is defaulted based on the selected Relationship Type. You
can change the Relationship Title using the menu based on the Relationship Types
where you are defined as an Authorized User. The Relationship Title defines the
Related Records displayed fields.
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4. |If the selected Relationship Title is based on a Hierarchical relationship type, the dialog
box updates with the following fields:

Related Records - New Item 0 x

Edit

HEB8 05, V

] =3 Copy
Save  Cancel Paste Spelling
-

Commit Clipboard Spelling

Title = |He\p Content Parent Related Record A

Related Records * Relationship Title™
|DLT Parent Child Relationship

MNew Parent Record®

|jReccrdstcannedRecord_ﬁAHFHF.t)ct ‘ Browse...

Current Parent Record

Child Record(s)*
|jReccrdstcannedRecord_ﬁAHFHF.t)ct H Browse...

Add | | Delete

KFVCSQIMUVWEF-2-1
KFVCSQIMUVWEF-2-2

Save ‘ ‘ Cancel
| v

Figure 4-12 Related Records - New Item Hierarchical Dialog Box

5. (Required) Select the New Parent Record. If the Relationship Type selected was a Parent
Relationship Type, the New Parent Record defaults to the currently selected record's
Record Identifier and cannot be updated. Otherwise, the browse feature uses the stan-
dard SharePoint record selector to navigate to a parent record.

6. (Required) Select the Child Record(s). If the Relationship Type selected was a Child Rela-
tionship Type, the Child Record(s) defaults to the currently selected record's Record
Identifier. The browse feature uses the standard SharePoint record selector to navigate to
a new child record.

e Add button. After you browse and select the child record, click Add to update the list
with the selected child record.

e Delete button. To remove a child record from the list, highlight the listed child record
and click Delete.

e You must add at least one Child Record.

e For multiple Child Records, repeat this step for each Child Record.
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7.

8.

10.

If the selected Relationship Title is based on a Non Hierarchical relationship type, the

dialog box updates with the following fields:

Related Records - New Item

ﬂ I a 2s 4 Cut A‘Bj
1 ] 23 Copy
Save  Cancel Paste Spelling

Commit Clipboard spelling

Title * ‘He\p Content Parent Related Record A

Related Records * Relzationship Title*

‘DLT Parent Child Relationship

Current Parent Record

KFVCSQIMUVWE-2-1

Child Record(s)™

‘;’RecurdstcannedRecurdiﬁAHFHF‘txt ‘ ‘

Browse...

Add | | Delete

KFVCSQIMUVWE-2-2

Save

| ‘ Cancel

Figure 4-13 Related Records - New Item Non Hierarchical

(Required) Select the Related Record(s). The Related Record(s) default to the currently
selected record's Record Identifier. The browse feature uses the standard SharePoint

record selector to navigate to a new related record.

e Add button. After you browse and select a related record, click Add to update the list

with the selected related record.

e Delete button. To remove a related record from the list, highlight the listed related

record and Click Delete.

e You must add at least two Related Records.

e For multiple Related Records, repeat this step for each Related Record.

Click Save and the new Record Relationship is created and displayed in the Relationship
Administration Management: Relationships list. Click Cancel to return to the Relation-
ship Administration Management page without creating a new Record Relationship.

After the new Record Relationship is saved, the new relationship displays on each record's
Record Relationship Administration: Relationships page, as well as in the Related

Records View.
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4.2.2 Relationships List

The Relationships list is the bottom section of the Record Relationship Administration page. It
lists all existing Record Relationships for the currently selected record. In addition it provides an
access point to the Edit Related Records and Delete Related Records dialog boxes.

The following table describes the Relationships list with a description of each heading.

List Heading Description

Relationship Type

Table 4-2 Relationships List

The Description of the Relationship Type for the Record Relationship
instance.

Parent Member: If the currently selected record is the Parent in a Hier-
archical relationship, the Parent Member Description will be dis-
played.

Child Member: If the currently selected record is the Child in a Hierar-
chical relationship, the Child Member Description will be displayed.
Non Hierarchical Member: If the currently selected record, is a Non

Hierarchical relationship the Member Description will be displayed.

Related Records

Record Identifiers for each record related to the currently selected
record. Each Record Identifier is listed on a single line and grouped
by Relationship Type.

Containing Folder

Folder path for the related record. Selecting this link will open up the
SharePoint folder that contains the related record.

Document

File name for the related record. Selecting this link opens an option
to view or download the related record file.

Edit

Action link that opens the Related Records Edit dialog box. From
this dialog box you can update the selected Record Relationship. Any
updates to the Record Relationship will refresh the Relationships list
and the Related Records View.

Only Authorized Users as defined in the Relationship Type for the
Record Relationship can edit.

Delete

Action link that opens a prompt dialog box asking 'Do you want to
delete this relationship?' Any deletion will update the Relationships list
and the Related Records View.

Only Authorized Users as defined in the Relationship Type for the
Record Relationship can delete.

Editing a Record Relationship

To change a listed Record Relationship, you must edit the Record Relationship item. The Rela-
tionship Administration Management: Relationships list provides a point of access to edit a

relationship item.
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1. From the Relationship Administration Management: Relationships list, click Edit on
the Record Relationship you would like to update.

e If the selected Record Relationship is based on a Relationship Title that is a Hierarchi-

cal relationship type, the dialog box updates with the following fields:

Related Records - Help Content Parent Related Record A

HB 0, XV

. - =l =3 copy

Save  Cancel Paste Delete  Spelling
tem -

Commit Clipboard Actions  Spelling

= &
Title Help Content Parent Related Record A

Related Records * Relationship Title®

Current Parent Record
KFVCSQIMUVWF-2-2

Child Record(s}*
‘ || Browse...

Add | | Delete

KFVCSQIMUVWEF-2-1
KFVCSQIMUVWE-2-2

Created at 7/8/2013 7:06 PM by RMATest\rengelj Save ‘ | Cancel
Last modified at 7/8/2013 7:06 PM by RMATest\rengel

Figure 4-14 Related Records - Edit Item Hierarchical Dialog Box
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e If the selected Record Relationship is based on a Relationship Title that is a Non-Hier-
archical relationship type, the dialog box updates with the following fields:

Related Records - Help Content Peer Related Records Child A...

HB B XY

. ] 43 copy

Save  Cancel Paste Delete  Spelling
Ttem -

Commit Clipboard Actions  Spelling

Title = Help Content Peer Related Records Child A B

Related Records * Relationship Title®

Related Record(s)*

|| Browse...

Add | | Delete

KFVCSQIMUVWEF-2-1
KFVCSQIMUVWF-2-2

Created at 7/8/2013 7:15 PM by RMATest\rengelj . Save | ‘ Cancel
Last modified at 7/8/2013 7:15 PM by RiMATest\rengelj

Figure 4-15 Related Records - Edit Item Non- Hierarchical Dialog Box

2. Update the information in the fields you want to change.

3. Relationship Title is not editable. A new Record Relationship must be created to change
this value. If Hierarchical, Parent Record is not editable. A new Record Relationship must
be created to change this value.

4. (Required) Related Record(s) or Child Record(s). The browse feature uses the standard
SharePoint record selector to navigate to a record.

e Add button. After you browse and select a related record, click Add to update the list
with the selected record.

e Delete button. To remove a record from the list, highlight the listed record and click
Delete.

e If the Parent Record is currently part of disposition or cutoff processing, the list of
Child Record(s) cannot be changed. An error displays on Save.

e You must have at least two Related Record(s) or one Child Record(s).

e For multiple Related or Child Records, repeat Step 4 for each Related or Child
Record.

5. Click Save and the Record Relationship is updated and displayed in the Relationship
Administration Management -Relationships list. Click Cancel to return to the Relation-
ship Administration Management list without updating the selected relationship.
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6. After the Record Relationship update is saved, the updated relationship displays on each
record's Record Relationship Administration: Relationships list, as well as the Related
Records View.

Deleting a Record Relationship

To remove a listed Record Relationship from your site, you must delete the Record Relationship
item. The Relationship Administration Management: Relationships list provides a point of
access for deleting a relationship item. You must be an RMA Manager, RMA Administrator, or Site
Administrator to delete a record relationship.

1. From the Relationship Administration Management: Relationships list, click Delete on
the Record Relationship you would like to remove. A prompt opens asking Do you want to
delete this relationship?

2. Click OK and the Record Relationship is deleted and removed from the Record Relation-
ship Administration: Relationships list, or click Cancel to return to the Record Rela-
tionship Administration: Relationships list without deleting the selected Record
Relationship.

e If the Record Relationship is currently assigned to one or more records that are a part
of disposition or cutoff processing, you cannot delete the relationship.

3. After the Record Relationship is deleted, the relationship is removed from each record's
Record Relationship Administration: Relationships list, as well as the Related Records
View.

4.3 Record Relationships (Related Records)

Record Relationships are instances of Relationship Types that have been applied to records. The
Record Relationship provides the actual linkage between the records in a relationship. Record
Relationships is also referred to as Related Records, the terminology is used interchangeably
throughout Compliance Suite.

Compliance Suite provides the ability to create, edit, view, or delete Record Relationships using a
SharePoint list.

Intended User: End User, Records Manager
To access the Related Records View list:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Select Libraries from the Quick Launch to display all lists, libraries, and other apps in your
SharePoint Records Center.

3. Select the Related Records list to display a list view of all Record Relationships in your
Site Collection.
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The following table describes the Related Records View list with a description of each heading.

Table 4-3 Related Records View

Title

User friendly name that differentiates the Record Relationship
item from other Record Relationships.

Example: Rendition Relationship for Project A

Relationship Title Relationship Type that is the base for each Record Relationship

item. These values are based on the Title of the Relationship
Type items.

Example: Supporting/Supported Document

Related Records Record Identifiers for all parent, child, or related records in the

Record Relationship item. They are listed in a semi-colon sepa-
rated list.

Modified When the relationship was last modified.

Modified By Compliance Suite username of the user who last modified the

relationship.

4.3.1

Creating a Record Relationship

To define a relationship between two or more records, a Record Relationship must be created.
The Related Records View provides a point of access to create this new Record Relationship
item. An additional point of access to this view is provided on the Record Relationship Adminis-
tration: Relationships page.

1.

From the Related Records View, there are two ways to initiate the record relationship
creation process.

e C(lick +Add new item link from the bottom of the list.

e Select List Tools — Items tab. In the header ribbon, Select New Item — Record Rela-
tionships.

Lift Tl

Eemd | L

B0 Erlal samhaps

Figure 4-16 Related Records View New Item
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2. A Related Records - New Item dialog box opens with fields for creating a new Record
Relationship.

Bl Farenk & Shild Balabenichen [nitance

|
4|

Spve [ e

Figure 4-17 Related Records View New Item Dialog Box

3. (Required) Enter the Title. The Title should be a user-friendly identifier of the new
Record Relationship.

4. (Required) Select the Relationship Title for the Record Relationship. The Relationship
Title is a menu based on the Relationship Types where you are defined as an Authorized
User. The selection of the Relationship Title defines the fields displayed.
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5. If the selected Relationship Title is based on a Hierarchical relationship type, the dialog
box updates with the following fields:

Help Corlerl Parant Realsted Pegard A

DLT Parent Chadd Relabioaship -

Hitp Y rmatestefa 0l v rmatest docalel) Ergmesn, .
FiiipsAirrnatastmiall 1w rem ate gl Jocaliel) Erimesa, .,
Al [relete

DI FOTERT 2412
2N =FOTESY-248-13

S Cancel i
Figure 4-18 Related Records View New Item Hierarchical Dialog Box
6. (Required) Select the New Parent Record. The browse feature uses the standard Share-
Point record selector to navigate to a parent record.

7. (Required) Select the Child Record(s). The browse feature uses the standard SharePoint
record selector to navigate to a child record.

e Add button. After you have browsed and selected a child record, Click Add to update
the list with the selected child record.

e Delete button. To remove a child record from the list, highlight the listed child record
and Click Delete.

e You must add at least one Child Record.

e For multiple Child Records, repeat Step 7 for each Child Record.
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8. If the selected Relationship Title is based on a Non Hierarchical relationship type, the
dialog box updates with the following fields:

Related Records - Mew [tem

Helg Costent Pear Balated Records Child 4 B

LT Peer ta Peer Eclabenship =

http:ffrmatestwfell v.ormatest localHely Beowse. ..
Add Delets
CENFUTEST-24-12
ZWETDTEST-24-17
S Carnl

Figure 4-19 Related Records View New Item Non Hierarchical Dialog Box
9. (Required) Select the Related Record(s). The browse feature uses the standard Share-
Point record selector to navigate to a related record.

e Add button. After you have browsed and selected a related record, Click Add to
update the list with the selected related record.

e Delete button. To remove a related record from the list, highlight the listed related
record and click Delete.

e You must add at least two Related Records.
e For multiple Related Records, repeat this step for each Related Record.

10. Click Save and the new Record Relationship is created and displayed in the Related
Records View list. Click Cancel to return to the Related Records View list without creat-
ing a new Record Relationship.

11. After the new Record Relationship is saved, the new relationship displays on each record's
Record Relationship Administration: Relationships page.

4.3.2 Editing a Record Relationship

To change an existing Record Relationship, you must edit the Record Relationship item. The
Related Records View provides a point of access to edit this relationship item. An additional
point of access to this view is provided on the Record Relationship Administration: Relation-
ships page.

1. From the Related Records View list, select the Record Relationship you want to edit. Only
one Record Relationship can be selected at a time.
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2. Click Items to display the header ribbon.

List Tools

hems || List

view | B attach  Woridiows Approve/Resect  [Lke  Tags &
Rem | Bem | 3 Delete Mem File T Notes
Ectit arn Ralatianship Title Ralated Records Medifiad Madifiad By
Edit the selected item
[+| DLT Parent Child Relationship OLT Parent Child Ralationship 7/8/2013 6:54 BM Systam Account

Figure 4-20 Related Records Edit Item

3. Select Edit Item button on the header ribbon. The Related Records Edit dialog box
opens displaying the Record Relationship details.

e If the selected Record Relationship is based on a Relationship Title that is a Hierarchi-
cal relationship type, the dialog box updates with the following fields:

Help Cortent Parent Related Record B

| A | Dialute
I FOTEST-24-12
ZIKEISFOTEST-24-13
end at 43FM b 3 z -
>5rE Lynce
¥ Frua e 4

Figure 4-21 Related Records Edit Item Hierarchical Dialog Box
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e If the selected Record Relationship is based on a Relationship Title that is a Non
Hierarchical relationship type, the dialog box updates with the following fields:

Felated Records - Helo Content Peer Related Réecords Child A

Help Cerrant Peer Balated Bacards Child A B

dadid | Dalwte
I ERFDTEST-24-12
K PFDTEFT-24-13

Save Coreel
Figure 4-22 Related Records Edit Item Non-Hierarchical Dialog Box

4. Update the information in the fields you want to change.

Relationship Title is not editable. A new Record Relationship must be created to change
this value.

e If Hierarchical, Parent Record is not editable. A new Record Relationship must be cre-
ated to change this value.

6. (Required) Related Record(s) or Child Record(s). The browse feature uses the standard
SharePoint record selector to navigate to a record.

e Add button. After you browse and select a related record, click Add to update the list
with the selected record.

e Delete button. To remove a record from the list, highlight the listed record and click
Delete.

e |If the Parent Record is currently part of disposition or cutoff processing, the list of
Child Record(s) cannot be changed. An error will be displayed on Save.

e You must have at least two Related Record(s) or one Child Record(s).

e For multiple Related or Child Records, repeat Step 5 for each Related or Child
Record.

7. Click Save to update the Record Relationship. The changes are displayed in the Related
Records View list. Click Cancel to return to the Related Records View list without updat-
ing the selected Record Relationship.

8. After the Record Relationship update is saved, the updated relationship displays on each
record's Record Relationship Administration: Relationships page.
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4.3.3 Deleting a Record Relationship

To remove an existing Record Relationship item from your site, you must delete the Record Rela-
tionship item. The Related Records View provides a point of access to delete a relationship item.
An additional point of access to this feature is provided on the Record Relationship Administra-

tion: Relationships page.

1. From the Related Records View list, select the Record Relationship you want to delete.
Only one Record Relationship can be selected at a time.

2. Click Items to display the header ribbon.

DLT Parent Chéd Ralationship 7/8/2013 654 PM System Account

Figure 4-23 Related Records Delete Item

3. Select Delete Item on the header ribbon. A prompt opens asking Are you sure you want
to send the item(s) to the site Recycle Bin?

4. Click OK and the Record Relationship is deleted and removed from the Related Records
View list or click Cancel to return to the Related Records View list without deleting the
selected Record Relationship.

e If the Record Relationship is currently assigned to one or more records that are a part
of disposition or cutoff processing, you will not be able to delete the relationship.

5. After the Record Relationship is deleted, the relationship will be removed from each
record's Record Relationship Administration: Relationships page.
4.3.4 Viewing a Record Relationship

To view the details of an existing Record Relationship, you must view the Record Relationship
item. The Related Records View provides a point of access to view a relationship item.

1. From the Related Records View, select the Record Relationship you want to view. Only
one Record Relationship can be selected at a time.
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e Click Items to display the header ribbon.

pes - DLT Parent Child Realabonshen
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Figure 4-24 Related Records View Iltem

2. Select View Item on the header ribbon. The Related Records View dialog box opens dis-
playing the Record Relationship details in read only mode. This dialog box is the same for
Hierarchical and Non Hierarchical relationship types.

pes - DLT Parent Child Realabonshen

W A Alh A
’4-1- _ﬁ.‘\.lJlJ_ g
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Figure 4-25 Viewing a Relationship Type Dialog Box

3. Click Close to return to the Related Records View list.
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5 Period Definitions

Period Definition functionality is available in a SharePoint Records Center with Compliance Suite
enabled. To use the Period Definition features, Compliance Suite must be installed and the Gim-
mal RMA Period Definition Content Type, Gimmal RMA Period Definitions List, and Gimmal RMA
Period Management Site Column features must be active.

Compliance Suite supports user defined Period Definitions. A Period Definition is a unit of time or
frequency that defines recurring records management processes and actions. Period Definitions
support the management of records based on your organization's record management policies.
Features of Period Definitions support are:

e Cutoff Processing
e Vital Records Review

Compliance Suite provides the ability to create, edit, view, or delete Period Definitions using a
SharePoint list. By default, this list is created in your records center. If you are using multiple
record centers with the Period Feature enabled, each site has a period definition list. You can use
period management settings, which enable your record’s center to point to another site's period
default list.

In addition to the Period Definitions View list, Period Definitions (also known as Periods) can be
managed using the File Plan Builder: Periods in your SharePoint Records Center.

In the site setting compliance section, there is a Period Management Settings page, as shown in
the following figure. There are two text boxes for inheritances, including one that allows you to
specify a definition list included on the screen.

Record Center Site » Period Management Settings

Period Management Settings

to Site Settings

a0
Period Management Settings
Inberited List W
Lis oy to inherit
Exaenple: NULps: e _yourdoman. com/Lists PencdDe irstons

Figure 5-1 Period Definitions Period Management Settings

Intended User: Records Manager
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To access the Period Definitions View list:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
2. Select Libraries and then Period Definitions.

A list view of all Period Definitions defined in your Site Collection displays.

The following table describes the Period Definitions View list.

Table 5-1 Period Definitions View

List View Heading Description

Period Name Unique name that differentiates the Period Definition from other
Period Definitions.

The Period Name is used on the Record Container dialog boxes as
the selection list for Vital Record Review Indicator: Review Period
Cycle and Cutoff Criteria: Enable Periods — Period Type menu.
The Period Name is also used on the Record Item dialog boxes as
the selection list for Cutoff Criteria: Enable Periods — Period
Type dropdown.

Example: Calendar Year

Period Description Descriptive statement used to further differentiate the Period Defi-
nition from other Period Definitions.

Modified When the access rule was last modified.

Modified By Compliance Suite username of the user who last modified the rule.

5.1 Creating a Period Definition

Before a period can be used for Vital Records or Cutoff Processing, you must create a Period Defi-
nition.

1. From the Period Definitions View, there are two ways to initiate the period definition
creation process.

e C(lick Add new item or + new item from the bottom of the list.

e Select the Items tab. In the header ribbon, select New Item and then select Period
Definition.

Figure 5-2 Period Definitions Create New Period Definition
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e A Period Definitions - New Item dialog box opens with fields for creating a new
Period Definition.

Period Definitions - New Item

HB8 0., 1V

Save  Cancel Paste Attach  Spelling
File -
Commit Clipboard Actions  Spelling

Period Name *

Period Description

A more detailed definition of the retention period definition.

Period Start Date * 7/10/2013 | i
Identifies the start date (stored as YYYY/MM/DD) of the period. This
period defines the frequency something happens or is processed. For
example, these periods can govern the frequency of cutoff processing.

Period Duration * .
() Daily

() Weekly
(") Monthly

(O Yearly

Save | | Cancel

Figure 5-3 Period Definitions Create New Period Definition

2. (Required) Enter the Period Name. The Period Name is a unique identifier for the new
Period Definition. It populates the Vital Records Review Indicator: Review Period Cycle
and Cutoff Criteria: Enable Periods menu in Record Container and Record Item dialog
boxes.

3. Enter a Period Description. The Period Description is a descriptive statement that
defines the purpose of this Period Definition.

4. (Required) Enter the Period Start Date. The Period Start Date defines the first calendar
date (MM/DD/YYYY) of the first period to be calculated. To select a date from a calendar,
click the Date Selector button in this field. The calendar feature uses the standard Share-
Point calendar to select a date.

Note:

The Period Start Date defaults to the date the period was created, so you must enter the
correct date.

CCompliance Suite (Feature-Activated) User Guide 75



15 January 2019

5. (Required) Select the Period Duration. The Period Duration defines the frequency for
processing Record Container(s) or Record Item(s) assigned this Period Definition. The
options are Daily, Weekly, Monthly, and Yearly.

6. If the selected Period Duration is Daily, the dialog box updates with the following fields:

Period Duration * ‘@) Daily

. ’ Every day(s)

() Weekly
() Monthly

(O Yearly

Figure 5-4 Period Definitions Create New Period Definition Daily

Enter Every [number] Days. Example: Every 1 day(s).

7. If the selected Period Duration is Weekly, the dialog box updates with the following

fields:
Period Duration * A Daily
I':::'IDE" ! Every week(s) on:
(@) Weekly []sunday [ |Monday [ |Tuesday [ |Wednesday
() Monthly [ Thursday [ Friday [ ]Saturday
() ¥early

Figure 5-5 Period Definitions Create New Period Definition Weekly

Enter Every [number] week(s) on [Sunday, Monday, Tuesday, Wednesday, Thursday, Friday,
or Saturday] Example: Every 2 weeks on Wednesday

8. If the selected Period Duration is Monthly, the dialog box updates with the following

fields:
Period Duration * —
() Daily
(@) Day (1 | of every |1 | month(s)
L () The [first  w|[day v of every month(s)
(@ Monthly
(O Yearly

Figure 5-6 Period Definitions Create New Period Definition Monthly Dialog Box

Select one of the following options:

e Enter the Day [numerical day of month] of every [number] month(s). Example: Day
30 of every 2 month(s).

e Enter The [first, second, third, fourth, or last] [day, weekday, weekend day, Sunday,
Monday, Tuesday, Wednesday, Thursday, Friday, or Saturday] of every [number of
months] month(s). Example: The first Friday of every 3 months.
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9. If the selected Period Duration is Yearly, the dialog box updates with the following

fields:
Period Duration * .
() Daily
- @ Every January v |[1 |
() weekly () The [first v [day v|of[January v
() Monthly
(@ Yearly

Figure 5-7 Period Definitions Create New Period Definition Yearly Dialog Box

Select one of the following options:

e Enter Every [name of month] [date in month]. Example: Every January 1.

e Enter The [first, second, third, fourth, or last], [day, weekday, weekend day, Sunday,
Monday, Tuesday, Wednesday, Thursday, Friday, or Saturday] of [name of month].
Example: The first Monday of January.

10. Click Save to create the new Period Definition. The changes are displayed in the Period
Definitions View list. Click Cancel to return to the Period Definitions View list without
creating a new Period Definition.

11. After the new Period Definition is saved, the new Period Definition is displayed as a selec-
tion in the Vital Records Review Indicator: Review Period Cycle and Cutoff Criteria: Enable
Periods menu in the Record Container and Record Item dialog boxes.

Note:

Period Definitions created through this Period Definitions View list do not display in the
File Plan Builder: Periods list.

5.2 Editing a Period Definition

To change an existing Period Definition, you must edit the Period Definition item.

1. From the Period Definitions View, select the Period Definition you want to edit. Only
one Period Definition can be selected at a time.
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2. Select the Items tab to display the header ribbon.

ﬁ Itemn Permissions
View Edit Attach  Workflows A

ows Approve/Reject I Like Tags &
Item « Trem Itemn x Delets Ttem File It Motes
JEw Manage Actions Warkflows Tags and Notex
Edit Item
Lists

Period Description
Perlod Definitions Edit the selected item. h

i far b

Cutoff Search Reports

vearly Pavrol

1 used by the Payroll Department
Cutoff Reviews

) | Help Documentation Period (Sample)  This is a sample period for help documentation
Cutolf Reviewed Search

Reports

& Add new item

Figure 5-8 Period Definitions Edit Period Definition

3. Select Edit Item on the header ribbon. The Period Definitions Edit dialog box opens dis-
playing the selected Period Definition details.

Period Definitions - Help Documentation Period (Sample)

HE O, X1 ¥

) & copy

Save  Cancel Paste Delete aAttach  Spelling
Ttem File -
Commit Clipboard Actions Spelling
Period Name * Help Documentation Period (Sample) x

Period Description This is a sample period for help documentation

A more detailed definition of the retention period definition.

Period Start Date * 7/10/2013 :ﬁ

Identifies the start date (stored as YYYY/MM/DD) of the period. This period defines

the frequency something happens or is processed. For example, these periods can
govern the frequency of cutoff processing.

Every day(s)

Period Duration * :
(@) Dally

() weekly

() Monthly

(O Yearly

Created at 7/10/2013 10:16 AM by RMATEST\ranqeli

Save ‘ | Cancel
Last medified at 7/10/2013 10:16 AM by RMATESTvranaeli

Figure 5-9 Period Definitions Edit Period Definition

4. Update the information in the fields you want to change.
e (Required) Period Name must be unique across all Period Definitions.

e (Required) Period Start Date updates affect existing Record Container(s) and Record
Item(s) that use this Period Definition hence forth.

e (Required) Period Duration updates affect existing Record Container(s) and Record

Item(s) that use this Period Definition hence forth. See Creating a Period Definition
help for details on setting the Period Duration.
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5. Click Save to update the Period Definition. You can see the changes in the Period Defini-
tions View list. Click Cancel to return to the Period Definitions View list without updat-
ing the selected Period Definition.

6. After the Period Definition change is saved,

e Any existing Record Container(s) and Record Item(s) that use this Period have the
updates applied hence forth.

e The updated Period Definition is displayed as a selection in the Vital Records Review
Indicator: Review Period Cycle and Cutoff Criteria: Enable Periods menu in the
Record Container and Record Item dialog boxes.

Note:

Period Definitions updated through this Period Definitions View list are not updated in
the File Plan Builder: Periods list.

5.3 Viewing a Period Definition
To view the details of an existing Period Definition, you must view the Period Definition item.
1. From the Period Definitions View, select the Period Definition you want to view. Only

one Period Definition can be selected at a time. When a Period Definition is selected the
List Tools — Items header ribbon opens.

List Tools

Site Actions - Trerns List
l | =4 [ .
=] ‘,S‘ . | <
- _@ Trem Permissions .
Mew View Edit Attach  Workflows Approve/Reject  Tlike Tags &
ltem = Folder Item tem X Delete tem File It Notes
Lists Vigurtam Period Description
Period Definitiof  View the selected itam ar bl-weakly payrol
Cutoff Reporls 2o= 15
d by the Payroll Department
Cutoff Rev —
+| Help Documentation Period (Sample)  This is a sample period for help documentation

CutolT Reviewed Search
Reports

i Add new item

Figure 5-10 Period Definitions View Period Definition
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2. Select View Item on the header ribbon. The Period Definitions View dialog box opens
displaying the Period Definition details in read-only mode.

Site Actions =

List Tools

B Browse ftemns || List

Lists

Period Definitiol  View the selected item.

Cutoff Search Reports
Cutoff Reviews

Cutoff Reviewed Search

Reports

1| =) @ve oy By ;
A | J Y
_\ﬁ Item Permissions
View Edit Attach  Workflows Approve/Reject  Tlike  Tags &
Item Ttem X Melets Ttem File It Motes
Manage Actions Workflows Tags and Notes

View Item Period Description

] Help Decumentation Period (Sample)  This is a sample period for help documentation

¥ Add new Item

Figure 5-11 Period Definitions View Period Definition Detail Dialog Box

3. From the Period Definitions View, you can Edit, Delete, or Manage Permissions of the
selected Period Definition.

4. Click Close to return to the Period Definitions View list.

5.4 Deleting a Period Definition

To remove an existing Period Definition from your site, you must delete the Period Definition

item.

1. From the Period Definitions View, select the Period Definition(s) you want to delete.

If the selected Period Definition(s) is currently used by one or more Record Container(s)
and/or Record Item(s), the affected items are updated with a new Period Definition, which
currently defaults to the first Period Definition in the selection list. Delete with caution
and ensure that the Period Definition(s) you are removing is not in use.

2. Select the Items tab to display the header ribbon.

3. Select Delete Item on the header ribbon. A prompt opens asking Are you sure you want
to send the item(s) to the site Recycle Bin?

|

New New View

T j Version History ] %
i " - Y

.33 Item Permissions

Edit Attach Workflows Annroue/Reiect ILika Tanc B
Item x Delete Item File Message from webpage =

Period Definitions
Cutoff Search Reports
Cutoff Reviews

Cutoff Reviewed Search
Reports

ge. Are you sure you want to send the item(s) to the site Recycle Bin?

Item - Folder Item
New Manage Actions War
Lists ] Period Name =

Bi-Weekly Payroll Period 1 ‘II |EI

Yearly Payroll i

Help Documentation Period (Sample) This is a sample period for help documentation

4¢ Add new Item

Figure 5-12 Period Definitions Delete Period Definition
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4. Click OK and the Period Definition(s) is deleted and removed from the Period Definitions
View list or click Cancel to return to the Period Definitions View list without deleting the
selected Period Definition(s).
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6 Event Management

Event Management functionality is available in a SharePoint Records Center with Compliance
Suite enabled. To use the Event Management features, Compliance Suite Event Management
must be installed and the following Event Management farm features must be active:

e GimmalSoft Compliance Suite - Event Management Service Installer

e GimmalSoft Compliance Suite - Event Management Action
The GimmalSoft Compliance Suite - Event Management Service is created and started in Central
Administration.

Compliance Suite supports user defined Event Types and Event Instances. An Event Type is the
definition of a happening that triggers records management processes and actions for a given
record or Record Container. An Event Instance is the actual occurrence of the defined Event Type.
In Compliance Suite, Event Management supports Cutoff Processing and Closing of Record Fold-
ers based on happenings that will take place at some unspecified/unknown time in the future. A
few examples of Event Types include:

e Employee John Doe Termination

e Property ABC Sale

e Contract XYZ Expiration

e Project 123 Complete

There are two list views that support Event Management:

1. Manage Events List
e SharePoint Records Center — Compliance Suite — Event Management

e SharePoint Records Center — Site Actions — Site Settings — Compliance Suite —
Event Management

2. Manage Event Instances
e Right-click on a selected Event

e Select View Instances of this Event

6.1 Event Types

Event Types define a happening that triggers records management processes and actions for a
given record or Case Based Container. Event Types are used in Cutoff Processing as defined in the
Cutoff Criteria: Enable Events for a Record Container(s) and/or Record Item(s).

Compliance Suite provides the ability to Create, Edit, View, Delete, or Manage Permissions for
Event Types using a SharePoint list. In addition to the Manage Events list, Event Types can be
managed through the File Plan Builder: Events in your SharePoint Records Center. However, Event
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Types managed through the Manage Events SharePoint list cannot be managed in File Plan
Builder: Events list.

Intended User: Records Manager
To access the Manage Events list:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. You can access the Manage Events list by the following:
e Select Event Management from the Compliance Suite header ribbon.
e Select Site Actions and then select Site Settings from the header navigation.
e Select Event Management under the Compliance Suite section.

The following table describes the Manage Events list with a description of each heading.

Table 6-1 Manage Events List

List View Description

Heading

Name Unique name that differentiates the Event Type from other Event Types.

The Name is used on the Record Container and Record Item dialog boxes
as the selection list for Cutoff Criteria: Enable Events and then Select
Events.

Example: Project 123 Complete

Description Descriptive statement used to further differentiate the Event Type from
other Event Types.

6.1.1 Creating an Event Type

Before an event can be used for Cutoff Processing, an Event Type must be created.
1. From the Manage Events list, there are two ways to initiate the event type creation pro-
cess.
e C(lick +Add New Event link from the bottom of the list.

e Select Items tab. In the header ribbon, select New Event.
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SharePoint Newsfeed SkyDrive Sites [EEUETCCIISSNNE |

BROWSE TEM!

Neaw View
Event

O Name Description Attribute Field Name

(H] Account Inactive or Closed
[m] Employee Termination

4k Add New Event

Figure 6-1 Event Management Create Event Type

2. The Gimmal Compliance Suite - Event Management Service Application dialog box
opens with fields for creating a new Event Type.

Gimmal Compliance Suite Event Management Service Applicatio...

Mame *

Description

Save Cancel

Figure 6-2 Event Management Create Event Type Dialog Box

w

(Required) Enter the Name. The Name is a unique identifier for the new Event Type. It is
used to populate the Cutoff Criteria: Enable Events selection in Record Container and
Record Item dialog boxes.

4. Enter a Description. The Description is a descriptive statement that defines the purpose
of this Event Type.

5. Click Save to create the new Event Type. It displays in the Manage Events list. Click Can-
cel to return to the Manage Events list without creating a new Event Type.

6. After the new Event Type is saved, the new Event Type displays as a selection in the Cutoff
Criteria: Enable Events in the Record Container and/or Record Item dialog boxes.

Note:

Event Types created through this Manage Events list do not appear in the File Plan
Builder: Events list.
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2 Editing an Event Type

To change an existing Event Type, you must edit the Event Type item. to edit an Event Type, you
must have Update Event Item permission on the selected Event Type.

1.

From the Manage Events list, select the Event Type you want to edit. Only one Event Type
can be selected at a time. There are two ways to initiate editing an event type.

e Select Items tab. In the header ribbon, Select Edit Event.

e Select Edit Event from the action menu for the selected Event Type.

1 e

N
L Y]

Figure 6-3 Event Management Edit Event Type

2. An Update Event dialog box opens displaying the selected Event Type details.

Gimmal Compliance Suite Event Management Service Applicatio... x

Mame * End of employment

Description Employment ended

Save Cancel

Figure 6-4 Event Management Edit Event Type Dialog Box

3. Update the information in the fields you want to change.
e (Required) Name must be unique across all Event Types.

4. Click Save to update the Event Type. The changes are displayed in the Manage Events
list. Click Cancel to return to the Manage Events list without updating the selected Event

Type.

5. After the Event Type change is saved, the updated Event Type is displayed as a selection in
the Cutoff Criteria: Enable Events in the Record Container and Record Item dialog boxes.
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Note:

Event Types updated through this Manage Events list will not be updated in the File Plan
Builder: Events list.

6.1.3 Viewing an Event Type

To view the details of an existing Event Type, you must view the Event Type item. to view an Event
Type, you must have Read Event Item permission on the selected Event Type.

1. From the Manage Events list, select the Event Type you wish to view. Only one Event Type
can be selected at a time. There are two ways to initiate viewing an event type.

e Select Items tab. In the header ribbon, Select View Event.
e Select View Event from the action menu for the selected Event Type.

SharePoint Newsfeed SkyDrive Sites [ESUETERTHSENE o B4

€ sHare Yy Fouow Lol

BROWSE TEMS

] Name Description Aftribute Field Name

O Account Inactive or Closed

Employee Termination
4k Add New Event

Figure 6-5 Event Management View Event Type

2. A View Event dialog box opens displaying the selected Event Type details in read only
mode.

Gimmal Compliance Suite Event Management Service Applicatio...

MName End of employment

Description Employment ended

Close

Figure 6-6 Event Management View Event Type Detail Dialog Box

3. From View Event, you can edit, delete, or manage permissions of the selected Event Type
if you have the appropriate permission.

4. Click Close to return to the Manage Events list.
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6.1.4 Managing Permissions for an Event Type

Compliance Suite events managed through the Manage Events list have a default security
applied based on SharePoint groups and roles. For Event Types created through the Manage
Events list, you should modify the permissions for Event Types and its' Event Instances through
the Manage Permissions dialog box.

The following table describes the default groups and permissions for access and management of
events in SharePoint Records Center Manage Events list.

Table 6-2 Manage Events Groups and Permissions

Group/Role Permission

Compliance Suite Enables initial access to management of events.
Event Management -
Service Application
Administrator

to manage events, a user must first be configured either directly or
as a member of a group assigned to this role in the Compliance Suite
Event Management - Service Application Administrator.

To fully access Event Management features in SharePoint Records
Center, a user must also be assigned a Compliance Suite Event Man-
agement Service Application group as described below.

Once assigned a Compliance Suite group, any users in this role can
create, update, view, delete, and manage permissions, and instantiate
Event Instances for Event Types through the Manage Events list.
These users do not need to be assigned permission through Manage
Permission for an Event Type as described in the table below.

Manage Claims Any user added in this group will have the same access as user in
Admins Compliance Suite - Event Management Suite Event Management
Service Application Administrator. This functionality is part of an
environment where you cannot directly add users directly to the ser-
vice application.

RMA Records Manag- | Enables access to management of events through the Manage
ers Events list in a SharePoint Records Center.

To fully access Event Management features, a user in the RMA
Records Managers group must also be assigned permission through
Manage Permission for an Event Type. See the table below for per-
mission assignment details.

RMA Local Records Same permission as RMA Records Managers.
Officers

RMA Administrators Same permission as RMA Records Managers.
Site Owners Same permission as RMA Records Managers.
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Table 6-2 Manage Events Groups and Permissions

Group/Role Permission

Site Members No default permission.
Site Members are typical end users.

A user in this group must be assigned permission through Manage
Permission for an Event Type to have access to view an Event Type.
See the next table for permission assignment details.

A user with the appropriate group assignment as described in the previous table can modify the
permissions for a specific Event Type and its Event Instances through the Manage Permissions
dialog box.

The following table describes the Manage Permission dialog box with a description of each per-
mission field.

Table 6-3 Manage Permission Dialog Box Fields

Field Description

Read Event Item Users Enables access to View Event and View Event Instance to
selected users and groups.

Enables access to select the Event Type in the Cutoff Criteria:
Enable Events field in Record Container and Record Item dialog
boxes.

By default the creator of the Event Type will have access to view
the Event Type and Event Instance(s).

Update Event Enables access to Edit Event and Edit Event Instance to selected
users and groups.

Item Users By default the creator of the Event Type will have access to edit
the Event Type and Event Instance(s).

By default the creator of the Event Instance will have access to
edit the Event Instance.

If a user is granted Update Event Item Users permission, the
user also has Read Event Item Users permission.
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Table 6-3 Manage Permission Dialog Box Fields

Field Description

Delete Event Item Users Enables access to Delete for the Event Type and Event
Instances to selected users and groups.

By default the creator of the Event Type will have access to
delete the Event Type and Event Instance(s).

By default the creator of the Event Instance will have access to
delete the Event Instance.

If a user is granted Delete Event Item Users permission, the
user also has Read Event Item Users and Update Event Item
Users permissions.

Trigger Event Item Users Enables access to Create Event Instance to selected users and
groups.

By default the creator of the Event Type will have access to cre-
ate Event Instances.

If a user is granted Trigger Event Item Users permission, the
user also has Read Event Item Users permission.

Manage Permissions Users Enables access to Manage Permissions for the Event Type to
selected users and groups.

By default the creator of the Event Type will have access to
Manage Permissions.

If a user is granted Manage Permissions Users permission, the
user also has Read Event Item Users, Update Event Item Users,
Delete Event Item Users, and Trigger Event Item Users permis-
sion.

By default, a Records Manager assigns a user to have Read Access to Events in the site. To define
the Access Control List (ACL) for each event you should check the User Defined ACL check box,
and then each event will have access based on what is defined in ACL.

For each permission field described, it is recommended to add user groups such as Human
Resources instead of individual user names. There are two ways to add Users/Groups:

e Semicolon-separated list

e Standard SharePoint address book lookup
To manage permissions for an Event Type:

e From the Manage Events list, select the Event Type you want to manage permissions.

Only one Event Type can be selected at a time. There are two ways to initiate manage
permissions for an event type.

o Select Items tab. In the header ribbon, select Manage Permissions.
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o Select Manage Permissions from the action menu for the selected Event Type.

Figure 6-7 Event Management Mange Event Type Permissions

e A Manage Permissions dialog box opens displaying the selected Event Type permis-

sion details.

Gimmal Compliance Suite Event Management Service Application - End of employm...

| [JUser Defined ACL

| Read Event
Grants Read

Update Event
Grants Read and Update

Delete Event
Grants Read, Update, and Delete

Trigger Event
Grants Read and Trigger

Manage Permissions
Grants Read, Update, Trigger, Delete, and Manage Permissions

Figure 6-8 Manage Permissions Dialog box

e Enter the Read Event users/groups.

e Enter the Update Event users/groups.
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e Enter the Delete Event users/groups.
e Enter the Trigger Event users/groups.
e Enter the Manage Permissions users/groups.

e Click OK and the Event Type permissions are updated or click Cancel to return to the
Manage Events list without updating the selected Event Type permissions.

e After the Event Type permission changes are saved, the selected users/groups will
have the updated permissions for this Event Type and any Event Instances based on
this Event Type.

Note:

Event Type permissions managed through this Manage Events list will not affect
permission in the File Plan Builder: Events list.

6.1.5 Deleting an Event Type

To remove an existing Event Type from your site, you must delete the Event Type item. to delete
an Event Type, you must have Delete Event Item permission on the selected Event Type.

1. From the Manage Events list, select the Event Type(s) you want to delete. There are two
ways to initiate deleting an event type.

e Select Items tab. In the header ribbon, Select Delete.
e Select Delete Event from the action menu for the selected Event Type(s).
e A prompt opens asking 'Are you sure you want to delete the event(s)?'

2. Click OK and the Event Type(s) is deleted and removed from the Manage Events list or
click Cancel to return to the Manage Events list without deleting the selected Event

Type(s).
e If the selected Event Type(s) is currently used by one or more Record Container(s) and/

or Record Item(s), the affected items will remain unchanged. Please delete with cau-
tion and ensure the Event Type you are removing is not in use.

e All Event Instances associated with the selected Event Type(s) will be deleted along
with the Event Type.

Note:

Event Types deleted through this Manage Events list will not be removed in the File Plan
Builder: Events list.
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6.2 Event Instances

Event Instances define the actual occurrence of an Event Type. For example, if the Event is Project
123 Complete an instance of the Event Type would be the completion of the project on 04/01/

2011.

Compliance Suite provides the ability to Create, Edit, View, or delete Event Instances using a
SharePoint list. Events Instances are always managed in context with a selected Event Type.

Intended User: Records Manager
To access the Manage Event Instances list for a selected Event Type:

1. From the Manage Events list, select the Event Type you wish to manage instances.

2. Select View Instances of this Event from the action menu of the selected Event Type.

1 e

N
L Y]

Figure 6-9 Event Management View Instances of Event

3. To return to the Manage Events list, Select Back to List Events from the Manage Event
Instances header.

TR

Figure 6-10 Event Management Back to List Events
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The following table describes the Manage Event Instances list with a description of each
heading.

Table 6-4 Manage Event Instances

List View Description

Heading

Event Instance Automatically generated identification number. Provides a unique identi-
id fier for each Event Instance based on the selected Event Type.

Example: 1

Attribute Field This field is not currently used by the Compliance Suite application.
Name

Date Calendar date the event instance occurred.

Example: For event type Project 123 Complete, if Product 123 completed
on 04/01/2011, this field value would be 04/01/2011.

6.2.1 Creating an Event Instance

In Compliance Suite to actively use an Event Type for Cutoff Processing an Event Instance must
be created for the Event Type. Anytime an Event Type occurs in the application, an Event Instance
should be created. to create an Event Instance, you must have Trigger Event Item permission on
the selected Event Type.

1. From the Manage Event Instance list, there are two ways to initiate the event instance
creation process.
e Click +Add New Event Instance link from the bottom of the list.

e Select Items tab. In the header ribbon, Select New Event Instance.

Figure 6-11 Event Management Create Event Instance
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2. From the Manage Event list, you can also initiate the event instance creation process.

Select Create Instance for this Event from the action menu for the selected Event Type.
A Create Event Instance dialog box opens with fields for creating a new Event Instance.

Gimmal RMA Event Mansgement Servioe - DLT Help Content Evient

Evirdit Mar

Draka TFOE ]

AT Flald Walis

S L ]

Figure 6-12 Event Management Create Event Instance Dialog Box

Note:

While you can schedule more than one instance for a single event, Cs only uses the first
instance's Date. For a more extensible mechanism for event instances and for selective
grouping of records affected by an event instance Gimmal's Enterprise Events can be
used as an alternative.

Event Name is a read only field that displays the name of the Event Type for this Event
Instance.

(Required) Enter a Date. The Date defines the calendar date the event instance occurred.
The date you enter is set as the cutoff date, which allows the ability to back date records
for retention purposes. To select a date from a calendar, click the Date Selector button in
this field. The calendar feature uses the standard SharePoint calendar to select a date.

Attribute Field Name is currently not used by the Compliance Suite application.

Click Save to crate the new Event. It is displayed in the Manage Event Instances list. Click
Cancel to return to the Manage Event Instances list without creating a new Event Instance.

6.2.2 Editing an Event Instance

To change an existing Event Instance, you must edit the Event Instance item. To edit an Event
Instance, you must have Trigger Event Item permission on the selected Event Type.

1.

From the Manage Event Instances list, select the Event Instance you want to edit. Only
one Event Instance can be selected at a time. There are two ways to initiate editing an
event instance.

e Select Items tab. In the header ribbon, Select Edit Event Instance.
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e Select Edit Event Instance from the action menu for the selected Event Instance.

Figure 6-13 Event Management Edit Event Instance

2. An Update Event Instance dialog box opens displaying the selected Event Instance
details.
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Figure 6-14 Event Management Update Event Instance Dialog Box

3. Update the information in the fields you want to change.
e Event Name is read only.

4. From the Update Event Instance dialog box, you can delete the selected Event Instance if
you have the appropriate permission.

5. Click Save to update the Event Instance. The changes are displayed in the Manage Event
Instances list. Click Cancel to return to the Manage Event Instances list without updat-
ing the selected Event Instance.

6.2.3 Viewing an Event Instance

To view the details of an existing Event Instance, you must view the Event Instance item. To view
an Event Instance, you must have Read Event Item permission on the selected Event Type.

1. From the Manage Event Instances list, select the Event Instance you want to view. Only
one Event Instance can be selected at a time. There are two ways to initiate viewing an
event instance.
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e Select Items tab. In the header ribbon, select View Event Instance.

e Select View Event Instance from the action menu for the selected Event Instance.

Figure 6-15 Event Management View Event Instance

2. AView Event Instance dialog box opens displaying the selected Event Instance details in
read-only mode.

Gimmal RHA Event Hanagemaent Servioe - DLT Help Content Event
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Date
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Figure 6-16 Event Management View Event Instance Detail Dialog Box
3. From the View Event Instance dialog box, you can edit or delete the selected Event

Instance if you have the appropriate permission.

4. Click Close to return to the Manage Event Instances list.

6.2.4 Deleting an Event Instance

To remove an existing Event Instance from your site, you must delete the Event Instance item. To
delete an Event Instance, you must have Trigger Event Item permission on the selected Event

Type.

1. From the Manage Event Instances list, select the Event Instance(s) you want to delete.
There are two ways to initiate deleting an event instance.

e Select Items tab. In the header ribbon, select Delete.

Compliance Suite (Feature-Activated) User Guide 96



15 January 2019

e Select Delete Event Instance from the action menu for the selected Event Instance.

TR

Figure 6-17 Event Management Delete Event Instance

2. A prompt opens with the message Are you sure you want to delete the event instance(s)?

3. Click OK and the Event Instance is deleted and removed from the Manage Event

Instances list or click Cancel to return to the Manage Event Instances list without delet-
ing the selected Event Instance.
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7 Vital Records

A vital record is any record in an organization that would be required to reconstitute the organi-
zation's normal business functions after a major disaster. This is referred to as Continuity of Oper-
ations (COP). Records managers are responsible for identifying an organization's vital records and
ensuring those records are maintained in a manner pursuant to internal policy and external regu-

lations.

Many vital records require periodic review and updating. A good example of this is an organiza-
tion's Emergency Notification List. This record is a list of the first people (and organizations) to
call in the event of a major disaster. Because people change jobs and companies can go out of
business, it is important that someone at every organization periodically review the Emergency
Notification List to ensure that all the information is current and accurate.

The Compliance Suite vital records review process consists of the following steps:

1.

Records Manager marks the record containers as vital by setting the Vital Record Review
Indicator site column of the record container.

Records Manager searches for vital record containers that need review by clicking the Due
for Vital Review link on left pane of the Records Center Administration site.

Records Manager views past search reports for the vital record libraries and record con-
tainers that need review by visiting the Vital Records Reports list on the Records Center
Administration site.

Records Manager launches Vital Records Review workflows on the selected vital record
containers that need review by viewing past search reports from the Vital Records Reports
list.

An email notification is sent to the Vital Records Reviewers.

Local Records Officer (LRO) (assigned reviewer for the workflow task) reviews the Vital
Records Review workflow task by clicking the task link in the email received or by going to
the Workflow Task list.

Records Manager views the workflow and task history by viewing the workflow history
from the Vital Records Reviews list or the workflow task history from the Workflow Task
list.

Intended User: Compliance Suite Administrator, Records Manager, Local Records Officer
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The following table describes the Vital Records lists and the functions associated with each list.

Table 7-1 Vital Records Functions

List Heading Description and Function

Vital Record Reports Custom list that store reports for the vital record containers due
for review and initiate vital records review workflows on them.

Vital Record Reviews Custom list that store information about the vital record con-
tainers on which the Vital Record Workflow has been started.

7.1 Indicating Vital Records

Indicating vital records functionality is available in a SharePoint Records Center with Compliance
Suite and Vital Records enabled.

Compliance Suite Records Manager can indicate record containers that are considered vital.
Compliance Suite enables records managers to indicate vital records in a child container of a par-
ent record container. Compliance Suite also enables records managers to edit existing vital
records properties in a container.

7.1.1 Indicating Vital Records in a New Container

To indicate vital records in a record container, you must create the container.

1. From the header ribbon, click New Container.

SharePoint Newsfeed SkyDrive Sites [ESERNELIEIREE o S 4
BROWSE ~ COMPUANCE SUTE | FILES | LIBRARY ) sHaRe Yy Fouow O
@ I:ﬁﬂ ﬁ Check Out Shared With
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Mew  New Non-Electronic _Upload Edit Copy Move Record  Record View Edit Share  Alert Popularity Downioada Workfiows Publish Tags &
Container Record~ Document Document ©  Discard CheckOut ~ Record Record Locations . Versions.  Properties Properties Me~  Trends Copy Notes
Mew Open & Check Out Records Manage Share & Track Copies Woridiows Tags and Notes
Libraries (® new item or drag files here
Recent All Documents  Disposition ==+ Find a file o
Site Provisioning
Requests v O Name Modified Modified By
Cutoff Reviewed Search 4  ADM-Administration == About an hour ago Jan Rangel
Reports
AUD-Audit .. Aboutan hourago || Jan Rangel
Cutoff Reviews
COR-Coerporate -+« About an hour ago Jan Rangel

Cutoff Search Reports

Vital Record Reviewed ITS-Information Technology Services .- Aboutan hour ago Jan Rangel
Search Reports

Business Operations

Site Contents

Figure 7-1 Vital Records Indicating Vital Records New Container
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A New Folder dialog box opens with fields for creating a new container.

New Folder

o
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Vital Record Review Indicator Inheritence

Select review period cycle for the vital record(s)*
Monthly [+ ] L
Last Review Date*
11/30/2012 faee|
Vital Record Last Reviewer®
| Dan Martinez ; |9\/ 9]
l Save | | Cancel |

Figure 7-2 Vital Records Indicating Vital Records New Folder Dialog Box

Complete all the fields that are marked with a red asterisk.

Scroll down to the Vital Record Review Indicator section. Select the Container has vital
record(s) check box to indicate that the container contains vital records.

(Required) Select the review period cycle in the Select review period cycle for the vital
records field. Refer to Chapter 5 Period Definitions for additional information.

(Required) Enter the last review date in the Last Review Date field. The Last Review
Date is the date the records in the new container were last reviewed and the date from
which the new review date will be calculated. (The initial Last Review Date can be set to
any date.)

(Required) Type the name of the last reviewer in the Vital Reviewer field. This is the per-
son or group that last reviewed the record and is used as the default when successive
reviews are performed.

Click Save to create the new container. It displays in the record container list. Click Cancel
to return to the record container list without creating a new container.
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7.1.2 Editing Vital Records Properties in a Container
To change existing vital records properties in a record container, you must edit the container.

1. From the container list screen, there are two ways to edit vital records properties.

e Select the library list and click on the Edit Properties menu.

(® new item or drag files here

All Documents  Disposition  se» Find a file o
v O Neme +  ITS-Information Technology... *
ADM-Administration ==« 4 Changed by you on 7/29/2013 859 AM
AUD-Audit =+ 4 Shared with [ SharePoint, [ Dan Martinez.
COR-Corporate e 4 AL Annly
. ITS-Information Technology Services - http://kerbdev.devdomain.gimmal.com/sites

DRt SLU View Properties

Edit Properties
Compliance Details
Workflows

Connect to Qutlook

Shared With
Delete

Change New Button Order
Figure 7-3 Vital Records Edit Properties

e You can also select Library Tools, click the Documents tab. In the header ribbon,
select Edit Properties.
2. The Edit Container dialog box opens with fields for editing the container.

3. Scroll down to the Vital Record Review Indicator fields and update the necessary fields.

[
Vital Record Review Indicator [7] Container has vital record(s)

Vital Record Review Indicator Inheritence

Select review period cycle for the vital record(s)*

Weekly

Last Review Date*

12/30/2012 fi |4

Vital Record Last Reviewer* |

Jan Rangel ; ‘QJMJ
Created at 1/23/2013 2:50 PM by spadmin o J [ Cancel I
Last modified at 1/23/2013 3:30 PM by Mike Jessie |

Figure 7-4 Vital Records Indicating Vital Records Review Indicator
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4,

Click Save to update the container. Click Cancel to return to the container list screen with-
out editing the container.

7.1.3 Indicating Vital Records in a Child Container

To indicate that a child container of a parent record container contains vital records, perform the
following steps.

1. From the parent record container, select the Files tab.

2. In the header ribbon, click New Container.

3. A New Folder dialog box opens with fields for creating a new container.

4. Scroll down to the Vital Record Review Indicator field. Select the Container has vital
record(s) check box. The Select review period cycle for the vital record(s), Last Review
Date, and Vital Record Last Reviewer fields default to the settings of the parent con-
tainer.

Note:

When creating a child folder where the parent is under a vital record review, you can
inherit the vital settings from the parent, add your own settings, or choose to not make it
vital at all.

5. Click Save to create the new container. It displays in the parent record container list. Click

Cancel to return to the parent record container list without creating a new container.

7.1.4 Removing a Vital Record on a Record Container

To remove a vital record indicator on a record container, you must edit the container.
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1. Select the container twice to display the action menu and click Edit Properties.

@ new item or drag files here

All Documents  Disposition  ==» Find a file

v 0 Mame
ADM-Administration
AUD-Audit

COR-Corporate

4 [TS-Information Technology Services

An Edit Container dialog box opens with fields for editing the container.

o
ITS-Information Technology...

Changed by you on 7/29/2013 859 AM

Shared with [| SharePoint, [ | Dan Martinez,
and [ Ann Ly

http://kerbdev.devdomain.gimmal.com/sites

OPEN  SHARE View Properties

Edit Properties
Compliance Details
Workflows

Connect to Qutlook
Shared With

Delete

Change New Button Order

Figure 7-5 Vital Records Edit Properties

Corporate Records - Board of Directors

A B oo,
k = O 53 Copy
Save  Cancel Paste

Commit Clipboard

X

Delete
Item

Actions

Content Type

Name *

Specified ID *

Description

Location

Disposition Authority *

Record CuntainerEl
Record Container

Board of Directors
Board of Directors

The Record Container's ID as specified by the File Plan
administrator.

RMA
Disposition Authority

Transfer or Accession to NARA Indicator *  [wa

Disposition Instruction Name

Transfer or Accession to NARA Indicator

The name of the selected Disposition Instruction

Figure 7-6 Vital Records Edit Container Dialog Box

m
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2. Scroll down to the Vital Record Review Indicator field and deselect the Container has
vital record(s) check box. The Select review period cycle for the vital records, Last
Review Date, and Last Reviewer fields are removed from the Vital Record Review Indi-
cator field.

Vital Record Review indicator | Container has vital record(s)

Sue Gibbons =
Save Cancel
sharepoint

Figure 7-7 Vital Records Container Edit Container, Has Vital Records Check box

3. Click Save to save changes to the record container. Click Cancel to return to the record
library list without creating a new container.

Note:

If you later indicate that the container contains vital records, you must reset values in the
Select review period cycle for the vital records, Last Review Date, and Vital Record Last
Reviewer fields.

7.2 Searching Vital Records

Searching vital records functionality is available in a SharePoint Records Center with Compliance
Suite and Vital Records enabled.

Compliance Suite Records Managers can search for vital record containers in two ways:

1. Search vital records that need review by utilizing the Vital Records Due for Review
screen.

2. Search vital records that have already been reviewed by utilizing the Reviewed Vital
Records screen.

7.2.1 Searching Vital Records Due for Vital Review

To search for Vital Records Due for Vital Review:

1. Select Due for Vital Review in the Vital Records section of the Compliance Suite header
ribbon. The Due for Vital Review screen displays.
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2. You must specify the search criteria for vital records due for vital review. Enter the title,
select a review eligibility date and select the search sites. The following is an example of
the search criteria.

Vital Report Title
Shareholders 2012

Enter a unigue friendly name for the titie of this report.

Review Eligibility Date

1/24/2013 E
Select today's date or a future date. 1241, =
Sites
Select sites contsiring vital records. [ZIBH Records Center Site
[ Submit [ Clear

Figure 7-8 Vital Records Due for Vital Review Screen
3. (Required) In the Review eligibility date field, enter today's date or a future date that
vital records are eligible for review.

4. To select site(s) containing vital records, click on the site and click Submit. At least one site
must be selected.

5. Click Submit to begin the search. A message similar to the following displays:

Report Submitted

Your report has been scheduled and will complete when the timer job completes. To view the status of your report, please visit the \ital Record Reports list
Figure 7-9 Vital Records Search Report Submitted Message

If you need to exit this screen while waiting for the submitted report to complete, you can
click the Vital Record Reports under the Lists section in the Quick Launch.

6. Click the link and once the search is complete, the following screen displays.

1 Title Created Review Eligibility Date Status Created By
Shareholders2012 (1/24/2013) =inew 1/24/2013 2 ™M Complete Mike Jessie
Shareholders 2012 (1/24/2013) & nHew 1/ ™ Complete Mike Jessie
Vitals January 2013 (1/23/2013) &2 mew 1/23/201. FM Complete Mike Jessie

4k Add new item

Figure 7-10 Vital Records Search Report List

7. The Vital Record Search Report dialog box displays the search results. Click the report
name to view the search results for that report.

Vital Record - Last Review Date Review Status Start Workflow Reviewer
w
Board of Directors 12/30/2012 [l |M§|17| & 0
Disaster Recovery Records 1/1/2013 L_Jan Rangel ; | &,
Stockholders Report 11/30/2012 F | 8, @2
LA 11 k| M Pagesize: |10 - 3items in 1 pages
[ Start | [ Cancel

Figure 7-11 Vital Record Search Report Dialog Box
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7.2.2 Processing Vital Record Reviews

Refer to section 6.3, "Vital Records Review Workflows" for this procedure.

7.2.3 Searching Reviewed Vital Records

To search for Reviewed Vital Records:

1. Select Due for Vital Review in the Vital Records section of the Compliance Suite header
ribbon. The Reviewed Vital Records screen opens with fields for searching reviewed vital
records.

Vital Report Title

Enter a unique friendly name for the title of this report,

Review Date Range
Start Date
Select a start and an end date. i
End Date

=

Sites
Select sites containing vital records. [FIED Records Center Site

l Submit ‘ | Clear

Figure 7-12 Vital Records Reviewed Vital Records Screen Search Fields

2. Enter a unique title for the search in the Vital Report Title field.

3. (Required) In the Review Date Range section, enter review dates in the Start Date and
End Date fields.

4. Click the box next to the site(s) you want to search. An example completed search entry
follows.

Vital Report Title

Enter a unigue friendly name for the title of this report. HR Vitals
Review Date Range
Start Date
Select a start and an end date. iz :ﬁ
End Date
1/24/2013 EH

Sites
Select sites containing vital records. ‘.-’; Records Center Site

[ Submit | | Clear

Figure 7-13 Vital Records, Reviewed Vital Records Screen, Completed Search Entry

5. Click Submit to begin the search or Clear to clear the entire page. A message similar to
the following displays when you click Submit.

Report Submitted
Your report has been scheduled and will complete when the timer job completes. To view the status of your report, please visit the Vital Record Reviewed Search Reports list
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Figure 7-14 Vital Records, Reviewed Vital Records, Report Submitted Message

If you need to exit this screen while waiting for the submitted report to complete, you can
click the Vital Record Reviewed Search Reports under the Lists section in the Quick
Launch.

6. Click on the Vital Record Reviewed Search Reports link to see the search results gener-

ated with data specified, as follows:

| Title Created Status Created By

HR Vitals (3/1/2012 - 1/24/2013) & new 1/24/2013 2:28 PM Complete Mike Jessie

Reviewsd WRs 2013 (1/1/2013 - 1/23/2013) = new 1/23/2013 3:40 PM Complete Mike Jessie

4k Add new item

Figure 7-15 Vital Record Reviewed Search Reports

7. Click the link of the title from the search report that was just created.

Record / Container - Last héview Last Reviewer
Date

i

Board of Directors 12/30/2012 URMTEST\rangelj
Employee Policies 1/23/2013 URMTEST\rangelj
Stockholders Report 11/30/2012 URMTEST\martinezd
W4 1] » M pagesize 10+ T s

QK.

Figure 7-16 Vital Record Reviewed Search Report Details

7.3 Vital Records Review Workflows

Compliance Suite Records Managers can use workflows to assist in the process of reviewing vital
records. Compliance Suite Records Managers can start workflows and view workflow task history
by the following methods:

e Starting workflows from the Vital Record Report dialog box

e Viewing workflow task history from the workflow task list

7.3.1 Starting Vital Records Review Workflows

Compliance Suite Records Managers can start Vital Record Review workflows on vital record con-
tainers that need review.

Note:

The Complete Task button is not present in the Vital Record Review Workflow Task dialog
box.

Follow these steps:

Compliance Suite (Feature-Activated) User Guide 107



15 January 2019

1. Select Due for Vital Review in the Vital Records section of the Compliance Suite header
ribbon. The Due for Vital Review screen displays.

Development Records Center Non-Root 1 Home Search.. pel

Due for Vital Review

Vital Report Title

a unigue friendly name for the title of this report.

Eligibility Date

a future date El

Select sites containing vital records. D Development Records Center 1
Dm Development Records Center 4 - 2010
D Development Records Center Non-Reoot 1

Suhmit Clear

Figure 7-17 Due for Vital Review
2. (Required) In the Review eligibility date field, enter today's date or a future date that
vital records will be eligible for review.
3. (Required) Click to select the sites that contain the vital records.

4. Click Submit. The report submitted message displays.

Note:

There is a delay before the results are available.

Report Submitted
Your report has been scheduled and will complete when the timer job completes. To view the status of your report, please visit the Vital Record Reports list

Figure 7-18 Report Submitted Message

If you need to exit this screen while waiting for the submitted report to complete, you can
click the Vital Record Reports under the Lists section in the Quick Launch.
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5. Click the Vital Record Reports link to see the Search Reports listing, as follows:

[E] Title Created Review Eligibility Date Status Created By
Human Resources 2012 (1/25/2013) & vew Pending Mikee Jessie
Shareholders2012 (1/24/2013) & Hew Complete Mike Jessie
Shareholders 2012 (1/24/2013) &inew Complete Mike Jessie
Vitals January 2013 (1/23/2013) Complete Mike Jessie

[ S O S A,

Figure 7-19 Vital Records Review Search Reports Listing

6. Click the name of the Vital Record Report link you created to view the container.

Mike Jessig

Site Actions = ﬂ Browse

=l [z lé_ Wersion History 0 -
E E: ;/ | j =

Ttem Permissions

MNew New View Edit Attach  Worldlows Approve/Reject Ilike Tags&
Item ~  Folder Ttem Item }( Delete tem File It Motes
MNew Manage Actions Workflows Tags and Motes
Lists [ Title Created Review Eligibility Date Status Created By
Disposition Tasks i = : E
Human Resources DEC 2012 (1/28/2013) Enew 1/28/2013 4:49 PM 1/28/2013 Pending Mike Jessie
Period Definitions = =
[¥] Human Resources 2012 {1/25/2013) 1/25/2013 11:58 AM 1/25/2013 Complete Mike Jessie
AT Shareholders2012 (1/24/2013) 1/24/2013 2:00 PM 1/24/2013 Complete Mike Jessie
Cutoff Search Reports X X
Shareholders 2012 (1/24/2013) 1/24/2013 1:58 PM 1/24/2013 Complete Mike Jessie
Cutoff Reviews
Vitals January 2013 (1/23/2013) 1/23/2013 3:32 PM 1/23/2013 Complete Mike Jessie

Cutoff Reviewed Search
Reports

dF Add new item

Viikml Damnrd Damarte

Figure 7-20 Vital Records Review, Click on Vital Record Report Link

7. Click the Workflow box and click the check mark to the right of the Reviewers name to
verify the name. Click Start to begin the workflow on the Vital Record. The names that are
displayed are the last reviewers, but you can change these names. When a group name is
entered as a reviewer, any member of the group can modify the workflow task.

Vital Record » Last Review Date Review Status Start Workflow Reviewer
v
Board of Directors 12/30/2012 i [ 3an rangel ; | 8w
Disaster Recovery Records 1/1/2013 (=} Jan Ranael ; g‘/nLIJ
Stockholders Report 11/30/2012 = | Dan Martinez ; | 8 0
i) o |,T,' L] Pagesize: 10 ~ 3 itemsin1 pages
[ Start I [ Cancel

Figure 7-21 Vital Records Review, Start Workflow
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8. Click Start. The following message displays when the workflow task begins. A workflow
task assignment email is sent to the assigned reviewer and an entry is created in the work-
flow task list.

Operation Completed Successfully

Workflow(s) started successfully!

( oK

Figure 7-22 Workflow Started Successfully Message

9. Click OK to return to the Vital Records Review screen.

7.3.2 Reviewing Workflow Tasks

The assigned reviewer for the workflow task reviews the Vital Records Review Workflow task by
clicking the task link in the email received or by accessing the Workflow Task list.

You can review a workflow task via email notification or by accessing the workflow task list. To
review a workflow task via email notification, follow these steps. You can also review the items
from email.

1. Click the Vital Records Reviews link. The Workflow status column tells you the status of
the workflow.

2. When a user starts a Vital Record Review workflow and the review period on the container
is started, a records review Workflow Task is created.

3. The reviewer receives an email notification when the Workflow Task is created.
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4. Open the email client to receive the email notification stating the container is due for vital
records review. Click the task link to open the task. The Vital Records Review Workflow
Task screen displays.

Vital Record Review Workflow Task

Title
Disaster Recovery Records

Comments

Vital Record Review
Complete Yes E

[ Save

Figure 7-23 Workflow Task Screen

To review the records, click the link in the Title field.
Enter optional comments in the Comments field. Click Save to save changes.

After completing the vital records review, click Yes in the Vital Record Review Complete
field.

8. Click Complete Task to complete the task. Click Save to exit the Vital Records Review
Workflow Task screen and return to the Records Center home screen.

9. Complete the comment field, change the Vital Record Review Complete status to Yes,
and click Save. The window displays the Task Completed Successfully message, as follows:

Vital Record Review
Complete -

Task completed successfully.

Figure 7-24 Table Task Completed Successfully Message

Compliance Suite (Feature-Activated) User Guide 111



15 January 2019

10. Once a workflow completes, the Vital Records Review Workflow status column in the
Vital Record Review View screen is updated to Completed.

KharePoint Newsfeed SkyDrive Sites SharePoint~ £k

1) SHARE Yy FOLLOW
Start a New Workflow

© Vital Records Review Workflow
Vital Records Review Workflow

Workflows
Select a workflow to view more details, Show my workflows only.

Name Started Ended
Running Workflows

nternal Status

There are no running workflows on this item.

Completed Workflows

Vital Records Review Workflow 7/29/2013 9:40 AM 7/29/2013 941 AM Completed

Figure 7-25 Workflow Status Column
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8 Holds

A legal hold is a result of current or anticipated litigation, audit, or government investigation
where there is a need to preserve content to avoid spoliation of evidence. The legal hold is typi-
cally initiated by a notice or communication from legal counsel that suspends the normal disposi-
tion or processing of records. Upon receipt, an organization takes action on records and record
collections to ensure that they are not removed as part of their normal retention schedule pro-
cess.

In addition to the hold abilities provided by SharePoint, Compliance Suite provides additional
holds functionality, such as folder holds and Global Holds for record centers. Compliance Suite
functionality enables administrators, records managers, and local records officers to add holds to
entire record containers. Once a hold is placed on a record container, existing records, as well as
records that are subsequently added, will automatically be placed under hold. Records that are
placed under hold cannot be destroyed. Compliance Suite administrators, records managers, and
local records officers can release holds on record containers as well as records. Once all holds are
released on a record container, existing records, as well as records that are subsequently added,
can be destroyed.

Intended User: Records Manager, Local Records Officer, Compliance Suite Administrator, Com-
pliance Officer

Note:

The intended users will not have initial access to Central Administration. The Add and
Run Global Holds function does not need to have access to Central Administration.

The following table describes the Holds — All Items list with a description of each heading.

Table 8-1
List View Heading Description
Title Unique identifier that differentiates the Holds from other Holds.
Description Descriptive statement that defines the purpose of the Hold.
Managed By Name(s) or group(s) responsible for managing the Hold.
Hold Status Current status of the hold.

8.1 Using Global Holds Functionality

Global Holds enable a compliance officer to place holds on items from multiple site collections
based on a search query. This functionality also allows you to save queries and apply holds to
matching items on a recurring basis. For every Site that is to be considered for crawling for the
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Global Hold, the Site Feature "GimmalSoft Compliance Suite - Holds Management" must be acti-
vated.

Global Holds extends SharePoint's default Holds functionality. SharePoint supports placing holds
in only a single site.

Note:

Global Holds functionality is available only to Site Collection Administrators and others in
the Gimmal Holds Add or Gimmal Holds Remove group. Those in the Gimmal Holds Add
group are allowed to place Global Holds, create recurring Global Holds, and edit

recurring Global Holds. Those in the Gimmal Holds Remove group are allowed to remove

recurring Global Holds.

You can add, run, and manage Global Holds from the Compliance Suite header ribbon.
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1. Click Add/Run Global Hold from the header ribbon to access the Global Holds page.

Development Records Conter Man-Ra
=]
bal Holds
it f o 5 1 oo |
ph
ar it I
it 1 I af I el ine siw collectons: earch
Fali=
F i E
o 1 N [ Gewvwloerment Recards Center Man-Bant
[ stk erbd ey dewdam m o, ]
.............. Al
i HE
lovars Hiold
1] L} T L k e hi =]
M 2] al | dwhir Plwaze have .
stz P e bal Holds Settings in Centra
8, drministration
scription
1
Save Optians
[ &awe &z Recurring ba d

Figure 8-1 Global Holds

On the right side of the Global Holds screen, you can specify a search query, select site collections
where the Global Hold is to be applied, select which Global Hold to apply, and choose whether or
not the Global Hold should be recurring. Holds listed in this page are pulled from the holds list
specified as the Global Holds list. A hold placed on a container puts all items in the container on
hold regardless of whether it is Case Based Retention (CBR) or not.

When you click Add Results to Hold, the search is processed and run by SharePoint's Search and
Process timer job. This is similar to the way the default Holds functionality works. Because Share-
Point restricts holds to a single site, Gimmal actually creates a local copy of the Global Hold in
each site where the hold is applied. The local copy is synced to and controlled by the Global Hold.
It is updated each time the Global Hold is updated, and is released when the Global Hold is
released. If any searches are saved as recurring Global Holds, these searches are run and applied,
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by default on a weekly basis. This can be scheduled at any time by changing the recurring sched-
ule for the Gimmal Compliance Suite - Global Holds Timer Job in Central Administration. Local
holds can also be created per site collection.

Note:

If the site already has a hold defined with the same name as the one created, the hold
functionality will still work.

To manage recurring Global Holds, follow these directions.
e Select Manage Recurring Global Holds from the header ribbon.

The page is a simple grid of the saved queries and the holds they apply. They can be
deleted or edited from this page.

8.2 Creating a Hold

Before a hold or global hold can be placed on a container or record, it must be created.
To create a hold, use the following procedure:

1. Select Settings and then Site Settings.
2. The Site Settings screen opens. Select Holds under the Hold section.
3. The Holds — All Items screen opens. You can add a hold by the following;

a. Click + new item.
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b. Click the Items tab.

SharePoint

BROWSE TEMS LIST

ﬂ Version History
z Shared With

MNew e Wiew Edit Attach Alert Tags & Workflows Approve/Reject
ftem »  Falder ltem Item Delete [tem File e~ Motes
MNew Item anage Actions  Share & Track Tags and Motes Worlkdflows
= Add a new item to this list.
Libranes @ new item or edit this list
o
Rerenk All Items

Site Provisioning

¥ Title Description  Managed By Hold Status
Requests e =

Cutoff Reviewed Search There areno items to show in this view of the "Holds" list
Reports
Cutoff Reviews

Cutoff Search Reports

Vital Record Reviewed
Search Reports

Business Operations

Site Contents

Figure 8-2 Adding a New Hold Item
c. Inthe header ribbon, select New Item and then New Item.

A Holds - New Item dialog box opens with fields for creating a new hold.

Holds - New Ttem

Ha RNy
T =l 52 copy 5
Save  Cancel Paste Att_e‘lch Spelling
File -

Commit Clipboard Actions  Spelling
Title *
Description
Managed By ‘ 8, 1w

| Save || Cancel |

Figure 8-3 New Holds Item Dialog Box

4. Enter the Title. The Title is a unique identifier for the new hold. (Required)

5. Enter a Description. The Description should be a descriptive statement that defines the
purpose of this hold.
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6. Inthe Managed By field, enter name(s) or group(s) managing the hold by adding
name(s) or group(s) via the People Picker.

7. Click Save to create the new hold. It is displayed in the Holds — All Items list. Click Can-
cel to return to the Holds — All Items list without creating a new hold.

8.3 Adding a Hold to a Record Container

Compliance Suite enables administrators and records managers to add holds to record contain-

ers. Once a hold is placed on a record container, existing records, as well as records that are sub-
sequently added, will automatically be placed under hold. Records that are placed on hold cannot
be destroyed.

To add a hold to a record container, perform the following steps:

1. From the target container screen, click to the right of the container on which you want to
place a hold. Click again and select Compliance Details from the action menu.

SharePoint Newsfeed SkyDrive Sites [ESIEISCITISSNE o
BROWSE | FILES  LIBRARY ) SHARE Yy Fouow @O
sl
Development Records Center Non-Roat 1 Home Search... Il
Libraries @ new item or drag files here
Recent All Documents  Disposition  +=+ Find a file o
Site Provisioning
Requests v D Name
Cutoff Reviewed Search | CORO1 - Board and Sharehalder «- \  CORO4 - Stock Ownership x
Reports
COR02- Correspondence e Y .
Cutoff Reviews Changed by || Jan Rangel on 7/29/2013 9:37
i CORO3 - Business Incorporation e ) AM
Cutoff Search Reports .
. Ml . coRoa- stock Ownership .. - Shared with [lJan Rangel, [ Dan Martinez,
Vital Record Reviewed and [ Ann Ly
Search Reports
https://kerbdev.dev

Business Operations View Properties

Site Contents
Edit Properties
OPEN SHARE

Compliance Details
Workflows

Connect to Outlook
Shared With

Delete

Change New Button Order

Figure 8-4 Container Holds: Compliance Details
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2. The Compliance Details dialog box opens. In the Hold Status field, click the Add/
Remove from hold link.
21 Compliance Details - COR04 - Stock Ownership -- Webpage Dialog -

- Use this dialog to determine what retention stage an item is in. You can
1] -\Bj also take action to keep this item in compliance with organizational

~ poligy.

Retention Stages

Manage the retention schedule for items in this folder

Name CORO4 - Stock Ownership
Content Type Record Container

Folder Path Business Operatio/COR-Corporate
Hold Status Mot on hold

Add/Remove from hold

Folder Hold

Close

Figure 8-5 Add/Remove from Hold Link

Compliance Suite (Feature-Activated) User Guide 119



15 January 2019

3. The Item Holds Status screen opens with options to add or remove an item from hold.
Click the Add to a hold: radio button and select a hold from the Select a hold menu.

ltem Hold Status o

Add or remove from hold

Select whether you would like to add or remove this item from a hold, When adding an
item to a new hold, choose from the list of holds on this site.
Adding or removing helds are audited actions

Add to a hold:

Select a Imlc...ﬂ

Remove from a hold:
Select a Imlc...ﬂ

Hold Reason Code

Figure 8-6 Adding a Container Hold

Note:

Items with any hold(s) already placed on them display the hold(s) below the This item is
under the following hold(s) message at the top left corner of the Item Hold Status screen.

4. Click Save to add the hold to the record container. Click Cancel to cancel and return to
the target container screen without adding a hold to the record container.

8.4 Adding a Hold to a Record

To add a hold to a record, perform the following steps:
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1. From the target container screen, click ... to the right of the record on which you want to
place a hold. Click ... again and select Compliance Details from the action menu.

SharePoint
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Figure 8-7 Record Holds: Action Menu
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2. The Compliance Details dialog box opens. In the Hold Status field, click the Add/
Remove from hold link.

21 Compliance Details - Gimmal -- Webpage Dialog -

: Use this dialog to determine what retention stage an item is in. You can
_Lﬂ also take action to keep this item in compliance with organizational

policy.

Retention Stages
Event Action Recurrence Scheduled occurrence date

This item is not subject to a
retention policy

Name Gimmal.ico
Content Type Document
Folder Path Records
Exemption Status Mot Exemnpt
You cannot exempt/unexempt item from policy.
Hold Status Mot on hold
Add/Remove from hold
Folder Hold
Record Status Mot a record
You cannot declare/undeclare item as a record.
Audit Log Generate audit log report

Close

Figure 8-8 Record Holds: Compliance Details

3. The Item Holds Status screen opens with options to add or remove an item from hold.

Select the Add to a hold radio button and select a hold from the Select a hold menu.

Compliance Suite (Feature-Activated) User Guide

122



15 January 2019
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tem from a hold. When adding an
his site.

Site Provisioning
Requests Adding or removing holds are audited actions.

Cutoff Reviewed Search
Reports
Add to a hold:

Cutoff Reviews
Select a hulc..‘ﬂ

Cutoff Search Reports

Vital Record Reviewed Remove from a hold:
Search Reports select a hold...[¥]
Business Operations

Hold Reason Code
Site Contents

Save Cancel

®100% v

Figure 8-9 Record Holds: Adding a Hold

4. Click Save to add the hold. Click Cancel to cancel and return to the record screen without
adding a hold to a record.

8.5 Removing a Hold from a Record Container

Compliance Suite enables administrators and records managers to remove holds that have been
previously placed on record containers. Once a hold is removed from a record container, existing
records in the record container, as well as records subsequently added to the record container,
can be destroyed.

To remove a hold from a record container, perform the following steps:
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1. From the target container screen, click ... to the right of the container on which you want
to remove a hold. Click ... again and select Compliance Details from the action menu.

SharePaint Newsfeed SkyDrive Sites SharePoint~ £ 92
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Development Records Center Non-Root 1 Home Search. 0
Libraries @ new item or drag files here
Recent All Documents  Disposition =+ Find a file 0
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Requests v [ Neme Mnsiifinc i

Cutoff Reviewed Search 4 CORO1 - Board and Shareholder - v CORO04 - Stock Ownership *

Reports

CORO02- Correspondence P .
Cutoff Reviews Changed by [/ Jan Rangel on 7/29/2013 9:37
CORO3 - Business Incorporation T
Cutoff Search Reports .
Vil Record Reviened CORO4 - Stock Ownership ... + Shared with [ Jan Rangel, | Dan Martinez,
ital Record Reviewed and [ Ann Ly

Search Reports
Business Operations https://kerbdev.dev View Properties
Site Contents

Edit Properties
OPEN SHARE

Compliance Details
Workflows

Connect to Outlook

Shared With
Delete

Change New Button Order
Figure 8-10 Container Holds: Compliance Details
2. The Compliance Details dialog box opens. In the Hold Status field, click the Add/

Remove from hold link.

3. The Item Holds Status screen opens with options to add or remove an item from hold.
Items with any additional hold(s) placed on them display the hold(s) below the This item is
under the following hold(s) message at the top left corner of the Item Hold Status screen.
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4. Click the Remove from a hold radio button and select a hold from the Select a hold
menu.

ltem Hold Status o

Add or remaove from hold

Select whether you would like to add or remove this item from a hold. When adding an
item to a new hold, choose from the list of holds on this site.
Adding or removing holds are audited actions

Add to a hold:
Select a hc-lc...ﬂ

Remove from a hold:
Select a hc-lc...ﬂ

Hold Reason Code

Figure 8-11 Removing a Hold

5. Enter a Hold Reason Code in the Hold Reason Code field.

6. Click Save to remove the hold from the record container. Click Cancel to cancel and
return to the target container screen without removing a hold from the record container.

8.6 Removing a Hold from a Record
Removing holds has a couple of important notes associated with the functionality:

e You cannot release a hold that is part of a recurring global hold except from the global
hold list. If it is released from the global hold list the recurring global holds are
updated automatically to remove any items with this hold.

e There is no difference between global holds and global recurring holds. You can tell

whether a hold is part of a global hold by adding the Global property to your view in
the Holds list.

To remove a hold from a record, perform the following steps:
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1. From the target container screen, click the ... to the right of the container from which you

want to remove a hold and select Compliance Details from the menu.
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Download a Copy
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Figure 8-12 Selecting Compliance Details
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2. The Compliance Details dialog box opens. In the Hold Status field, click the Add/
Remove from hold link.

21 Compliance Details - Gimmal -- Webpage Dialog -

: Use this dialog to determine what retention stage an item is in. You can
_Lﬂ also take action to keep this item in compliance with organizational
policy.

Retention Stages
Event Action Recurrence Scheduled occurrence date

This item is not subject to a
retention policy

Name Gimmal.ico
Content Type Document
Folder Path Records
Exemption Status Mot Exemnpt
You cannot exempt/unexempt item from policy.
Hold Status Mot on hold
Add/Remove from hold
Folder Hold
Record Status Mot a record
You cannot declare/undeclare item as a record.
Audit Log Generate audit log report

Close

Figure 8-13 Add/Remove Hold Link

3. The Item Holds Status screen opens with options to add or remove an item from hold.
Items with any additional hold(s) placed on them have the hold(s) displayed below the
This item is under the following hold(s) message at the top left corner of the Item Hold
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Status screen. Select the Remove from a hold radio button and select a hold from the
Select a hold menu.

ltem Hold Status o

Add or remove from hold

Select whether you would like to add or remove this item from a hold. When adding an
item to a new hold, choose from the list of holds on this site.
Adding or removing holds are audited actions

Add to a hold:
Select a hol:...ﬂ

Remove from a hold:
Select a Imlc...ﬂ

Hold Reason Code

Figure 8-14 Removing a Hold

4. Enter a Hold Reason Code in the Hold Reason Code field.

5. Click Save to remove the hold from the record. Click Cancel to cancel and return to the
target container screen without removing the hold from the record.

8.7 Releasing a Hold

Compliance Suite enables administrators and records managers to release holds once a discovery
is resolved.

To release a hold, perform the following steps:
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1. Select Settings and then Site Settings from the header navigation. The Site Settings
screen opens.
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Site permissions
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Solutions

Composed looks

Site Administration
Regional settings
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User alerts

RSS
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Content Organizer Rules
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Figure 8-15 Site Settings

2. Select Holds under the Hold section or Holds in the header ribbon. The Holds — All
Items screen opens.
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3. To release a hold, you must first view the hold. Select to the right of the hold you want to
release and click View Item.
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Edit Item
Compliance Details
Workflows

Alert me

Shared With

Delete Item

Figure 8-16 Holds Open Menu
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Jan Rangel Pending release

4. Select the hold you want to view and then select the Items tab. In the header ribbon,
select View Item.
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Figure 8-17 Holds - View Item
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5. The Holds - View Item dialog box opens. In the Holds Status field, click the Release
hold link.

SharePoint

BROWSE VIEW

I:—‘ Version History Alert Me
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E ./J

et &% Shared With @& Workflows
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ltem | < Delete Item
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Recent
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Site Provisioning
Requests Managed By Jan Rangel
Cutoff Reviewed Search Haold Status This hold is active.
Reports Search for items to add to this hold...
Release hold...

Cutoff Reviews ) L
View hold reports for this site

Cutoff Search Reports
15 Global Hold Mo
Vital Record Reviewed

Search Reports Created at 7/31/2013 914 AM by [] SharePoint L Close
Last modified at 7/31/2013 9:14 AM by L] SharePeint

Business Operations

Site Contents

Figure 8-18 Holds - View Item Dialog Box

6. The Release Hold screen opens. Enter optional comments in the Comments field, then
click Release Hold to release the hold or Cancel to cancel the operation.

SharePoint MNewsfeed SkyDrive Sites SharePoint~ £Fx 2

J SHARE Yy FOLLOW [

E> Development Records Center Non-Root 1 Home Search.. Fel
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Comments:
Recent

Site Provisioning
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Cutoff Search Reports

Vital Record Reviewed
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Site Contents

Figure 8-19 Release Hold
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7. The updated Holds — All Items screen opens. A Pending release status message displays
in the Hold Status column. Once the hold is released, it no longer displays in the Holds —
All Items list.

SharePoint
BROWSE | ITEMS  LIST

E> Development Records Center Non-Root 1 Home
Holds o

Libraries (® new item or edit this list

fecent All Items
Site Provisioning v S . e s
Requests te escription ianaged By old Status
Cutoff Reviewed Search Discovery Order # =« Places an indefinite hold on records. Jan Rangel Pending release
Reports

Cutoff Reviews
Cutoff Search Reports

Vital Record Reviewed
Search Reports

Business Operations

Site Contents

Figure 8-20 Holds - Pending Release Status

8.8 Editing a Hold

To change an existing hold, you must edit the hold item:

1. From the Holds — All Items screen, select the hold you want to edit. You can only edit
one hold at a time.

e C(lick ... to the right of the hold you want to edit and click Edit Item.
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Figure 8-21 Holds - Edit Item Selection

e Click the Items tab. In the header ribbon, select Edit Item.
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Figure 8-22 Holds - Edit Item
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2. The Holds Edit dialog box opens, displaying the selected Holds details.
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Figure 8-23 Holds: Edit Item

Update the information in the fields you want to change.

4. Click Save to update the changes. They are displayed in the Holds — All Items list. Click
Cancel to return to the Holds — All Items list without updating the selected hold.

8.9 Viewing a Hold

To view the details of an existing hold, you must view the hold item:
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From the Holds — All Items screen, select ... to the right of the hold you want to view
and click View Item. You can only view one hold at a time.
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e Select the Items tab. In the header ribbon, select Edit Item.
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Figure 8-25 Edit Item in Header ribbon

2. The Holds View dialog box opens, displaying the selected hold details.
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Figure 8-26 Holds View Dialog Box
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3. From the Holds View, you can edit, delete, or manage permissions of the selected hold.

4. To make changes to the hold status, go to the Hold Status field. The Hold Status field
contains the active Hold Status and three links. Click the Search for items to add to this
hold... link to open the Search and Add Hold screen, where you can search and add hold
contents. Click the Release hold... link to open the Release Hold screen, where you can
release the hold. Click the View hold reports for this site link to open the Hold Reports
screen, where you can view, edit, and print hold reports.

5. Click Close to return to the Holds — All Items dialog box.
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9 Cutoff and Closing Folder Processing

This chapter explains and provides instructions for cutting off records. The process of cutting off
records starts the aging process which can ultimately lead to a disposition decision. The disposi-
tion process can include transfer steps and ultimately the disposal of the records.

Final retention does not begin until you have cutoff the records. For instance, if you have invoice
records with a monthly cutoff and a three-year disposition, records will be eligible for cutoff
monthly and disposition will follow three years after the approved cutoff.

Cutoff and Closing Folder Processing functionality is available in a SharePoint Records Center with
Compliance Suite enabled.

Compliance Suite Cutoff and Closing Folder Processing consist of the following procedures:

Configuring cutoff type
Searching Records Due for Cutoff
Cutoff Review

Cutoff Search Reports

Cutoff Review Workflows

S T A

Compliance Suite Reverse Cutoff
Intended User: Compliance Suite Administrator, Records Manager

9.1 Configuring the Cutoff Type

Compliance Suite enables administrators to configure Cutoffs in a number of ways. The following
table lists each Cutoff type and a description of the Cutoff.

Table 9-1 Cutoff Types

Cutoff Type Description and Function

Event Based Cutoff Event Types define a specific trigger that must occur before
records management processes and actions for a given record or
set of records is enacted upon. Event Types are used in Cutoff Pro-
cessing as defined in the Cutoff Criteria: Enable Event for a Record
Container(s) and/or Record Item(s). Examples of Event based reten-
tion are Employee Terminates, Contract Ends, Asset Sold, Project
Ends, Legal Matter completes etc. Events typically are used with
Case Based Retention Record Categories.
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Table 9-1 Cutoff Types

Cutoff Type Description and Function

Period Based Cutoff

A Period Definition is a unit of time or frequency that defines
records management processes and actions. Periods are used in
Cutoff Processing as defined in the Cutoff Criteria: Enable Periods
for a Record Container(s) and/or Record Item(s). For more informa-
tion on Periods, see the Period Definitions help section.

Record Relationship
Based Cutoff

A Record Relationship is an association that links two or more
records. Record Relationships are used in Cutoff Processing as
defined in the Cutoff Criteria: Enable Relationships for a Record
Container(s) and/or Record Item(s). An example of Relationship
based cutoff is when records are superseded. For example, you
have an Employee Manual for 2013 and come out with a new one
for 2014. When a supersede relationship is created between these
records, the 2013 record is then eligible for cutoff.

Custom Script Based Cut-
off

Compliance Suite has the ability to leverage custom script files to
resolve unique cutoff requirements. The user can enter command
line syntax for execution in a text box. Custom scripts are used in
Cutoff Processing as defined in the Cutoff Criteria: Enable Scripts
for a Record Container(s) and/or Record Item(s).

Combination of Cutoffs

Compliance Suite has the ability to combine cutoff types. The cut-
off can be based on the combination of cutoff options (e.g., a com-
bination of Event Based Cutoff and Period Based Cutoff.

9.2 Assigning Cutoff Criteria to a Record Container

The cutoff is set when you assign the cutoff criteria in File Plan Builder and instantiate into a
record center. You can modify an existing container's cutoff criteria. With the proper security per-
missions, you can establish new containers that inherit the cutoff criteria from its parent container.
You can also override the Cutoff Criteria (see Step 3).
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1. From the target record container, select the Files tab. In the header ribbon, select New

Container.

SharePoint

BROWSE COMPLIANCE SUITE FILES LIERARY
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Mew Open & Check Out
Libraries (® new item or drag f
Recent

All Documents  Disposition
Site Provisioning
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Cutoff Reviewed Search i ADM-Administrat
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AUD-Audit

Figure 9-1 New Container Option

Optionally, you can assign cutoff in the File Plan Builder (FPB) or modify the cutoff for an

existing container using File Plan Builder.
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2. A New Folder dialog box opens with fields for creating a new container.

x
Create a new folder

MName * A
Specified 1D *

The Record Container's ID as specified by the File Plan administrator.
Description
Location
Disposition Authority *

Disposition Authority
Transfer or Accession to NARA Indicator * ﬂ

Transfer or Accession to NARA Indicator
Disposition Instruction Mame

The name of the selected Disposition Instruction
Case-Based Retention O

Case-Based Retention Flag
Supplemental Markings

Restricted
Vital Record Review Indicator [Jcontainer has vital record(s)

v

Cutoff Criteria Inherit from the parent container.

Figure 9-2 Create a New Container

3. Scroll down to the Cutoff Criteria field. By default, the child container displays the

Inherit the Cutoff Criteria from the parent container.

Cutoff Criteria Inherit from the parent container.
® Override the cutoff criteria.

[JEnable Events
[1Enable Periods
[]Enable Relationships

(] Enable Scripts

Figure 9-3 Cutoff Criteria

Save Cancel
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4. To enable event based cutoffs, check the Enable Event check box. The Select event
type(s): and Selected event types: fields are displayed. Select the event type(s) and click
the right arrow button (>). The event(s) is displayed in the Selected event types: box.

These following options only display if more than one event is selected:

e Click the radio button beside The first event will trigger the cutoff to indicate that

the first event will trigger the cutoff. The first event fulfilled is the only one acted on,
all other events are ignored.

e Click the All events must occur for cutoff radio button to indicate that all events
must occur to trigger the cutoff.
Cutoff Criteria
@ Override the cutoff criteria.
[#] Enable Events

Select event types Selected event types

Asset Sold Employee Leaves

L3
Matter 666 Completes ployee Terminates

oo B b 0
4 To Right |

@ All events must occur for cutoff

The first event will trigger the cutoff

Figure 9-4 Enable Events

5. To enable period-based cutoffs, check the Enable Periods check box. The Select the
period type: menu box is displayed. Click the period type for the cutoff. Options are

based on the period definitions that have been created (for example, Monthly, Daily, and
Yearly).

Figure 9-5 Enable Periods

6. To enable relationship based cutoffs, select the Enable Relationships check box. The
Select the relationship role: menu is displayed. Click the relationship type for the cutoff.
Options of cutoff relationship types are Superseded or Version. For example, you can have
version 1.0 of a record and a version 1.1 is added. Version 1.0 is now eligible for cutoff.

Note:

Version 1.1 is only related if a Version Relationship is created. It does not happen
automatically. Compliance Suite does not handle versions automatically.
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Cutoff Criteria
@ Override the cutoff criteria.
7] Enable Events
[F] Enable Periods

[¥] Enable Relationships

Select the relationship role:
Has versions(Hierarchical) F

[F] Enable Scripts
Figure 9-6 Enable Relationships

7. To enable script based cutoffs, check the Enable Scripts check box. The Enter the path-
name of the script: text box is displayed. Enter the pathname of the script (pathname is a
Uniform Naming Convention (UNC) path to a .bat or .ps1 file). To view more details on this
feature click on Advanced Help.

Figure 9-7 Enable Scripts

8. Click Save to create the new container. It is displayed in the record library container list.
Click Cancel to return to the record library container list without creating a new container.

9.3 Searching Records Due for Cutoff

Searching records due for cutoff functionality is available in a SharePoint Records Center with
Compliance Suite enabled.

Records Managers can search for cutoff records in two ways:

1. Search records that need cutoff review by utilizing the Due for Cutoff Review screen. You
can only search for records due for cutoff using this method.

2. Search records that have already been cut off by utilizing the Reviewed Cutoff Records
report. You can search for records that have been cutoff using this method.

9.3.1 Searching Records Due for Cutoff Review

To search for records Due for Cutoff Review, use the following procedure.
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1. select the Due for Cutoff Review icon in the header ribbon.
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Figure 9-8 Due for Cutoff Review Option

2. The Due for Cutoff Review screen enables users to specify the title for the report, which
will be listed as an entry in the Cutoff Search Reports, the eligibility date, and the names of
the sites to query for Records that are to be cut off.

Cutoff Report Title

Enter a unique friendly name for the title of this report.

Cutoff Eligibility Date

Select today's date or a future date. :ﬁ
Sites
Select sites containing cutoff records. [T] Site 78 Cutaff
[ Site 80 Cutoff
Submit J I Clear

Figure 9-9 Due for Cutoff Review

3. In the Cutoff Eligibility Date field, enter today's date or a future date that records will be
eligible for cutoff review.

4. (Required) In the Sites field, select the site or sites that you want to query for records
that can contain records due for cutoff.

5. Click Submit. The following message displays in the center pane. You can click the Cutoff

Search Reports link to view the report.
Report Submitted

Your report has been scheduled and will complete when the timer job completes. To view the status of your report, please
vizit the Cutoff Search Reports list.

Figure 9-10 Report Submitted Message

Note:
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A Timer Job is run to complete the report; otherwise, the status is pending. To see when
your status has changed from In Progress to Complete, refresh the window from the
Cutoff Search Reports list.

9.3.2 Start the Cutoff Process

After the Due for Cutoff Review runs and records are found, you can start the Cutoff Process.

1. Click the Cutoff Search Reports link.

[ Title Created Cutoff Eligibility Date

Figure 9-11 Cutoff Search Reports

Note:

You must refresh the screen to know when the Pending Status changes to Complete.

2. Click on the list entry that represents the report that was just run. The list of records that
are eligible for cutoff based on the search criteria displays.

3. Click the link for at least one item and click Start. The full path of the record is displayed
when you hover and look at the browser status bar. Clicking the link opens the record
(that is, the .docx, .txt, or CBR container).

Legal 1 - Copy ()bt i [ Dan Martinez ; | Bi@

Legal 1 - Copy 4).6¢ [ - %
4 RCCBR I

Legal 1 - Copy (@).6¢t

Legal 1 - Copy.tat

Legal Lt

Legal SubSiteA - Copy (216t

Ko« (1] » M pagesze 10 + Zitemsin1 pages

Figure 9-12 Starting a Review

4. Enter the name of a reviewer to approve the cutoff process. To verify the Reviewer is valid,
you must click the green check mark to the right of the viewer's name. Once you click
Start, the cutoff workflow task starts and an email notification is sent to the reviewer tell-
ing them they have to process the cutoff approval.

5. The following message displays in a popup window: Operation Completed Successfully.
Click OK and you are taken to the Cutoff Reviews list.
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9.4 Cutoff Reviews

Compliance Suite supports Cutoff Reviews. The tasks are created on the site from which the
search was created or executed. The report and all tasks are only created in the site where the
report was initiated. The users who have permission to complete this task include the Site Collec-
tion Admin, RMA Records Manager, RMA Administrators, the user Assigned To, and the Current
User who is in the Assigned To Group. These users can review, approve, or delete the Cutoff
Review workflow task by clicking the task link in the email received or by going to the Workflow
Task list.

Intended User: Users, Records Manager, Local Records Officer (LROs), Records Administrator
To view a list of all Cutoff Review Tasks:
1. Open a SharePoint Records Center with Compliance Suite enabled. The Welcome to

the Records Center view opens.

2. From the Record Center Lists, select Cutoff Reviews. You will see a list view of all Cutoff
Review Tasks defined in the current site.

The following table describes the Cutoff Reviews list and the functions associated with each
heading.

Table 9-2 Cutoff Reviews

List View Heading Description and Function
Title The name of the record or folder.
Cutoff Item URL URL of the cutoff item.

Cutoff Date Date the record was cutoff and closed.

Review Date The date the cutoff review was performed.

Reviewer Name of the person who performed the
cutoff review.

Review Status Status of cutoff review process for the
record.

Modified Date of the most recent modifications.

Cutoff Review Workflow Workflow status of the review.

9.4.1 Approving or Rejecting Cutoff Reviews

To approve or reject the workflow tasks for any item in the list. Use the following procedure to
approve or reject the details of an existing Cutoff Review Task item.
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1. From the Cutoff Reviews list, click the In Progress link in the Cutoff Review Workflow
field of the Cutoff Review Task you want to approve or reject. Only one Cutoff Review Task
can be selected at a time.

jAdemirastrtion/ Auditt tester_mike I Progress 13(15/201Z 10:19 AM In Frogress

Click tha In Progress link

Figure 9-13 Cutoff Review Task

2. Click the In Progress link to go to the Cutoff Review Workflow screen.

Workik Infurmation

Tasks

Workdlow History

Figure 9-14 Cutoff Review Workflow Screen

3. Click the title of a Task. In this example, click on the Cutoff Review record Cutoff Review
record Sample 1.docx report.

Figure 9-15 Selecting a Workflow Task
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4. The last step is to set the Cutoff Review Complete menu on the bottom of the screen to
Yes and to click on the Complete Task button. The record has now been approved for
cutoff and this sets the trigger date for aging once the timer jobs have been run.

Cutoff Review Workflow Task

Review Task
@ Approve
) Reject

Comments

Approved.

Cutoff Review Complete

Yes E|

[ Save ] [ Complete Task ]

Figure 9-16 Completing the Cutoff Review

9.5 Cutoff Search Reports

Compliance Suite supports Cutoff Search Reports. You can use the Search report to see what has
been processed for cutoff and what still needs to be processed by visiting the Cutoff Search
Reports list in the Record Center Administration site.

Compliance Suite provides the ability to Edit, View, or Delete existing Cutoff Search Reports. The
report is only created in the site where the report was initiated.

Intended User: Compliance Suite Administrators
To view a list of all Cutoff Search Reports:
1. Open a SharePoint Records Center with Compliance Suite enabled. The Welcome to the

Records Center view opens.

2. Select Cutoff Processing — Due for Cutoff Review from the header ribbon. A list view
of all Cutoff Search Reports defined in your site displays.

The following table describes the Cutoff Search Reports list and the functions associated
with each heading.

Table 9-3 Cutoff Search Reports

List View Heading Description and Function
Cutoff Report Title The name that was given for the report.
Cutoff Eligibility Date This is the date that was used as the cutoff date when the report

was generated (for example, the items in the report will fall in this
date range for cutoff).
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Table 9-3 Cutoff Search Reports

List View Heading

Description and Function

Sites Sites containing the cutoff records to review.

9.5.1 Viewing a Cutoff Search Report

When a user performs a cutoff search using the Due for Cutoff Review function, a Cutoff Search
Report list item is created in the Cutoff Search Reports list. To view an existing Cutoff Search
Report, you must view the Cutoff Search Report item.

1. From the Cutoff Search Report View, select the Cutoff Search Report you want to view.
Only one Cutoff Search Report can be selected at a time. When a Cutoff Search Report is
selected, the List Tools — Items opens in the header ribbon.

List Tools

@j ) - g

= o
Attach  Workflows Approve/Reject  Ilike Tags &
¥ Delete Item File It Motes

MNew Manage

| Version History

: &3 ttem Permissions

Mew Mew Vi Edit
Item » Folder Item Item
Warkflows

Actions Tags and Motes

Lists View Item

Created Cutoff Eligibility Dat

Period Definitiol View the selected item.

(12/21/2012) & vew 12/19/2012 10:18 AM  12/21/2012

Alerts CutoffReview002 (12/31/2012) & vew 12/18/2012 4:49 PM 12/31/2012
Access Rul » -

ChEmS BInes Cutoff_01 (12/30/2012) & wew 12/18/2012 3:18 PM 12/30/2012

Vital Site Subscriptions

Report1238 (12/26/2012) &inew 12/18/2012 3:16 PM 12/26/2012
Vital Record Reports i i N H

Report1237 (12/31/2012) new 12/18/2012 3:10 PM 12/31/2012
Vital Record Reviews i

Cutoff1240 (12/31/2012) zEnew 12/18/2012 1:36 PM 12/31/2012

Cutoff Site

Subscriptions g Add new item

Micmacitinan Tacke

Figure 9-17 Cutoffs - View Item Selection

2. Select View Item button on the header ribbon. The Cutoff Report Search Results dialog
box opens, displaying the selected Cutoff Search Report details.

Drag a column header and drop it here o group by that column

Record / Review Start

§ . - .

Container s Site Library Container Status Workfiow Reviewer

s s s
Test Correspondence  MonRoot12000- ’ )
Jan Rangel
T CubSite S Record Lib A Container 01 Completed 9\( Y]
Test RMA sample MNonRoot12000- : )
. Jan Rangel )

1.docx CubSite 5 Record Lib A Container 01 Completed E.V 4]

W41 | LA Pagesize: 10 ~ 2 items in 1 pages

Figure 9-18 Viewing the Cutoff Search Report Details Dialog Box
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9.5.2 Deleting a Cutoff Search Report

To remove an existing Cutoff Search Reports from your site, you must delete the Cutoff Search
Reports item.

1. From the Cutoff Search Reports List screen, select the Cutoff Search Report that you
want to delete. When a report is selected, the List Tools — Items opens in the header rib-
bon.

Site Actions ~ @¥  Browse

gl = Version History 1]
= E = E j () A
N T & ttem Permissions = Y -
Mew Mew View Edit Attach  Waorkflows Approve/Reject  ILike Tags &
Item~ Folder Item Item )( Delete [terk File It Notes
Mew Manage Actions Workflows Tags and Motes
Lists [} eleE Hiem Created Cutoff
Period Definitions Delete the selected item or items, i -

A
Alerts CutoffReview002 (12/31/2012) &new

Access Rules

Cutoff_01 (12/30/2012) & nHew

Vital Site Subscriptions Report1238 (12/26/2012) & new 12/1 16 BM 12/26/
Vital Record Reports —
2 [¥] Reporti237 (12/31/2012) @ new 12/18/2012 3:10 PM 12/31/

Vital Record Reviews

Cutoff1240 (12/31/2012) £ new 12/18/2012 1:36 PM 12/31/
Cutoff Site
Shibsonntions 4 Add new item

Disposition Tasks

Figure 9-19 Cutoffs: Delete Item Selection
2. Click the Delete Item button on the header ribbon. A prompt opens asking Are you sure
you want to send the item(s) to the site Recycle Bin?

3. Click OK and the Cutoff Search Report(s) is deleted and removed from the Cutoff Search
Reports list or click Cancel to return to the Cutoff Search Reports list screen without
deleting the selected Cutoff Search Report(s).

9.6 Cutoff Review Workflows

Compliance Suite Records Managers can use a cutoff workflow to assist in the process of review-
ing cutoff records. Compliance Suite Records Managers can start workflows and view workflow
task history by the following methods:

e Starting workflows from the dialog box

e Viewing workflow task history from the workflow task list

9.6.1 Running a Cutoff Review Workflow

Compliance Suite Records Managers can run Cutoff Review Workflows on the selected cutoff
record containers and records that need review by viewing past search reports from the Cutoff
Search Reports list.

To start a Cutoff Review workflow:
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1. Select Site Contents and then Cutoff Search Reports.

SharePol

Mewsfeed SkyDrive Sites [IEIELITHISSINE o S 4

) SHARE Yy FoLlow o)

Lists, Libraries, and other Apps & SITEWORKFLOWS ~ $£¥ SETTINGS 5 RECVCLE BIN (0)

& add an app

Business Operations
11 items.
Modified 4 days ago
Cutoff Search Reports e Disposition Tasks Drop Off Library Email Dropzone
2items oldn Oitems f‘ 1item 'l oitem
Modified 10 days ago « Modified 4 weeks ago ‘ Maodified 2 weeks ago ! Meadified 4 weeks ago
—

"As Of" Search Reports Access Rules Alerts
tem

Modified 4 days ago

1 item 1item

Modified 4 weeks ago Modified 5 days ago

Content and Structure
Reports

Cutoff Reviewed Search
Reports

Cutoff Reviews
Ditems

7 items Meodified 4 weeks age
Madified 4 weeks ago

0Oitems

Modified 4 weeks aga

GimmalSoft Column Access
Control

Oitems

period Definitions

2 weeks ago

Modified 4 weeks aga

Reusable Content

Filing Locations Form Templates

Medified 10 days ago I Medified 2 months ago

Record Library Related Records
. m .

Modified 2 weeks ago Modified 2 weeks ago

i
|
3

Figure 9-20 Selecting Cutoff Search Reports

2. Click Cutoff Search Reports to see reports, as follows:

[ Title Created Cutoff Eligibility Date Status Created By

Administrative Personnel (1/24/2013) mwew 1/24/2013 Pending tester_mike

Legal contracts 2010 (2/9/2013) wwew Complete tester_mike
Site (1/15/2013) &wew

EndOfYear (12/31/2012)

Complate tester_mike

Complate er_mike

Due For Cutoff as of: (12/21/2012) 10:18 AM Complete sr_mike
CutoffReview002 (12/31/2012) 2 4:49 PM Complete tester_mike
Cutoff_01 (12/30/2012) 2012 3:18 FM Complete tester_mike
Report1238 (12/26/2012) 12/18/2012 3:16 PM Complete tester_mike
Cutoff1240 (12/31/2012) 12/18/2012 1:36 PM 12/ Complete tester_mike

Figure 9-21 Cutoff Search Reports

3. After clicking an entry in the Cutoff Search Reports link, the following screen displays.

Drag a column header and drop it here to group by that column

Record f Review Start

. . - _
G - Site Library Container <tatus T Reviewer
' i 's '
Test Correspondence  MonRoot12000- . .
Jan Rangel
sam ple 2.doo Subsite 5 Record Lib A ‘Container 01 Completed 5\( 6N
Test RMA sample MonRoot12000- - .
Jan Rangel R
N SubSite 5 Record Lib A Container 01 Completed 2.7 57
W 4 |1 | LR | Page sizes 10 =~ 2 items in 1 pages

Figure 9-22 Cutoff Search Report Details

4. Check the Start Workflow check box on each cutoff record to review, enter the name of
the reviewer, and check the reviewer's name by clicking the check mark beside the name.
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Note:

The RMA Records Managers, RMA Local Record Officers, or RMA Administrators can
perform this action.

5. Click Start to start the workflow.
6. When the window with the following message displays, click OK.

Operation Completed Successfully
Workflow(s) started successfully!
\ oK |

Figure 9-23 Successful Operation Message

The Search Reports screen displays.

9.6.2 Reviewing Cutoff Workflow Tasks

After the record or container Cutoff Process has started, a cutoff records workflow starts. The
assigned reviewer for the workflow task can review the Cutoff Review Workflow task by accessing
the Workflow Task list.

To review a workflow task via the Workflow Task list, follow these steps.

1. Select Cutoff Processing and then Due for Cutoff Review from the header ribbon.

2. Select an entry in the list and click on the workflow task. Scroll down and click on the Cut-
off Reviews List link.

Note:

Views can be created for this list to group workflows based on status as shown in the
following figure.

Record Center Site » Workflow Tasks + All Tas}

Status : Completed (4]

Figure 9-24 Cutoff Workflows
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3. The Workflow Task dialog box displays. In the Review Task field, click Approve to
approve the workflow or Reject to reject the workflow. Enter optional comments in the

Comments field.

Cutoff Review Workflow Task

Title

(& This workflow task applies to Legal 1 - Copy (4).txt

Legal 1 - Copy (4).tt

Review Task

@ Approve

© Reject

Comments

Approved.

Cutoff Review Complete

ves[x]

I

[ Save Complete Task ]

m

Figure 9-25 Cutoff Review Workflow Task

4. To indicate that the cutoff review is complete, select the item and choose Edit. Click Com-
plete Task and select Yes. A Task saved successfully... message displays.

Cutoff Review Workflow Task

Title

Comments

G/J This workflow task applies to Legal 1 - Copy (4).1xt

Legal 1 - Copy (4).txt

Review Task

@ Approve

© Reject

Approved.

Cutoff Review Complete

Yas [+ ]

Task saved successfully.

m

Save

J

Complete Task

Figure 9-26 Completing a Workflow Task

To save the Workflow task without completing the cutoff review, click No in the Cutoff

review complete field.
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5. Click the X in the upper right corner of the title bar to close the task.

6. Once a workflow is completed, the Cutoff Review Workflow status column in the Due
for Cutoff Review View screen is updated to Completed.

Figure 9-27 Workflow Completed Status

9.7 Compliance Suite Reverse Cutoff

Compliance Suite Reverse Cutoff functionality allows users to clear the cutoff date of a record or
a Case Based Retention record container allowing them to appear in Due for Cutoff Review
searches again.

To perform or start and not implement Compliance Suite Reverse Cutoff:

1. Select Cutoff Processing and then Reverse Cutoff from the header ribbon.

BROWSE COMPLIANCE SUITE PAGE
oy +1 -] "
G Hre T et ¥
=] P i bt g e M Jp B & - s i
Event Add/Run Global Manage Recurting Global  Due for Cutoff Reviewed Cutoff Reverse Due for Vital Reviewed Vital — Schema Schema Mapping Configure Transfer Configure Transfer View and Del
Management Hold Holds Review Records Cutoff Review Records Mappings Editor Export Import Trar

Event Management Holds Cutoff Processing Vital Records Transfers

Site Contents

Welcome to the Records Center

5 Use this site to submit and find important documents that should be stored for long term archival. Submitted records

Iy
Figure 9-28 Selecting Reverse Cutoff

2. The Compliance Suite Reverse Cutoff screen displays. Click the Select Record or Con-
tainer button.

Record or Record Container

i Select Record or Container

Select a Record or a Record Container

Cancel

Figure 9-29 Select Record or Container

3. When the Select an Asset dialog box displays, select the record or Case Based Retention
record container you want to reverse cutoff.

Compliance Suite (Feature-Activated) User Guide 153



15 January 2019

4. Click OK or click Cancel to cancel the operation and return to the Compliance Suite
Reverse Cutoff screen.
Select an Asset x
Current Location: Development Records Center Non-Root 1 at http://kerbdev.devdomain.gimmal.com/sites/legal
1-15 ¥
~
[ "As Of Search Reports Type Title Modified Created By
[M Access Rules
I Alerts m “As Of" Search Reports 7/16/2013
[l Business Operations m Access Rules 7/17/2013
M Content and Structure Reports m Alerts 7/16/2013
c eviewed Search Repc )
M Cutoff R ¢ Search Reports | Business Operations 8/1/2013
[ Cutoff Re:
I Cutoff Search Reports m Content and Structure Reports 7/16/2013
¥| Disposition Tasks m Cutoff Reviewed Search Reports 7/16/2013
ry Drop Off Library m Cutoff Reviews 7/16/2013
o ail Dronz
Email Dropzone m Cutoff Search Reports 2/1/2013
] Filing Locations N
v Disposition Tasks 7/16/2013
 Form Templates
] GimmalSoft Column Access Contrq “D Drop Off Library 7/28/2013
M Period Definitions e Email Dropzone 7/16/2013
(@) Record Library Filing Locations 8/1/2013
MR d Records
. o Form Templates 6/3/2013
M Relationship Types
[T Reusable Content ] GimmalSoft Column Access Control 7/16/2013 e
Location (URL): | /sites/legal/ 3
Insert Cancel

Figure 9-30 Select an Asset

5. The Compliance Suite Reverse Cutoff screen displays, showing the URL of the record or
Case Based Retention (CBR) record container under the Select Record or Container but-
ton. If the CBR Container is closed, you are prompted to reopen the container.

Record or Record Container
Select a Record or & Record Container huskeckRecud cedopinioery)
/The Record Library TEST/RC-A/Legal 1 - Copy (3).txt
Reverse Cutoff | I Cancel
Figure 9-31 Reversed Container
Note:

If you select a container that does not contain records or CBR containers, the message
that is displayed in the Select a Record or a Record Container field says: The selection is
invalid. Only CBR-Categories, or records in non-CBR Categories, can be selected. Click the
Reverse Cutoff button to reverse cutoff on the record or Case Based Retention record
container or Cancel to cancel the operation and return to the Records Center home
screen.
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6. Click the Reverse Cutoff button to reverse cutoff on the record or Case Based Retention

record container or Cancel to cancel the operation and return to the Records Center
home screen.

Record or Record Container

Select 3 Record or a Record Container luSetec Record ar, Containess)
Reverse cutoff has been applied successfully.

| Cancel |

Figure 9-32 Successful Reversed Cutoff Message

7. To implement reverse cutoff on more than a single item click on the Select Record or
Container button to repeat the reverse cutoff process, or click Cancel to cancel the oper-
ation and return to the Records Center home screen. If you do a cutoff on a CBR con-
tainer you can optionally open the container.

Compliance Suite (Feature-Activated) User Guide 155



15 January 2019

10 Disposition Processing

Disposition is the last stage in the record life cycle where records are disposed. There are two
ways to dispose of records: transfer and destruction. A records disposition program provides for
the effective and efficient management of records no longer needed in office space to conduct
current business. It has three main objectives:

1. The prompt disposal of temporary records whose authorized retention periods have
expired

2. The timely and systematic transfer to economical storage of records no longer needed in
office space but not yet eligible for final disposition

3. The identification and transfer of permanent records to offsite storage

Compliance Suite enables disposition processing through its File Plan Builder tool. File Plan
Builder is a tool to create and manage a file plan that supports your organization's records man-
agement policies. Compliance Suite allows administrators and records managers to create and
modify retention schedule policies for record containers by setting Disposition Instructions in File
Plan Builder. A retention schedule specifies how long a record stays (is retained) in a phase and
when the record transitions to the next phase. Disposition Instructions are instructions that
define what to do with records at certain points in their lifecycle. Disposition Instructions consist
of lifecycle stages that define duration specifications (for example, 2 Months) and disposition
actions (e.g., Delete Record) to be performed when the duration specification is met. For more
information on File Plan Builder, see the latest version of the File Plan Builder Administration
Guide.

Compliance Suite Disposition Processing consists of the following steps:

1. Compliance Suite records manager creates a Disposition Action. A Disposition Action
defines the technical parameters of the action to be taken as part of the disposition pro-
cess.

2. Compliance Suite records manager creates Disposition Instructions.

3. Compliance Suite records manager applies Disposition Instructions to a file plan con-
tainer.

4. Disposition Instructions are translated into a SharePoint information management policy
for expiration.

5. Retention stages are defined as part of Disposition Instructions and are applied to the file
plan container.

6. Compliance Suite records manager sets a Cutoff Date. Compliance Suite uses the Cutoff
Date as the default date for Disposition Processing, but Compliance Suite administrators
and records managers can set different dates at their discretion.

7. A GimmalSoft Compliance Suite Disposition Metadata Timer Job updates the disposition
metadata from the disposition objects onto the SharePoint folders and records.
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8. An Information Management Policy Timer Job processes records periodically/nightly, and
those records that become eligible enter into the first Disposition Stage. For Compliance
Suite, all disposition actions are workflows.

9. A Compliance Suite Disposition Task Workflow creates a task that links to its correspond-
ing record or record folder.

Intended User: Compliance Suite Administrator, Records Manager

10.1 Compliance Suite Disposition Workflows

Compliance Suite enables Compliance Suite records managers to add and customize disposition
workflows.

Note

Before a Disposition Workflow is selected, it must be associated with the library.

The following tables describe the Compliance Suite Disposition Workflows and Advanced Dispo-
sition Workflows.

Table 10-1 Disposition Workflows

Disposition Workflow

Name Description

Delete Record and Metadata | Removes all document versions and metadata. Deletes a
record upon confirmation.

Delete Record, Retain Meta- | Deletes record but retains the record's metadata. Deletes
data record upon confirmation.

Transfer Record Transfers record out of SharePoint to the UNC destination loca-
tion that is specified in the transfer location of the Workflow Set-
tings. For more information on transferring records, see the
Transfers help section.

Transfer Record, Delete Transfers record to a NARA-approved format, then deletes
Record and Metadata record and metadata. Deletes record upon confirmation.
Transfer Record, Delete Transfers record to a NARA-approved format, then deletes

Record and Retain Metadata | record and retains record's metadata. Deletes record upon
confirmation.
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Table 10-2 Advanced Disposition Workflows

Advanced Disposition

Workflow Name

Description

Advanced Delete Record and
Metadata

Removes all document versions and metadata. Provides
advanced options to either confirm the deletion or to sup-
press it allowing for automatic disposition.

Advanced Delete Record,
Retain Metadata

Deletes record but retains the record's metadata. Provides
advanced options to either confirm the deletion or to sup-
press it allowing for automatic disposition.

Advanced Transfer Record

Transfers record out of SharePoint to the UNC destination
location that is specified in the transfer location of the Work-
flow Settings. For more information on transferring records,
see the Transfers help section.

Advanced Transfer Record,
Delete Record and Metadata

Transfers record to a NARA-approved format, then deletes
record and metadata. Provides advanced options to either
confirm the deletion or to suppress it allowing for automatic
disposition.

Advanced Transfer Record,
Delete Record and Retain
Metadata

Transfers record to a NARA-approved format, then deletes
record and retains record's metadata. Provides advanced
options to either confirm the deletion or to suppress it allow-
ing for automatic disposition.

Note:

The advanced workflows are available only if activated. Please see the latest version of the
Compliance Suite Installation Guide for more information.

10.1.1 Adding and Customizing Delete Record Disposition Workflows

To add a Compliance Suite Delete Record Disposition Workflow, perform the following steps:
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1. Add a workflow: From the target record container, click the Library tab in the header rib-
bon; then select Workflow Settings and Add a Workflow.

SharePoint Newsfeed SkyDrive Sites SharePointy £ 2

BROWSE | FLES ‘ LIBRARY

€ sHaRE Yy Fouow ool

v O wame
ADM-Administration
AUD-Audit
COR-Corporate

HR-Human Resaurces

[T Modify View . Current Views g + Export to Excel g @
E G 828 o - F B E we @
[if] Creste Column ~ All Documents  ~ e o Open with Explorer - =
View Quick  Creste Tegsd&  Emaila Mlet  RSS  MostPopular Connectto Comnectto FormWeb Edit NewQuick Library Shared Workow
Edit  View Navigate Up Current Page Notes Unk  Me. Fees  mms Outiook  Office~ Parts. Lbrary  Step  Seftings With Seffings.
View Format. Manage Views Tags and Notes Share & Track Connect & Export Customize Library Workfiow Settings
Add a Workflow
: £ .
ord files B 5 =
@ new item or drag files here Creste a Workflow: in SharePoint Designer
All Documents  Disposition = Find a file o Create a Reusable Workiow in SharePoint Designer

ITS-Information Technology Services

Modified  Modified By

- July 29 Jan Rangel
.. luly29 Jan Rangel
e July 29 Jan Rangel

.« August 1 Jan Rangel

. July29 Jan Rangel

Figure 10-1 Add a Workflow

The Add a Workflow dialog box displays with fields for adding a new workflow.

Settings

Content Type

Select the type of items that will
run the workflow. If the workflow
that you want to add is a content
type workflow, select the name of
the content type.

Workflow

Select a workflow to add to this
document library. If a workflow is
missing from the list, your site
administrator may have to
publish or activate it

MName

Enter a name for this workflow.
The name will be used to identify
this workflow to users of this
document library.

Add a Workflow o

Run on items of this type:

This List

The type that you select filters the list of workflow templates.

Select a workflow template:

Advanced Compliance Suite Delete Record and Metadata
Advanced Compliance Suite Delete Record, Retain Metadata

Advanced Compliance Suite Transfer Record

Advanced Compliance Suite Transfer Record, Delete Record and Metadata v
Advanced Compliance Suite Transfer Record, Delete Record, Retain Metadata

~

Description:
Advanced Compliance Suite Transfer Record

Enter a unigue name for this workflow:

Transfer Workflow

Figure 10-2 Add a Workflow dialog box

2. In the Content Type field, select All in the Run on items of this type: menu box.

3. In the Workflow field, select the workflow that you want to use. The Advanced workflow
options only display if they have been activated.

4. (Required) In the Type a unique name for this workflow field, type a unique name for

the workflow.
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Note:

If you are using File Plan Builder to associate the Disposition Instruction, the name
employed here must match the Disposition Action in File Plan Builder.

10.

11.

In the Task List field, select Disposition Tasks.
In the History List field, select Workflow History.
In the Start Options field, click:

e Allow this workflow to be manually started by an authenticated user with Edit
item permissions if you want to allow the workflow to be manually started by an
authenticated user with Edit permissions

e Require Manage List Permissions to start the workflow if you want to require the
Manage List Permissions to start the workflow

e Start this workflow when a new item is created if you want to start the workflow
when a new item is created

e Start this workflow when this item is changed if you want to start the workflow
when the item is changed.

Click Next to add the workflow.

The Customize the GimmalSoft Compliance Suite Advanced Delete Record And
Metadata Workflow or Customize the Compliance Suite Delete Record - Retain
Metadata Workflow screen, depending on which workflow you added, is displayed with
fields for customizing the workflow.

In the Specify a Task List field, select the Disposition Task Last in the Disposition Task
List menu box. Selections include: Disposition Tasks and Workflow Tasks.

In the Specify a Destruction Certificate Container field, click Create a Destruction Cer-
tificate if you want to create a Destruction Certificate for the record container. Ensure you
have previously created a Destruction Certificates container in a Destruction Certificates
record library that will store Destruction Certificates. Click Browse and select the location
for the Destruction Certificate record container in the Destruction Certificate Record
Container field. The Select an Asset dialog box opens. Select the container in which you
want to store the destruction certificates in the Destruction Certificates Library and
click OK. The location of the Destruction Certificate container is displayed in the Destruc-
tion Certificate Record Container field.

Note:

Be sure that you do not select a closed record container as the target for the disposition
certificates.

12.

In the Require a Delete Confirmation Page field:
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a. Select Delete Confirmation Required if you want to require a Delete Confirmation
Page.

b. If you selected an Advanced workflow, select Remove All Confirmations if you want
all confirmations removed.

13. Click Associate Workflow to create the workflow or click Cancel to cancel the operation
without adding a new workflow.

10.1.2 Adding and Customizing Transfer Record Disposition Workflow

To add a Compliance Suite Transfer Record Disposition Workflow, perform the following steps:

1. Add a workflow: From the target record container, select the Library tab in the header rib-
bon; then select Workflow Settings and Add a Workflow.

The Document Library Settings — Add a Workflow screen is displayed with fields for
adding a new workflow.

2. In the Content Type field, select All in the Run for Items of this type.

3. In the Workflow field, select Compliance Suite Transfer Record or Advanced Compli-
ance Suite Transfer Record. The Advanced workflow options only appear if they have
been activated.

4. (Required) In the Type a unique name for this workflow field, type a unique name for
the workflow.

Note:

If you are using File Plan Builder to associate the Disposition Instruction, the name
employed here must match the Disposition Action in File Plan Builder.

5. In the Task List field, select Disposition Tasks in the Select a task list field.
6. Inthe History List field, select Workflow History in the Select a history list field.
7. In the Start Options field, click:

e Allow this workflow to be manually started by an authenticated user with Edit
item permissions if you want to allow the workflow to be manually started by an
authenticated user with Edit permissions

e Require Manage List Permissions to start the workflow if you want to require the
Manage List Permissions to start the workflow

e Start this workflow when a new item is created if you want to start the workflow
when a new item is created

e Start this workflow when this item is changed if you want to start the workflow
when the item is changed

8. Click Next to add the workflow.
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10.

11.

12.

13.

14.

The Customize the Compliance Suite Transfer Record Workflow screen displays with
fields for customizing the Compliance Suite Transfer Record Disposition Task workflow.

In the Specify a Task List field, select a Transfer Task List. The options are Disposition
Tasks and Workflow Tasks.

In the Specify a Confirmation Receipt List field, select a list where confirmation receipt
details can be entered. The options are Disposition Tasks and Workflow Tasks.

In the Select Schema Mappings File field, select a Schema Mappings File. Compliance
Suite options are Date Received, NARA, Basic Export Schema and Transfer Record.

(Required) In the Specify a Transfer Location field, enter a network drive to serve as an
output destination for transferred records.

The Transfer Location is the network file location where the records and their metadata
will be exported. The Transfer Location Network Path details should be provided by
your Compliance Suite Administrator.

Click Associate Workflow to create the workflow or click Cancel to cancel the operation
without adding a new workflow.

10.1.3 Adding and Customizing Record, Delete Record and Metadata
Workflow

To add a Compliance Suite Transfer Record, Delete Record and Metadata Disposition Workflow,
perform the following steps:

1.

Add a workflow: From the target record container, select the Library tab in the header rib-
bon. Select Workflow Settings and then Add a Workflow.

2. The Document Library Settings — Add a Workflow dialog box is displayed with fields
for adding a new workflow.

3. Inthe Content Type field, select All from the Run on items of this type menu. This is the
default selection.

4. In the Workflow field, select Compliance Suite Transfer Record, Delete Record and
Metadata or Advanced Compliance Suite Transfer Record, Delete Record and Meta-
data. The Advanced workflow options only appear if they have been activated.

5.  (Required) In the Type a unique name for this workflow field, type a unique name for
the workflow.

Note:

If you are using File Plan Builder to associate the Disposition Instruction, the name
employed here must match the Disposition Action in File Plan Builder.

6.
7.

In the Task List field, select Disposition Tasks in the Select a task list: field.
In the History List field, select Workflow History in the Select a history list: field.
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8. In the Start Options field, click:

e Allow this workflow to be manually started by an authenticated user with Edit
item permissions if you want to allow the workflow to be manually started by an
authenticated user with Edit permissions

e Require Manage List Permissions to start the workflow if you want to require the
Manage List Permissions to start the workflow

e Start this workflow when a new item is created if you want to start the workflow
when a new item is created

e Start this workflow when this item is changed if you want to start the workflow
when the item is changed

9. Click Next to add the workflow.
10. The workflow screen displays with fields for customizing the workflow.

11. In the Specify a Transfer Confirmation Task List field, select a Transfer Confirmation
Task List. This is the list where transfer tasks are created. The options are Disposition Tasks
and Workflow Tasks.

12. In the Specify a Confirmation Receipt List field, select a list where confirmation receipt
details can be entered. The options are Disposition Tasks and Workflow Tasks.

13. In the Specify a Task List field, select a Transfer Task List. The options are Disposition
Tasks and Workflow Tasks.

14. In the Select Schema Mappings File field, select a Schema Mappings File. The options
are Date Received, NARA, Basic Export Schema, and Transfer Record.

15. (Required) In the Specify a Transfer Location field, enter a network drive to serve as an
output destination for transferred records.

The Transfer Location is the network file location where the records and their metadata
will be exported. The Transfer Location Network Path details should be provided by your
Compliance Suite Administrator.

16. In the Specify a Destruction Certificate Container field, click Create a Destruction Cer-
tificate if you want to create a Destruction Certificate for the record container.
Ensure that you have previously created a Destruction Certificates container in a Destruc-
tion Certificates record library that will store Destruction Certificates.

17. Click Browse and select the location for the Destruction Certificate record container in
the Destruction Certificate Record Container field. The Select an Asset dialog box opens.

18. Select the container in which you want to store the destruction certificates in the Destruc-
tion Certificates Library and click OK. The location of the Destruction Certificate container
is displayed in the Destruction Certificate Record Container field.

19. In the Require a Delete Confirmation Page field:

a. Select Delete Confirmation Required if you want to require a Delete Confirmation
Page.

b. If you selected an advanced workflow, select Remove All Confirmations if you want
all confirmations removed.
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20. Click Associate Workflow to create the workflow or click Cancel to cancel the operation
without adding a new workflow.

10.1.4 Adding and Customizing Transfer Record, Delete Record and
Retain Metadata Workflow

To add a Compliance Suite Transfer Record, Delete Record and Retain Metadata Disposition
Workflow, perform the following steps:

1. Add a workflow: From the target record container, select the Library tab in the header rib-
bon; then select Workflow Settings and Add a Workflow.
The Document Library Settings — Add a Workflow screen is displayed with fields for
adding a new workflow.
2. Inthe Content Type field, select All in the Run on items of this type menu.

3. In the Workflow field, select Compliance Suite Transfer Record, Delete Record and
Retain Metadata or Advanced Compliance Suite Transfer Record, Delete Record and
Retain Metadata. The Advanced workflows only appear if they have been activated.

4. (Required) In the Type a unique name for this workflow field, type a unique name for
the workflow.

Note:

If you are using File Plan Builder to associate the Disposition Instruction, the name
employed here must match the Disposition Action in File Plan Builder.

5. In the Task List field, select Disposition Tasks.
In the History List field, select Workflow History.
In the Start Options field, click:

e Allow this workflow to be manually started by an authenticated user with Edit
item permissions if you want to allow the workflow to be manually started by an
authenticated user with Edit permissions

e Require Manage List Permissions to start the workflow if you want to require the
Manage List Permissions to start the workflow

e Start this workflow when a new item is created if you want to start the workflow
when a new item is created

e Start this workflow when this item is changed if you want to start the workflow
when the item is changed

8. Click Next to add the workflow.

Compliance Suite (Feature-Activated) User Guide 164



15 January 2019

9. The workflow displays with fields for customizing it.

Figure 10-3 Customize Screen

10. In the Specify a Task List field, select a Transfer Task List. The options are Disposition
Tasks and Workflow Tasks.

11. In the Specify a Confirmation Receipt List field, select a list where confirmation receipt
details can be entered. The options are Disposition Tasks and Workflow Tasks.

12. In the Select Schema Mappings File field, select a Schema Mappings File. The options
are Date Received, NARA, Basic Export Schema and Transfer Record.

13. (Required) In the Specify a Transfer Location field, enter a network drive to serve as an
output destination for transferred records. The Transfer Location is the network file loca-
tion where the records and their metadata will be exported. The Transfer Location Net-
work Path details should be provided by your Compliance Suite Administrator.

14. In the Specify a Destruction Certificate Container field, click Create a Destruction Cer-
tificate if you want to create a Destruction Certificate for the record container.

Ensure you have previously created a Destruction Certificates container in a Destruction
Certificates record library that will store Destruction Certificates.

15. Click Browse and select the location for the Destruction Certificate record container in
the Destruction Certificate Record Container field. The Select an Asset dialog box
opens.

16. Select the container in which you want to store the destruction certificates in the Destruc-
tion Certificates Library and click OK. The location of the Destruction Certificate container
is displayed in the Destruction Certificate Record Container field.

17. In the Require a Delete Confirmation Page field:

a. Select Delete Confirmation Required if you want to require a Delete Confirmation
Page.
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b. If you selected an advanced workflow, select Remove All Confirmations if you want
all confirmations removed.

18. Click Associate Workflow to create the workflow or click Cancel to cancel the operation
without adding a new workflow.

10.1.5 Removing a Compliance Suite Disposition Workflow

To remove a Compliance Suite Disposition Workflow, perform the following steps:

1. From the target record container, click the Library tab in the header ribbon. Select Work-
flow Settings and then select Workflow Settings. The Document Library Settings —
Workflow Settings screen displays.

2. Select Remove, Block, or Restore a Workflow.

3. The Workflows screen displays. Locate the workflow(s) you want to remove and click the
Remove radio button(s).

Figure 10-4 Workflows Screen

4. Click OK to remove the workflow(s) or Cancel to cancel the operation without removing
the workflow(s).

10.2 Disposition Workflow Tasks

Compliance Suite enables Compliance Suite records managers to add, edit, view, and delete dis-
position workflow tasks. All of the tasks involved with a Disposition Workflow Task are recorded in
the Disposition Tasks list that is associated with the workflow. The Disposition Workflow Tasks list
is designated when the workflow is added to a list, library, or content type. The following table
describes the Disposition Tasks list and a description of each heading.
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Note

Disposition workflows must be run in English as an English user.

Table 10-3 Disposition Tasks

List View Heading Description

Content Type Type of Disposition Task. The options are Disposition Task,
Transfer Task, and Confirmation Task.

Title Unique identifier used to further differentiate the Disposition
Task from other Disposition Tasks.

Status Status of the Disposition Task. The options are Not Started, In
Progress, Completed, Deferred, and Waiting on someone else.

Priority Priority of the task. The options are (1) High, (2) Normal and
(3) Low.

% Complete Completion percentage of the Disposition Task.

10.2.1 Processing a Disposition Workflow Task

To process an existing Disposition Workflow Task, perform the following steps.

1.

From the Disposition Tasks — All Tasks screen, select the Disposition Workflow Task you
want to process.

You can only process one Disposition Workflow Task at a time. There are two ways to pro-
cess a Disposition Workflow Task.

e Click ... twice to display the menu and click Edit Item.

e Select List Tools — Items tab. Select the item and select the Items tab. In the header
ribbon, select Edit Item. The Workflow Task dialog box displays.

In the Disposition field, click Delete this record or container to delete the record or
container or click Do not delete this record or container if you do not want to delete the
record or container. Enter optional comments in the Comments field.

Click OK to process the Disposition Workflow Task or Cancel to return to the Disposition
Tasks — All Tasks list without processing the selected Disposition Workflow Task.

10.2.2 Viewing a Disposition Workflow Task

To view the details of an existing Disposition Workflow Task, you must view the Disposition Work-
flow Task item.
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1. From the Disposition Tasks — All Tasks screen, select the Disposition Workflow Task
that you want to view. You can only view one Disposition Workflow Task at a time. There
are two ways to view a Disposition Workflow Task.

e Click ... to display the open menu and click View Item.

e Select the item to view and click the Items tab. In the header ribbon, select View
Item. The Disposition Tasks View dialog box displays.

kol

Figure 10-5 Disposition Tasks

2. From the Disposition Task View, you can edit, delete, or manage permissions of the
selected Disposition Workflow Task.

3. Click Close to return to the Disposition Tasks — All Tasks screen.

10.3 Retention Schedule Policy

Retention schedule, also known as retention rules, specifies how long a record stays (is retained)
in a phase and when the record transitions to the next phase. A retention schedule can be driven
by time, event, or event time. Event time means that when a specified time has taken place after a
particular event has happened; a record has to move out of the current phase and into the next
phase. The time does not start calculating until the particular event has taken place (e.g., the clos-
ing of a case or project or the termination of a task or employee).

Compliance Suite allows administrators and records managers to create and modify retention
schedule policies for record containers by setting Disposition Instructions in “Disposition Process-
ing” on page 156. Disposition Instructions consist of lifecycle stages that define duration specifi-
cations (e.g., 2 Months) and actions (e.g., Delete Record) to be performed when the duration
specification is met. For more information refer to the chapter "Disposition Processing” on

page 156.
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11 Bulk Task Processing

Compliance Suite’s Bulk Task Processing feature allows you to process Cutoff Review tasks in the
Workflow Tasks list or Disposition/Transfer tasks in the Disposition Tasks list in bulk. Bulk Task
Processing differs from Bulk Processing in that Bulk Processing focuses on metadata, while Bulk
Task Processing focuses on not only metadata changes related to the tasks but task completion as
well. It provides a context-aware interface that allows for bulk metadata updates and completion
of tasks in bulk that are for tasks that are going through a cutoff review or disposition process.

Because there can be numerous tasks to process in Bulk Task Processing, it is done asynchro-
nously and a saved report named as you desire contains all of the results.

Intended User: Records Manager, Compliance Suite Administrator

11.1 Configuring Custom Columns for Bulk Task Processing

If you have added custom columns to the Workflow task list and/or the Disposition task list and
want them to appear in the Bulk Task Processing component, follow the steps below.

1. Navigate to Central Administration > Compliance Suite > Bulk Task Processing Set-
tings. The Bulk Task Processing Settings page displays.

D Bulk Task Processing Settings

Figure 11-1 Bulk Task Processing Settings Page

Note:

If the Bulk Task Processing Settings link does not appear, activate the Gimmal
Compliance Suite - Bulk Task Processing farm feature. Refer to the Compliance Suite
Installation Guide for information to perform this task.

2. Enter the desired Task List Name and Column Internal Name in the Bulk Task Process-
ing Settings field. For example, if you added a column to the Disposition Tasks list named
Deferred, the format to enter would be Disposition Tasks: Deferred.

You can enter up to three column names at a time. Click + next to the field name to dis-
play additional fields to enter additional column names.
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3. If you want to apply these column names to multiple task lists, simply replace the task list
name with an asterisk.

Bl Task Frocessng Settngs r ]
=y Diponition Taskathose 1 :]

(Rookle ] 2] = &

gt [

Figure 11-2 Applying Columns to Multiple Task Lists
4. Click Save.

Navigate to Site Contents > Disposition Tasks to verify that the configured column dis-
plays display in the column lists.

You can also access Bulk Task Processing to ensure that the columns display in the
desired task tabs.

e W [}

Figure 11-3 Verifying Configured Columns in Bulk Task Processing Tabs
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11.2 Cutoff Review Tasks

Follow these steps to process cutoff review tasks in bulk from the Workflow Tasks list:

1. Select Site Contents > Workflow Tasks. The current Workflow Tasks screen displays.

Workflow Tasks

@ Mew
Al Tasks
+« 0O

L]

task

spigned To eee Fired an item

Active Tasio By A
AOInE Tasho By RS

Riviea Vital Recond Contanar
Fittpsy Ahundermin 12 comeiih/utes,MonRoot 1 2000 MNonR oL 1 2000
SubSstend TALR20uSD AL k2 0 TAL
Bview Vital Becord Contaner
it a sl A0 1.2, COMmt-46,751 1 fonfcodld
TA YT
Finviesw Vital Record Contaner:
hittpessthunder win 1 2 comcidsites,MNonfoat 1 2000 Monfioot 1 2000-
SubSite M TALRI0uSDAITAL S0P E% 20000 E

Cutoff Rewew Container Container Events
Cutoff Review record JR ‘Wond 1.doc
Cutaff Renew recard IR Paint 1.png

Cutoff Rewiew record JR pdf 1,pdf

Jan Rangel

Jan Rangel

Jan Rangel

Jan Rangel

Jan Fangel

Jan Rangel

Jan Rangel

Figure 11-4 Workflow Tasks

2. Select Bulk Task Processing from the Compliance Suite ribbon bar.
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Figure 11-5 Selecting Bulk Task Processing from the Compliance Suite Ribbon Bar
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The Bulk Task Processing page displays the Cutoff Review Task tab.

Fagr oy

Figure 11-6 Bulk Task Processing - Cutoff Review Task Tab

3. (Required) Enter a title to help you identify this batch of bulk task processing in the Bulk
Task Report Title field.

4. Select the Review Task that you want to perform in bulk on these items. In the previous
figure, Approve is selected.

5. Enter any Comment about this batch of bulk task processing, which is applied to each
item you select for processing.

6. Review this task's items available for processing in the lower part of the page. You can also
click on the Library or Container links to review an item. You can also filter the items in
the fields across the top of the item list.

7. Click the check box in the upper left of the items to select all items for processing or indi-
vidually select them. The select all check box selects all items across all pages for a specific
tab and not just the visible items on the page. If you select multiple items on different
pages, the selection is preserved when submitting items for bulk processing. For example,
your page size is 10 and you have three pages. If you select one item on pagel and then
two items on page 3, all three items are processed.

Note:

If you select all items and there are more than 1000, a message displays asking if you
want to select all tasks.
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8. Click Bulk Task Processing at the bottom or top of the page. The items are queued to be
processed by the Bulk Task Processing Timer job.The following message displays:

GimmalZoft Compliance Suite - Bulk Task Processing Timer Job started Successfully
Click here to view the Bulk Task Processing List. It will show the status of Bulk Task Processing Report.

Figure 11-7 Successful Bulk Task Processing Message

9. Click the link to display the Bulk Task Processing Report page and view the status. You can
also go to Site Contents > Bulk Task Processing Report to view the status at any time.

Bulk Task Processing Report o

(® new item
Bulk Task Processing Report  All ltems == Find an itemn j o
v Title Status Items To Process
Delete Records 9/10/15 (9/10/2015) Completed 0
Transfer Record (9/21/2015) Completed 0
Cutoff Review (9/29/2015) 3 Pending 1

Figure 11-8 Bulk Task Processing Report Page and Status

10. Click the Cutoff Review report to view the items that were processed.

Bulk Task Processing Report - [Cutoff Review (9/29/2015)]
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Figure 11-9 Bulk Task Processing Report - Cutoff Review

11.3 Disposition Tasks

Disposition tasks indicate the action to take on a record at the end of its lifecycle. Compliance
Suite offers the following disposition tasks:

e Delete Record and Metadata

e Delete Record, Retain Metadata

e Transfer Record - Transfer Task

e Transfer Record, Delete Record and Metadata

e Transfer Record, Delete Record, Retain Metadata
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Important!

You must navigate to a Disposition Task List before selecting Bulk Task Processing in the
Compliance Suite ribbon bar. You receive an error message if you have not selected a list.

The task types display on the Disposition Task, Transfer Task, or Transfer Confirmation tabs in Bulk
Task Processing. Each tab displays the items related to that tab type, along with the specific meta-
data that can be entered.

Note:

The Disposition Task, Transfer Task and Transfer Confirmation tabs only display if
there are transfer tasks that are Not Started in the Disposition Task list.

Figure 11-10 Disposition Task Tab
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11.4 Accessing Disposition Lists
You can navigate to the Disposition Tasks List by one of the following ways:

e Click Lists to the far right of the Compliance Suite tool bar and selecting Disposition

Tasks
£t

Bulk: Tazk List=
Processing -

w

OO0 &=a0O00084080838408

Period Definitions

Alerts

Gimmal%oft Column Access Control
Related Records

Relationship Types

Filing Locations

Access Rules

Wital Record Reports

Wital Record Reviewed Search Reports
Wital Record Reviews

Schema Mappings

Disposition Tasks

Cutoff Reviewed Search Reports
Cutoff Search Reports

Cutoff Reviews

Bulk Task Processing Report

Figure 11-13 Compliance Suite Lists
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e Select Site Contents > Disposition Tasks. The Disposition Tasks page displays the

records queued for disposition processes.
Disposition Tasks @
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Figure 11-14 Sample Disposition Tasks List

e Click Bulk Task Processing from the Compliance Suite ribbon bar.
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Figure 11-15 Selecting Bulk Task Processing from the Compliance Suite Ribbon Bar
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The Bulk Task Processing page displays with a tab for each task type from the Disposition Task
List.
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Figure 11-16 Bulk Task Processing Page

11.4.1 Processing Disposition Tasks

Disposition tasks allow you to delete the record and metadata or delete the record and retain the
metadata. Follow these steps to process disposition tasks in bulk:

1. If not already selected, select the Disposition Task tab.

2. (Required) Enter a title to help you identify this batch of bulk task processing in the Bulk
Task Report Title field.

3. Select the option that you want to perform in bulk on these items, which is applied to
each item you select for processing. In the previous figure, Delete Record or Container is
selected for Disposition.

4. Enter any Comment about this batch of bulk task processing, which is applied to each
item you select for processing.

5. Review this task type's items available for processing in the lower part of the page. You
can click on the Library or Container links to review an item to ensure an item is ready for
disposition. You can also filter the items in the fields across the top of the item list.
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Important!

Be sure you are ready to delete items in the Disposition Task list! The only way to retrieve
them is to restore your system.

6. Click the check box in the upper left of the items to select all items for processing or indi-
vidually select them. The select all check box selects all items across all pages for a specific

tab and not just the visible items on the page.
If you select multiple items on different pages, the selection is preserved when submitting

items for bulk processing. For example, your page size is 10 and you have three pages. If
you select one item on page 1 and then two items on page 3, all three items are processed.
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Figure 11-17 Selecting Items for Processing
Note:

If you select all items and there are more than 1000, a message displays asking if you
want to select all tasks.

7. Click Bulk Task Processing at the bottom or top of the page.

Bulk Task Processing

Figure 11-18 Bulk Task Processing Button

8. The items are queued to be processed by the Bulk Task Processing Timer job. The follow-
ing message displays:

GimmalSoft Compliance Suite - Bulk Task Processing Timer Job started Successfully
Click here to view the Bulk Task Processing List. It will show the status of Bulk Task Processing Report.

Figure 11-19 Successful Bulk Task Processing Message
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9. Click the link to display the Bulk Task Processing Report page and view the status

Bulk Task Processing Report @

(® new item

Bulk Task Processing Report

Find an item 0

All tems  se-

L itle Status tems To Process

Delete Records 9/10/15 (9/10/2015) %  Running 2

Figure 11-20 Bulk Task Processing Report Page and Status

10. Navigate to the Bulk Task Processing Reports page and select the report you created once
it completes to observe that the disposition task was successful.

Bulk Task Processing Report - [Delete Records 9/10/15 (9/10/2015)]

(s W

Complance Soite Compliancs Suite
Fapcoed 1.80cx Fapcord Cortnr Bulk Toet Libeary Roct Folder Deporition Tak Dedrte Kpcord and Dwirte Recoed and Succrabal
rtadaty hrtadaty
Complance Sufe Compliance Sute
Fapcord Lasgn Fpooed Confies Bulk Tek Liboary Rost Folder Desponition Task Dwbete Rpcord, Retsen  Dwbete Recoed, Rtain Sasccwrishal
tadaty bhetacaty
LI BOM Peesos W T 2 e 1 pages

Figure 11-21 bulk Task Processing Report - Delete Records

11.4.2 Processing Transfer Tasks

Transfer tasks allow you to perform the following transfer tasks in bulk:

Transfer Record - Transfer Task

[ ]
e Transfer Record, Delete Record and Metadata
e Transfer Record, Delete Record, Retain Metadata

From the Disposition Tasks page, follow these steps to process transfer tasks in bulk:

1. Select Bulk Task Processing from the Compliance Suite header ribbon.
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2. Navigate to the Transfer Task tab in Bulk Task Processing.

Tranfer Task

Figure 11-22 Transfer Task Tab

3. (Required) Enter a title to help you identify this batch of bulk task processing in the Bulk
Task Report Title field.

4. Select transfer tasks enabled with the desired Workflow Name. You can select Compli-
ance Suite Transfer Record, Transfer Record, Delete Record and Metadata, or Transfer
Record, Delete Record, Retain Metadata.

5. Click the check box in the upper left of the items to select all items for processing or indi-
vidually select them. The Select all check box selects all items across all pages for a spe-
cific tab and not just the visible items on the page.

If you select multiple items on different pages, the selection is preserved when submitting
items for bulk processing. For example, your page size is 10 and you have three pages. If
you select one item on page 1 and then two items on page 3, all three items are processed.

Note:

If you select all items and there are more than 1000, a message displays asking if you
want to select all tasks.

6. Click Bulk Task Processing at the bottom of the page.

Bulk Task Processing

Figure 11-23 Bulk Task Processing Button
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The items are queued to be processed by the Bulk Task Processing Timer job. The following
message displays.

GimmalZoft Compliance Suite - Bulk Task Processing Timer Job started Successfully

Click here to view the Bulk Task Processing List. It will show the status of Bulk Task Processing Report.

Figure 11-24 Successful Bulk Task Processing Timer Job Message

7. Navigate to the Bulk Task Processing Reports page and select the report once its status is
complete. You can also go to Site Contents > Bulk Task Processing Report to view the
status at any time.

8. Return to the Disposition Task List and observe that the confirmation task(s) now displays.
Select Bulk Task Processing from the Compliance Suite header ribbon.

10. Select the Transfer Confirmation task tab. The items that you previously processed for
transfer now display in the list.

Figure 11-25 Transfer Confirmation Task Tab
11. Enter a descriptive name for the report in Bulk Task Report Title, select the Date of
Receipt for the Transfer, and enter any Comments.
12. Click Bulk Task Processing at the bottom of the page.

13. Navigate to the Bulk Task Processing Reports page and select the report you created once
it completes to observe that the transfer confirmation task was successful.
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Bulk Task Processing Report - [Transfer Record (9/21/2015)]
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Figure 11-26 Bulk Task Process Report - Transfer
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12 Email Management

Email Management functionality is available within a SharePoint Records Center with Compli-
ance Suite enabled. To use Email Management features, Compliance Suite must be installed and
the Compliance Suite Email Management, Compliance Suite Email Management Service Applica-
tion Installer, and Compliance Suite Email Management Service Application Installer features must
be active.

Email is the de facto standard for business communication and as such, email messages and
attachments must adhere to your organization's records management policies. Compliance Suite
Email Management enables users to upload and file email messages and attachments as records
within your organization's file plan in a SharePoint Records Center. Users can file an email mes-
sage with attachment(s) as a single record or opt to file the email message and attachment(s)
separately as unique records.

Compliance Suite uses the following content types, libraries, and service application administra-
tion features for the implementation of Email Management:

1. Record Content Types

e Email Upload: Content type used by Email Management to upload email messages
into the Email DropZone library. Email Upload uses Email Header Mappings to
automatically assign values to select site columns based on the email header informa-
tion. Email Header Mappings is configured by the Compliance Suite Administrator.

e Email Record: Content type used to file email messages in a SharePoint Records Cen-
ter. Email Record does not use the Email Header Mappings to automatically assign
values to select site columns based on the email header information. After an Email
Upload item is filed into a Filing Location (Record Container) within a SharePoint
Records Center, the Email Upload item content type should be changed to Email
Record to enable records management capabilities.

e See Compliance Suite Record Content Types help for more details.
2. Administration Configuration

e Email Header Mappings: For Email Upload content types, maps the information con-
tained in an uploaded email's header to an Email Upload site column. When a user
uploads a new email into the Email DropZone library, the mapped site column values
are automatically populated based on the email header definition. By default upon
installation, To, CC, BCC, Subject, DateSent, and DateReceived are mapped.

e Manage Email Distribution Lists: For Email Upload content types, defines the Share-
Point users included in an email distribution list. If the email message contains an
email distribution list in the To, CC, or BCC site columns, when a user uploads a new
email into the Email DropZone library the corresponding Expanded To, Expanded
CC, and Expanded Bcc fields will be updated to include all SharePoint users defined
in the Email Distribution List - Distribution List Members configuration.

3. Email DropZone Document Library
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e SharePoint Document Library used to upload email messages (with or without attach-
ments) for filing into a SharePoint Records Center.

Email Management supports two methods for initiating the upload of email messages with or
without attachments into the Email DropZone library:
1. User initiated upload of an email message (.msg) manually from the file system into the
Email DropZone library.

2. Third party tool to upload an email from your email management system (e.g. Microsoft
Outlook) directly into the Email DropZone library.

Intended User: End User; Records Manager

12.1 Uploading and Filing an Email Message as a Record

Prior to filing an email message as a record in your file plan, the email message must be
uploaded to a library by an end user either manually from the file system or directly from your
email management system (e.g. Microsoft Outlook) through the use of a third party tool. Email
DropZone is provided to distribute emails to additional lists.

12.1.1 Uploading an Email Message

To manually upload an email message (.msg) into the Email DropZone library:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
2. Select the Email Dropzone library from the Quick Launch.

3. From the Email Dropzone library, there are two ways to initiate uploading a new email
message.

e Select New Item at the top of the list.
e Click Library on the header ribbon; then select Upload Document.

4. Browse your local or network drive to select the saved email message (.msg) you want to
upload. Click OK.

e The selected email message (.msg) is uploaded into the Email Dropzone library and
checked out to the user.
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5. An Email Dropzone - Email Upload Edit Properties dialog box opens with fields for
updating the new Email Upload item.

ﬂ Tha docurmant was upioaded accessilly and & Chiscond oot o yow. Chisdee Bhat She Sedds bolow' ane comect and that a8
rincp i fedch ang e oo, The e will rol B acoesalda o offes usan urll you chisck in

Comphanoe Suwbe Email Dooumentab

ammaSott

i [T

3B

Figure 12-1 Email DropZone Message

6. Enter values for all required fields. Optional fields can be assigned values as needed.

e (Required) Name is automatically entered based on the uploaded email message file
name.

e (Required) Enter Originating Organization.

See Compliance Suite Record Content Types for more details on Email Upload fields (site

columns).

7. Click Check In or Save and the Email Upload item is updated and checked in.

Compliance Suite (Feature-Activated) User Guide 186



15 January 2019

8. Click Cancel to return to the Email Dropzone library without updating or checking in the
Email Upload item.

9. After the new Email Upload item is saved and checked in:
e The Email Header Mappings configurations are applied.

e Any Email Distribution Lists assigned to the To, CC, and/or BCC fields are expanded
to the assigned distribution list members (SharePoint users) in the corresponding
Expanded To, Expanded CC, and Expanded Bcc fields.

e The Email Upload item is now ready to be filed into a Filing Location (file plan).

12.1.2 Filing and Email Message as a Record

After the email message has been uploaded as an Email Upload content type to the Email Drop-
zone library by an end user either manually from the file system or through the use of a third
party tool, the email message is ready to be filed into a Filing Location (file plan).

If the uploaded email message has attachments that you want to file separately, the attachments
should be filed as individual records before you file the email message. See Filing an Email
Attachment Separately help for more details.

To file the email message from the Email Dropzone library:

1. From the Email Dropzone library, select the Email Upload item you would like to file as a
record. Only one Email Upload item can be selected at a time.
2. Select the Move Record link from the action menu for the Email Upload item.

3. The Move Selected Record dialog box is displayed.

Move Selected Record

1 Movie a Record

3

of Contalner &

L3

=
5
o D RTREL Al ROR Rietand | |||r.|rr Lol aiter A

Cancel Subwrnit

Figure 12-2 Move Selected Record
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Select a Filing Location to file the email message

Click Submit to file the email message to the selected filing location. The email mes-
sage will be removed from the Email Dropzone library. The email message will be
displayed in the selected Filing Location's corresponding Record Container.

Click Cancel to close the dialog box and return to the Email Dropzone library without
filing the email message.

4. If you selected Submit in step 3,

Select the Library that corresponds to the selected Filing Location for the Email
Upload item.

Navigate to and select the Email Upload item you filed in Step 3. In SharePoint 2013,
you must select the item and click the Documents tab.

Select Edit Properties on the header ribbon or from the action menu for the Email
Upload item. The Record - Edit Properties dialog box will open.

(Required) Change the Content Type from Email Upload to Email Record. This is
required to enable records management capabilities for the email message record.

Click Save to save the Content Type change.

Click Cancel to close the dialog box without saving the Content Type change. If you
cancel without changing the Content Type, the email message record will not be
enabled to work with all records management capabilities.

12.2 Filing an Email Attachment as a Record

If an uploaded email message contains one or more attachments, each attachment can be filed
separately as an individual record.

To individually file an attachment contained within an email message from the Email Dropzone

library:

1. From the Email Dropzone library, select the Email Upload item that contains one or more
attachment(s) you would like to file as records. Only one Email Upload item can be
selected at a time.
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2. Select File Attachment Separately... link from the action menu for the Email Upload
item.
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Figure 12-3 Record Relationship Administration Menu

The Filing Attachment Separately dialog box displays.

Filing Attachment Separately

Select Attachment

O Cancal

Figure 12-4 Filing Attachment Separately Dialog Box

e Select the Available Attachments you want to file as a record. The Available Attach-
ments options are based on all attachments contained within the selected Email
Upload content. Only one Available Attachments option can be selected.

e Click OK to continue filing the selected email attachment.

e Click Cancel to close the dialog box and return to the Email Dropzone library without
filing the email attachment.

3. If you selected Ok in step 3,

e A Record Relationship with the Relationship Type of Attachments will be created
between the Email Upload item (email message) and the new Record item (email
attachment).
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e The Record - Edit Properties dialog box will open. Enter the record metadata for the
email attachment you are filing. See Working with Records help for more details on
record metadata (site columns).

e C(lick OK to file the email attachment and close the Record - Edit Properties dialog
box.

e Click Cancel to close the dialog box and return to the Email Dropzone library without
filing the email attachment. The email attachment will be temporarily filed in the
Drop Off Library for further editing and record declaration.

4. If you selected Ok in step 4,
e The email attachment will be filed as a record into the selected Filing Location.

e The email attachment will be removed as an attachment within the Email Upload item
(email message).

5. Repeat Steps 2 - 5 for each email attachment you want to file separately.
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13 Transfers

Transfers functionality is available within a SharePoint Records Center with Compliance Suite
enabled. To use the Transfer features, Compliance Suite must be installed and the Compliance
Suite Transfer Base feature must be active. In addition, by default you must be a member of the
RMA Records Managers SharePoint group. However, the default group permission can be
changed by your Compliance Suite Administrator to meet your organization's records manage-
ment policies.

Transfers provide the functionality to import and export record content and metadata into and
out of SharePoint Record Centers. Transferring out of your SharePoint Records Center enables the
archiving of records to a Network File share, where they can then be sent for long-term storage
based on your organization's records management policies. In addition, transferring into your
SharePoint Records Center enables migration from legacy record repositories.

Transfers are used to support:

e Disposition Stage/Actions: A record's disposition processing can include a disposition
action that executes a transfer workflow to exports records from a SharePoint Records
Center. See Disposition Processing help documentation for further details.

e User Initiated Export of Records: A records manager can configure and execute a one-
time export of records based on a Record Library, Record Container, and/or Record
Item.

e User Initiated Import of Records: A records manager can configure and execute a one-
time import of records.

e History of Transfers: A records manager can view past and upcoming scheduled trans-
fers.

Compliance Suite uses the following pages and lists for the implementation of Transfers:

e Schema Mappings: Creating a new Schema Mapping that is used for Transfer
Exports.

e Schema Mapping Editor: Updating and viewing of existing Schema Mappings.

e Schema Mappings List: Creating, updating, viewing, and deleting Schema Mappings.
However, it is not recommended to use this list for creating or updating a Schema
Mapping. The preferred method for creating a new Schema Mapping is the Schema
Mappings page. The preferred method for updating an existing Schema Mapping is
the Schema Mapping Editor page.

e Configure Transfer Export: Configuring a one-time only export of records from a
SharePoint Records Center to a network file share.

e Configure Transfer Import: Configuring a one-time only import of records into a
SharePoint Records Center from a network file share.

e View and Delete Scheduled Transfers: Displaying all scheduled transfer activities
and their status. This view includes one-time transfer exports, one-time transfer
imports, and transfer exports launched from a disposition processing task.
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Before the Records Manager configuring and scheduling a transfer export or import, the Compli-
ance Suite Administrator must configure a shared network file location. Please contact your Com-
pliance Suite Administrator for details on your organization's network file location(s).

Intended User: Records Manager

13.1 Schema Mappings

Compliance Suite supports user defined Schema Mappings for transferring records from a Share-
Point Records Center. Schema Mappings are the SharePoint items that define the site column
(metadata) configuration and .xml format when exporting records either to National Archives and
Records Administration (NARA) or to another records management archival system based on
your organization's records management policies or for an ad-hoc export of records. Schema
Mappings use a combination of Transfer Export Type (Transfer for Export or Transfer to NARA)
and GimmalSoft Content Type to define the metadata that will be exported.

Compliance Suite provides the ability to create, edit, view, or delete Schema Mappings.
Intended User: Records Manager
To access the Schema Mapping views:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
2. To access the Schema Mappings list view:
e Select Libraries from the Quick Launch to display a list of all Site Contents.

e Select the Schema Mappings list. You see a list view of all Schema Mappings defined
within your Site Collection.

3. There are two ways to access Schema Mappings view:
e Select the Schema Mappings list from the Site Contents page.

e Select Settings and then select Site Settings. Select Schema Mappings under the
Compliance Suite section.

4. To access Schema Mapping Editor view, select Settings and then select Site Settings.
5. Select Schema Mapping Editor under the Compliance Suite section.

The default Schema Mappings List view displays a list of all Schema Mappings defined within
your Site Collection. The following table describes the Schema Mappings List view with a
description of each heading that is displayed when the view opens.

Table 13-1 Schema Mappings List

List View Heading Description

Title Descriptive name that differentiates the Schema Mapping from other
Schema Mappings in the Schema Mappings List.
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Table 13-1 Schema Mappings List

List View Heading Description

Configuration Type | Defines the type of export for the Schema Mapping.

On the Schema Mappings and Schema Mapping Editor pages the Con-
figuration Type is labeled Select Transfer Export Type. The Config-
uration Type determines the Required metadata fields that will be
included in the export for each GimmalSoft Content Types or any con-
tent type that inherits from the RMA Record. Any metadata field that
is not Required is considered Optional and can be configured for inclu-
sion in the export by the user.

Values: Transfer for Export; Transfer to NARA

13.1.1 Schema Mapping Configuration Type and GimmalSoft Content
Type Mapping

Compliance Suite Transfers is configured with a predefined mapping of Configuration Type also
referred to as Transfer Export Type to GimmalSoft Content Type Required metadata fields.
This predefined mapping defines the GimmalSoft Content Type site column (metadata) fields
that will always be exported based on a Schema Mapping item's selected Configuration Type/
Transfer Export Type. The predefined mapping cannot be altered. The GimmalSoft Content
Types include RMA Record and any content types that inherit from RMA Record.

The GimmalSoft Content Type Optional metadata fields included in each export are configured
by a records manager based on your organization's records management policies. The Optional
metadata fields are based on the available metadata fields that have not been defined as required
for each GimmalSoft Content Type. All Organizational Defined Content Types that inherit from
RMA Record will have their unique metadata listed as Optional metadata fields. In addition, all
organizational defined fields added to standard GimmalSoft Content Types will be listed as
Optional metadata fields. See 13.1.2 Creating a Schema Mapping for details on configuring
Optional metadata fields.
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The following table describes the predefined mapping of Configuration Type/Transfer Export
Type options (Transfer to Export and Transfer to NARA) to GimmalSoft Content Type Required

metadata fields.

Content Type

Transfer to Export

Table 13-2 Configuration/Transfer Export Types

Transfer to NARA

RMA Record e Document ID; XML Element e Document ID; XML Element
Name: @Recordldentifier Name: @Recordldentifier
e Subject; XML Element Name: | e Subject; XML Element Name:
@Title @Title
e Author; XML Element Name: | e Author; XML Element Name:
@Creator @Creator
e Media Type; XML Element e Media Type; XML Element
Name: @Media Name: @Media
e Format Type; XML Element e Format Type; XML Element
Name: @Format Name: @Format
e Publication Date; XML Ele- e Publication Date; XML Ele-
ment Name: @DatePub- ment Name: @DatePub-
lished lished
e Date Filed; XML Element
Name: @DateFiled
e Originating Organization;
XML Element Name: @Origi-
natingOrganization
e Supplemental Markings; XML
Element Name: @Supple-
mentalMarkingList
Correspondence No Required Fields No Required Fields
Record
Digital Photo Corre- No Required Fields No Required Fields
spondence Record
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Content Type
Digital Photo Record

Transfer to Export

e Document ID; XML Element

Name: @Recordldentifier

Caption; XML Element Name:
@Caption

Photographer; XML Element
Name: @Photographer

Copyright; XML Element
Name: @CopyRight

Bit Depth; XML Element
Name: @BitDepth

Image Size; XML Element
Name: @ImageSize

Image Source; XML Element
Name: @ImageSource

Compression; XML Element
Name: @Compression

International Color Consor-
tium/Image Color Manage-
ment (ICC/ICM) Profile; XML
Element Name: @ICCMPro-
file

Exchangeable Image File For-
mal (EXIF) Information; XML

Element Name: @EXIFInfor-
mation

Table 13-2 Configuration/Transfer Export Types

Transfer to NARA

e Document ID; XML Element

Name: @Recordldentifier

Caption; XML Element Name:
@Caption

Photographer; XML Element
Name: @Photographer

Copyright; XML Element
Name: @CopyRight

Bit Depth; XML Element
Name: @BitDepth

Image Size; XML Element
Name: @ImageSize

Image Source; XML Element
Name: @ImageSource

Compression; XML Element
Name: @Compression

International Color Consor-
tium/Image Color Manage-
ment (ICC/ICM) Profile; XML
Element Name: @ICCMPro-
file

Exchangeable Image File For-
mal (EXIF) Information; XML

Element Name: @EXIFInfor-
mation
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Content Type

Email Record

Transfer to Export
e Document ID; XML Element
Name: @Recordldentifier

e From; XML Element Name:
@Sender

e To; XML Element Name:
@PrimaryAddress

e CC; XML Element Name:
@SecondaryAddress

e BCC; XML Element Name:
@HiddenAddress

e Subject; XML Element Name:

@Subject

e Date Sent; XML Element
Name: @SentTimeStamp

e Date Received; XML Element
Name: @ReceivedTime-
Stamp

Table 13-2 Configuration/Transfer Export Types

Transfer to NARA

e Document ID; XML Element
Name: @Recordldentifier

e From; XML Element Name:
@Sender

e To; XML Element Name:
@PrimaryAddress

e CC; XML Element Name:
@SecondaryAddress

e BCC; XML Element Name:
@HiddenAddress

e Subject; XML Element Name:
@Subject

e Date Sent; XML Element
Name: @SentTimeStamp

e Date Received; XML Element
Name: @ReceivedTime-
Stamp

Email Upload

e Document ID; XML Element
Name: @Recordldentifier

e From; XML Element Name:
@Sender

e To; XML Element Name:
@PrimaryAddress

e CC; XML Element Name:
@SecondaryAddress

e BCC; XML Element Name:
@HiddenAddress

e Subject; XML Element Name:

@Subject

e Date Sent; XML Element
Name: @SentTimeStamp

e Date Received; XML Element
Name: @ReceivedTime-
Stamp

e Document ID; XML Element
Name: @Recordldentifier

e From; XML Element Name:
@Sender

e To; XML Element Name:
@PrimaryAddress

e CC; XML Element Name:
@SecondaryAddress

e BCC; XML Element Name:
@HiddenAddress

e Subject; XML Element Name:
@Subject

e Date Sent; XML Element
Name: @SentTimeStamp

e Date Received; XML Element
Name: @ReceivedTime-
Stamp

Non-Electronic Corre-
spondence DoD
Record

No Required Fields

No Required Fields
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Content Type

Non-Electronic DoD
Record

Transfer to Export

No Required Fields

Table 13-2 Configuration/Transfer Export Types

Transfer to NARA

No Required Fields

PDF Correspondence
Record

No Required Fields

No Required Fields

PDF Record

e Document ID; XML Element
Name: @Recordldentifier

e Producing Application; XML
Element Name: @Producin-
gApplication

e Producing Application Ver-
sion; XML Element Name:
@ProducingApplicationVer-
sion

e PDF Version; XML Element
Name: @PDFVersion

e Creating Application; XML
Element Name: @Creatin-
gApplication

e Document Security Settings;
XML Element Name: @Docu-
mentSecuritySetting

e Document ID; XML Element

Name: @Recordldentifier

e Producing Application; XML

Element Name: @Producin-
gApplication

e Producing Application Ver-

sion; XML Element Name:
@ProducingApplicationVer-
sion

e PDF Version; XML Element

Name: @PDFVersion

e Creating Application; XML

Element Name: @Creatin-
gApplication

e Document Security Settings;
XML Element Name: @Docu-
mentSecuritySetting

Scanned Correspon-
dence Record

No Required Fields

No Required Fields

Scanned Record

e Document ID; XML Element
Name: @Recordldentifier

e Scanned Image Format and
Version; XML Element Name:
@ScannedlmageFormatAnd-
Version

e Image Bit Depth; XML Ele-
ment Name: @ImageBit-
Depth

e Image Resolution; XML Ele-
ment Name: @ImageResolu-
tion

e Document ID; XML Element
Name: @Recordldentifier

e Scanned Image Format and
Version; XML Element Name:
@ScannedimageFormatAnd-
Version

e Image Bit Depth; XML Ele-
ment Name: @ImageBit-
Depth

e Image Resolution; XML Ele-
ment Name: @ImageResolu-
tion

Web Correspondence
Record

No Required Fields

No Required Fields

Compliance Suite (Feature-Activated) User Guide

197




15 January 2019

Content Type
Web Record

Transfer to Export

e Document ID; XML Element
Name: @Recordldentifier

e Web File Name; XML Ele-
ment Name: @FileName

e Web Platform; XML Element
Name: @WebPlatform

e Web Site Name; XML Ele-
ment Name: @Web-
SiteName

e Web Site Uniform Resource
Locator (URL); XML Element
Name: @WebSiteURL

e Capture Method; Element
Name: @CaptureMethod

e Capture Date; XML Element
Name: @CaptureDate

e Content Management Sys-
tem; XML Element Name:
@ContentManagementSys-
tem

e Contact; XML Element Name:
@Contact

Table 13-2 Configuration/Transfer Export Types

Transfer to NARA

e Document ID; XML Element
Name: @Recordldentifier

e Web File Name; XML Ele-
ment Name: @FileName

e Web Platform; XML Element
Name: @WebPlatform

e Web Site Name; XML Ele-
ment Name: @Web-
SiteName

e Web Site Uniform Resource
Locator (URL); XML Element
Name: @WebSiteURL

e Capture Method; Element
Name: @CaptureMethod

e Capture Date; XML Element
Name: @CaptureDate

e Content Management Sys-
tem; XML Element Name:
@ContentManagementSys-
tem

e Contact; XML Element Name:
@Contact

13.1.2 Creating a Schema Mapping

Before records can be exported using the Transfers feature, a Schema Mapping must be created.
The Schema Mapping is required for the Configure Transfer Export page and to configure any
of the Transfer workflows launched during Disposition Processing.

1. Open the Schema Mappings page. The dialog box opens with fields for creating a new
Schema Mapping.

Compliance Suite (Feature-Activated) User Guide 198



15 January 2019

Titla *

Salact Transter Dxport Typa Transtar for Expest

Salact Gimmal Contant Type RMA Racerd

Required Inchuded Element fame

..........

optional Trechiciad

Create Cancel

Figure 13-1 Schema Mappings Page

2. (Required) Enter the Title. The Title is a descriptive identifier for the new Schema Map-
ping. The Title is displayed on the Schema Mappings List and in the Schema Mapping
menu on the Schema Mapping Editor page as well as in the Select Schema Mappings
File menu on the Configure Transfer Export page.

3. (Required) Select the Select Transfer Export Type.
e This field defines the type of export for this Schema Mapping

e The available options are Transfer for Export and Transfer to NARA. The default
selected option is Transfer for Export.

e The selected option determines the Required metadata fields that will be included in
the export. Any metadata field that is not listed as Required will be displayed as an
Optional metadata field that can be configured for inclusion in the export for each
GimmalSoft Content Type or any content type that inherits from RMA Record.

e The selected option in combination with the Select Gimmal Content Type field
defines the Required and Optional metadata displayed on the page. Refer to 13.1.1
Schema Mapping Configuration Type and GimmalSoft Content Type Mapping for
more details.

4. (Required) Select the Select Gimmal Content Type.

e This field is a menu-based content types within your Site Collection that inherit from
RMA Record content type. The default selected option is RMA Record.

e In combination with the selected Select Transfer Export Type, this field updates the
Required and Optional metadata displayed on the page.

Title * Help Documantation for Schama Mapping
Select Transter [xpart Type Transter for Export -

Select Gimmal Content Type RMA. Record v

Figure 13-2 Gimmal Content Type
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5. View the Required metadata fields. The Required metadata fields will be automatically
included in any export based on this Schema Mapping. The displayed Required metadata
fields for each Select Gimmal Content Type option are based on the selected Select
Transfer Export Type and cannot be changed. Refer to the Schema Mapping Configura-
tion Type and GimmalSoft Content Type Mapping help documentation for more details.

6. Select the Optional metadata fields to include in any export based on this Schema Map-
ping. The displayed Optional metadata fields for each selected Select Gimmal Content
Type option are the available metadata fields that are not listed as Required. To select
any of the Optional metadata fields:

e (Required) Select the Include check box to the right of the Optional metadata field
name.

e (Required) Enter the Element Name in the text box to the right of the Include check
box. The Element Name will be the name displayed for this metadata field in any
export based on this Schema Mapping. The Element Name must begin with an
underscore () or a letter in the alphabet. After the first character, all others must be an
underscore (_) or any alphanumeric character.

7. Repeat Steps 4 - 6 for each Select Gimmal Content Type option you are configuring for
this Schema Mapping.

e You can select one or more content types for each Schema Mapping. However, only
one content type will be displayed on the page at a time. To select more than one
content type, select the first content type and set all desired Optional metadata fields
as defined above then select each additional content types individually and set the
desired Optional metadata fields as applicable.

8. Click Create to create the new Schema Mapping. It is displayed on the Schema Map-
pings List and in the Schema Mapping menu on the Schema Mapping Editor page. The
Schema Mappings page closes and the Records Center Home Page is displayed.

9. Click Cancel to return to the Records Center Home Page without creating a new Schema
Mapping.
10. After the new Schema Mapping is created,

e The new Schema Mapping is displayed as a selection in the Select Schema Mappings
File menu on the Configure Transfer Export dialog box.

e The new Schema Mapping will be available for use by configuration of any Transfers
workflow used in Disposition Processing. For more details on Transfers through Dis-
position Processing see the Disposition Processing help documentation.

13.1.3 Editing a Schema Mapping

To change an existing Schema Mapping, you must update the Schema Mapping item.
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1. Open the Schema Mapping Editor page and select the Schema Mapping you want to
edit. Only one Schema Mapping can be selected at a time. The dialog box updates dis-
playing the selected Schema Mapping details.

Scheema Mapping * Help Documentation for Schama Mappng

Titke ® Help Documentation for Schema Mapping
Seboct Transfor Export Type Tranafer for Expart =

Sedact Gmmal Content Type RMA Raccrd

Requined Inthocdied hement Name:

< TransferDaleReceved

Figure 13-3 Editing a Schema Mapping Dialog Box

2. Update the information in the fields you want to change.
e (Required) Title.

e Select Transfer Export Type updates will change the required metadata that will be
exported when this updated Schema Mapping is used for any transfer export hence
forth. See13.1.2 Creating a Schema Mapping and 13.1.1 Schema Mapping Configura-
tion Type and GimmalSoft Content Type Mapping for more details.

e Select Gimmal Content Type Optional metadata updates will be applied to any
transfer export that uses this Schema Mapping hence forth. See13.1.2 Creating a
Schema Mapping and 13.1.1 Schema Mapping Configuration Type and GimmalSoft
Content Type Mapping for more details.

3. Click Save to update the Schema Mapping. The changes are displayed in the Schema
Mappings List and in the Schema Mapping menu on the Schema Mapping Editor
page. The Schema Mapping Editor page closes and the Records Center home page is
displayed.

4. Click Cancel to return to the Records Center Home Page without updating the selected
Schema Mapping.
5. After the Schema Mapping change is saved, the following are implemented:

e The updated Schema Mapping is displayed as a selection in the Select Schema Map-
pings File menu on the Configure Transfer Export dialog box.

e The updated Schema Mapping is available for use by any Transfers workflows used in
Disposition Processing. For more details on Transfers through Disposition Processing
see 10 Disposition Processing.
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13.1.4 Viewing a Schema Mapping

To view the details of an existing Schema Mapping, you must view the Schema Mapping item.

1. Click the All Site Content link at the bottom of the Quick Launch list.
2. Click the Schema Mappings link in the Lists section of the All Site Content display.

3. From the Schema Mappings View, select the Schema Mapping you want to view. Only
one Schema Mapping can be selected at a time. Select the Schema Mapping and click the
Items tab.

= Version History |D g
=l =] -- (= )
} B 82 gnared with 2

Mew MNew WView Edit Aftach Alert Tags & Workflows Approve/Reject
Item »  Folder Item ltem 2 Delete Item File Me~ Motes
New IManage Actions  Share & Track Tags and Motes Workflows
Libraries ® new item
Recent SchemaMappingsView  All ltems  =s= Find an item o)
Site Provisioning
Requests N Title Configuration Type
Cutoff Reviewed Search Help Documntation for Schema Mapping  Transfer for Export
Reports

Figure 13-4 Items Tab header ribbon

4. Select View Item button on the header ribbon. The Schema Mappings View dialog box
opens displaying the Schema Mapping details in read-only mode.

Schema Mappings - Help Documentation for Schema Mapping

Wiew

E Version History A Alert Me

7 &Manage Permissions
Edit

Item X Delete Item

Manage Actions
Title Help Documentation for Schema Mapping
Content Type 0x01010076E551D53B3848ADB598C39084E98900
Configuration Type Transfer for Export
Schema Mapping <SchemaMappings >

<ContentType Id="0x01010076E551D53B3848ADB598C39084E989D0" >
<Field InternalName="DateReceived"
ElementMName="TransferDateReceived" />
«</ContentType>
</SchemaMappings>

Content Type: Schema Mappings
Created at 2/8/2013 7:05 AM by spadmin
Last modified at 2/8/2013 7:05 AM by spadmin

Figure 13-5 Schema Mappings View Dialog Box
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5. From the Schema Mappings View dialog box, you can delete the selected Schema Map-
ping. To edit the selected Schema Mapping, refer to 13.1.3 Editing a Schema Mapping on
page 200 .

6. Click Close to return to the Schema Mappings List.

13.1.5 Deleting a Schema Mapping

To remove an existing Schema Mapping from your site, you must delete the Schema Mapping
item.

1. From the Schema Mappings View, select the Schema Mapping(s) that you want to
delete. When a Schema Mapping is selected the List Tools — Items header ribbon opens.
2. Click the Items tab.

BROWSE TEMS | LIST |

= = Version History (i — 2,
= B2 ™ @ &
4 - w" Sharad With

Mew Mew \-'ie';\' Edit Abtach Alert Tags & Workflows Approve/Reject

ftem -~  Folder ltem  Item 3 Delete Item File Me - Notes
New Manage Actions  Share & Track Tags and Notes Workflows
Libraries @ new item
Recent SchemaMappingsView  All ltems === Find an item yel

Site Provisioning

Requests v Title Configuration Type
Cutoff Reviewed Search Help Documntation for Schema Mapping  Transfer for Export
Reports

Figure 13-6 Items Tab Header Ribbon

3. Select Delete Item button on the header ribbon. A prompt opens asking Are you sure you
want to send the item(s) to the site Recycle Bin?

4. Click OK and the Schema Mapping(s) is deleted and removed from the Schema Map-
pings List and the Schema Mapping menu on the Schema Mapping Editor page. The
dialog box closes and the Schema Mappings List is displayed.

5. Click Cancel to return to the Schema Mappings List without deleting the selected
Schema Mapping(s).

6. After the Schema Mapping is deleted, the deleted Schema Mapping(s) no longer appears
as a selection in the Select Schema Mappings File menu on the Configure Transfer
Export dialog box.
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Caution!

If the deleted Schema Mapping is currently used by one or more Transfers workflows
used in Disposition Processing, the Transfers workflow will no longer work. Please delete
with caution.

13.2 Exporting Records and Metadata

Compliance Suite supports the exporting of records and their metadata from your SharePoint
Records Center to a network file location. Using the Transfers functionality, there are two ways to
initiate exporting records and metadata:

1. Configure Transfer Export: A records manager can configure and execute a one-time only
export of records based on a Record Library, Record Container, and/or Record Item.

2. Disposition Workflow: A record's disposition processing can include a disposition action
that executes a transfer's workflow to exports records from your SharePoint Records Cen-
ter. See 10 Disposition Processing for further details.

Before exporting records and metadata through Transfers, a Schema Mapping(s) must be cre-
ated. In addition, a network file location for storing exported records and metadata must be con-
figured by your Compliance Suite Administrator.

Intended User: Records Manager

13.2.1 Exporting Records through Configure Transfer Export

One-time exporting of records and metadata from your SharePoint Records Center is supported
through the Configure Transfer Export page. Configure Transfer Export provides the ability to
configure a one-time only export of records and metadata from your SharePoint Records Center.

To access Configure Transfer Export:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Click Settings and then Site Settings from the header navigation. On Site Settings,
select Configure Transfer Export under the Compliance Suite section. The dialog box
opens with fields for configuring a one-time only Transfer Export.

Tithe *
Salact Transfer Export Typa Transfer for Export -
Soboct Schama Mappings e Halp Documentation for Schema Mappang -

Selact Dastination Notwork fath ®

Sadoct records by Site, Library, Cateqory, or Record Indhvidually Browse...

~ Add selected records) under selected site/ibrary/category .

Create Cancel

Figure 13-7 Configure Transfer Export
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3.

10.

11.

(Required) Enter the Title. The Title is a descriptive identifier for the Transfer Export con-
figuration. The Title displays on the View and Delete Scheduled Transfers list.

(Required) Select the Select Transfer Export Type. The Select Transfer Export Type is
used to limit the list of Select Schema Mappings File options to only Schema Mappings
that match the selected Select Transfer Export Type. The available options are Transfer
for Export and Transfer to NARA. The default selected option is Transfer for Export.

(Required) Select the Select Schema Mappings File. The Select Schema Mappings File
defines the Schema Mapping item to use for this export. The selection options are based
on existing Schema Mapping items that have a Configuration Type equal to the Select
Transfer Export Type selected previously.

(Required) Enter the Select Destination Network Path. The Select Destination Net-
work Path is the network file location where the records and their metadata will be
exported. The Select Destination Network Path details should be provided by your
Compliance Suite Administrator.

Select the Select records by Library, Category, or Record Individually to be included in
this export. To select a Library, Category (Record Container), or Record within your Site
Collection:

e Click Browse to open the SharePoint Asset Selector.

e Using the SharePoint Asset Selector, select the Library, Category (Record Container), or
Record that you would like to include. Your selection displays in the Location (URL)
field at the bottom of the Asset Selector.

e C(lick OK to save the selection and close the Asset Selector, or click Cancel to close the
Asset Selector without saving the selection.

Click Add selected record(s) under selected site/library/category to add the records
selected in Step 7 to the transfer export configuration.

e If a Library or Category (Record Container) was selected, all records contained within
the Library or Category (Record Container) will be added.

e The added record(s) will be listed above the Select records by Site, Library, Category,
or Record Individually field.

Once the selected record(s) have been added, the following properties display:

e Table of all selected records displays Document ID, Name, Subject, Date Filed, Publica-
tion Date, Created By, and Originating Organization.

e Check box to the left of the Document ID to include or exclude the record from the
export. By default all selected records are checked.

e Clicking the Clear all records button to the bottom right of the table removes all
records selected for export.

Click Create and the new Transfer Export Configuration is created and displayed on the
View and Delete Scheduled Transfers List. The Configure Transfer Export page closes
and the Records Center Home Page is displayed.

Click Cancel to return to the Records Center home page without creating a new Transfer
Export Configuration.
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After the new Transfer Export Configuration is created, and when the GimmalSoft Compliance
Suite Transfer Timer Job is executed, the new Transfer Export Configuration will be processed and
all affected records and their metadata will be exported to the selected network file location.

13.2.2 Exporting Records through Disposition Processing

Records and their metadata can be exported from your SharePoint Records Center as a part of
Disposition Processing. Disposition Actions can be configured to execute a Transfers workflow to
export the files based on your organization's records management policies.

Refer to chapter 10 Disposition Processing for more details.

13.2.3 Exported Record and Metadata Network File Structure

When an export is executed through either the Configure Transfer Export page or Disposition
Processing, the applicable records and their metadata are exported to the assigned network file
location. The following folder structure and files will be created as a part of the export:

e Files: Folder where all of the records that are included in the transfer will be exported.
The record file name will be the unique ID of the record that is exported.

e metadata.xml: The .xml file that contains the metadata and network file path for all
records included in the transfer export.

To access exported records and metadata:

1. Browse to the Destination Network Path as defined in your transfer export configuration
or workflow.

2. View the metadata.xml file.

3. Browse to the Files folder within the Destination Network Path as defined in your trans-
fer export configuration or workflow. The Files folder contains the record content
included in the export. Each record's file system name is defined as a ComputerFile ele-
ment within the metadata.xml file.

13.3 Importing Records and Metadata

Importing records and metadata is supported through the Configure Transfer Import page. This
page provides the ability to configure a one-time only import of records and metadata into your
SharePoint Records Center.

Before importing records and metadata through Configure Transfer Import, a valid metadata.xml
file along with record content must exist in an accessible network file location. The network file
location for accessing records and metadata for import should be configured by your Compli-
ance Suite Administrator.
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Note

When records are exported from your SharePoint Records Center using a Schema
Mapping with a Configuration Type of Transfer for Export, the system generated
metadata.xml file can be used to import the records back into a SharePoint Records
Center. However, if the records were exported using a Schema Mapping with a
Configuration Type of Transfer for NARA; the system generated files cannot be used to
import the records back into a SharePoint Records Center.

Intended User: Records Manager
To import records using Configure Transfer Import:

1. Open a SharePoint Records Center. The Records Center home page opens.

> Development Records Center Non-Root 1

A b i A links 1o other compdance

Figure 13-8 Records Center Home Page

2. To access Configure Transfer Import, click Settings and then select Site Settings from
the header navigation. On Site Settings, select Configure Transfer Import under the
Compliance Suite section. The dialog box opens.

Tithe * Dacumantation Sample Configurs Tr,

Select 2 Grmmal Complance Sulte Transfer metadata.xmd (s *

Figure 13-9 Configure Transfer Import

3. (Required) Enter the Title. The Title is a descriptive identifier for the Transfer Import con-
figuration. The Title displays on the View and Delete Scheduled Transfers list.

4. (Required) Select the Select a Gimmal Compliance Suite Transfer metadata.xml file.
This is the network file location of the metadata.xm!l used to import records into your
SharePoint Records Center. The Select a Gimmal Compliance Suite Transfer meta-
data.xml file network location should be provided by your Compliance Suite Administra-
tor.
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5. Click Next and the dialog box opens with fields for mapping each Record Folder defined
in the metadata.xml to Folders (Record Containers) within your SharePoint Records Cen-
ter. This mapping defines the Record Container where the records will be imported in
your SharePoint Records Center.

Source Destination

Previous Crpata Cancel
Figure 13-10 Mapping Record Folders
6. Select a Folder from the menu displayed to the right of each Record Folder. The Folder

options include all Record Containers that are contained within the Category (Record
Container).

7. Repeat for each Record Folder displayed on the Step 5 - Folder Mapping page.

8. Click Create. The new Transfer Import Configuration is created and displayed on the View
and Delete Scheduled Transfers list. The Configure Transfer Import page closes and the
Records Center home page displays.

Note

At any point in the previous steps, you can click Cancel to return to the Records Center
Home Page without creating a new Transfer Import Configuration.

At any point in the previous steps, click Previous to return to the previous dialog box.

9. After the new Transfer Import Configuration is created, when the GimmalSoft Compliance
Suite Transfer Timer Job is executed, the new Transfer Import Configuration will be pro-
cessed and all affected records and their metadata will be imported to the selected
Record Container(s).

13.4 Viewing and Deleting Scheduled Transfers

The viewing and auditing of transfer activities is supported through the View and Delete Sched-

uled Transfers list. This list provides the ability to view all scheduled transfer activities along with

their status. When a Transfer activity is initiated either one-time or through a disposition process-
ing transfers workflow, a transfer task is added to the View and Delete Scheduled Transfers list.
From this View and Delete Scheduled Transfers list, a user can:

e Delete a transfer task
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e View Parameters of a transfer task
e View Status of a transfer task
e View the Results

e View Result Exceptions of a transfer task

Intended User: Records Manager

To access the View and Delete Scheduled Transfers list:

1.
2.

Open a SharePoint Records Center. The Records Center Home Page opens.

Click Settings and then select Site Settings from the header navigation. On Site Set-
tings, select View and Delete Scheduled Transfers under the Compliance Suite section.

The screen opens with a list of all transfer tasks scheduled within your Site Collection. This
includes one-time transfers and those initiated through disposition processing. Clicking
the Reset button resets the pending transfer to a pending state.

Figure 13-11 Reset Pending Transfer

The View and Delete Scheduled Transfers list displays the following information for
each transfer task:

e Title: Title of the transfer task as set in the Title field on the Configure Transfer
Export or Configure Transfer Import page. If the transfer task is initiated from a dis-
position processing working, the Title will be Export Configuration created by [name
of workflow].

e Parameters: Link that opens a dialog box with configuration parameters for the trans-
fer task. These parameters are saved and displayed in an .xml structure.

e Status: Status of the transfer task. Valid options are Pending, Running, or Completed.
The status of the transfer task is dependent on the execution of the GimmalSoft Com-
pliance Suite Transfer Timer Job.

e Result: Results for the transfer task after the execution of the GimmalSoft Compliance
Suite Transfer Timer Job. Valid options are None, Fail, or Success. If the Result is set to
None then the GimmalSoft Compliance Suite Transfer Timer Job has not been run.

e Result Exception: Link that opens a dialog box with the results, including any excep-
tions, for the transfer task after the execution of the GimmalSoft Compliance Suite
Transfer Timer Job. If the GimmalSoft Compliance Suite Transfer Timer Job has not
run, the link still displays but contains no information.
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5. To view the transfer task parameters, click See Parameters link for the transfer task item.
A dialog box opens displaying the transfer task parameters.

View and Delete Scheduled Transfers

<Config Type="Export" Location="\\fileOA.company.com\products\company\metadata.xml" SchemalD="1">
<DocIDs»>6PZS4KMUZIRX-2-16| </DoclDs >
</Config>

Figure 13-12 Transfer Task Parameters

6. If a transfer task fails, to view the transfer task result exception, click the See Result
Exception link for the transfer task item. A dialog box displays the transfer task result
exceptions.

7. To remove a transfer task, click on the transfer task item Title and select Delete from the
action menu for the transfer task. Clicking Reset to reset the configured transfer to a
pending state.

X [Deleta i

Figure 13-13 Reset a Transfer

e A prompt opens asking Are you sure you want to delete item(s)?

e Click OK and the transfer task is deleted and removed from View and Delete Sched-
uled Transfers.

e Click Cancel to return to the View and Delete Scheduled Transfers list without
deleting the selected transfer task.
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14 Alerts

Alerts is a SharePoint e-mail notification service that informs users when documents in libraries or
items in a list have been created, modified, or deleted.

Alerts functionality is available within a SharePoint Records Center with Compliance Suite
enabled. To use the Alerts features, Compliance Suite must be installed and the Alerts feature
must be active.

Compliance Suite Alerts functionality offers notification capability that can be configured to
meet specific and very granular requirements. Alerts functionality is available to SharePoint
Records Center libraries and lists and is very useful when managing Records Centers. Alerts can
be triggered when a record is inserted, updated, or deleted and meets a specific qualification.
Records become candidates for an alert if one or more of its properties, Site Columns, that pro-
vide metadata about the record, are selected in the Alerts Qualification field.

Intended User: Records Manager, Compliance Suite Administrator, Power User

Defining and implementing an alert are two distinct processes. A Compliance Suite administra-
tor, records manager, or local records officer can define the qualifications and criteria that will
trigger the alert. Implementing an alert requires a power user familiar with CAML queries and
PowerShell scripts.

Alerts provide a scripting capability to allow only authorized individuals to attach process actions
to any or all metadata fields or to restrict record access based on the content of fields. The pro-
cess actions can vary from a simple CAML query to a complex PowerShell script. In addition to its
name and description, an alert is made up of the following components:

e Alert Qualification

e Alert Criteria

e Alert Recipient

e Email Notification

e Alert Script Command
Alerts can be created, viewed, updated, and deleted using a SharePoint list. To view a list of all
Alerts:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
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2. Select Libraries in the Quick Launch section to display your Site Contents. Select Alerts to
display a list view of all Alerts defined within your Site Collection. The following table
describes the Alerts View list with a description of each heading.

Table 14-1 Alerts View

List View Heading Description
Title Unique name that differentiates the Alert from other Alerts.
Alert Description Descriptive statement used to further differentiate the Alert from

other Alerts.

Alert Type The Alert Type. The options are Insert, Update, and Delete.

Alert Qualifications | List of alert qualifications.

Alert Criteria Alert criteria (either a CAML query or a script command) that
Advanced Users can manually enter.

Email Recipients Names of email recipients of the Alert.

14.1 Creating an Alert
Before an alert can be sent to a user, an Alert must be created.

1. From the Alerts View screen, there are two ways to instantiate the alert creation process.
e Select New Item at the top of the list.
e Select the Items tab. In the header ribbon, Select New Item and then Alerts.

BROWSE COMPUAMNCE SUITE ITEMS LIST
ﬂ ersion History
= Shared With
Mew  MNew View Edit Attach Alert Tags & Waorkflows Approve/Reject
Item -~  Folder tem Item Delete ltem File Me - Motes
Alerts Manage Actions Share & Track Tags and Notes Waorkflows
. Alerts Content Type
Libraries @ new item
Recent AlertsView  Allitems === | Find an item 2|
Site Provisioning
Requests v Title Alert Description  Alert Type Alert Qualification Alert Criteria  Email Redipients Alert Exception{s)
Cutoff Reviewed Search There are no items to show in this view of the “Alerts” list.
Reports
Cutoff Reviews

Figure 14-1 New Alert Item
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N

An Alerts - New Item dialog box displays with fields for creating a new Alert.

Alerts - New Itam

Figure 14-2 Creating a New Alert

(Required) Enter the Title. The Title is a unique identifier for the new Alert.

Enter an Alert Description. The Alert Description should be a descriptive statement that
defines the purpose of this Alert.

(Required) Select the Alert Type for the Record Categories. The options are:

e Insert: The alert is evaluated when a record is added to the record repository.
e Update: The alert is evaluated when a record’s metadata is updated.

e Delete: The alert is evaluated when a record is deleted.

(Required) Select the Alert Qualification(s). Select the appropriate site column(s) for
the Alert in the menu. The selected site column(s) must exist in the Record in order for the
Alert to be executed. For the Update Alert Type, the selected site column(s) value(s) must
be modified as well.

Enter Alert criteria in either the CAML Query or Script Alert Criteria fields. Entering alert
criteria is optional and is only recommended for users who possess advanced program-
ming capabilities.
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Figure 14-3 Alert Criteria

For a CAML query:

e A query is executed in the context of the list where the identified event took place.

e The CAML query must be valid and return at least one value so that the alert can be
executed.

e Processed item&apos;s metadata values can be substituted within a CAML query by
wrapping the property name with brackets (&apos;[&apos;, &apos;]&apos;). For
example, to use the name value, [Name] would be included where the actual value is
expected.

e The following is an example of a CAML query that would trigger a notification when
the value of the subject is set to &apos;update ':

<Where><And><Eq><FieldRef Name='_dlc_DocId' /><Value
Type="Text'>[Document ID
Value]</Value></Eg><Contains><FieldRef
Name='DoDRecordSubject"' /><Value
Type='Text'>update</Value></Contains></And></Where>

For a Script query:

e A Command line specification must be entered for a command to execute. An exam-
ple command to execute SendUpdateEmail.ps1 script located in c:\_AlertsTest
folder that passes a documentID and a subject value would be as follows:
powershell.exe -noprofile C:\_AlertsTest\SendUpdateEmail.psl "'[Doc-
ument ID Value]'" "'[DoDRecordSubject]'"

e The following is an example of a script file called SendUpdateEmail.ps1 that is
located in c:\_AlertsTest used to trigger a notification when the value of the sub-
ject is set to &apos ;update&apos;.

The content of the script is as follows:
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#
I T B S T B I e o o s
i 0 o S S

#

# Parameters:

# [0]: record document id

#; [1]: DoD Subject Field Value
#

#
++++++++++++++++ e
++++++++++++++++ -+

#[string] $execOn = Get-Date

[string] $location = Get-Location

[string] $outputOld = "$location\SendUpdateEmail.psl.out.txt"
[string] $output = "C:\_AlertsTest\SendUpdateEmail.psl.out.txt"
[int] $returnValue = @

# ensure that the arguments are as we expect
if ($args.Length -eq 2)

{

[string] $recordDocumentId = $args[0]
[string] $dodSubjectValue = $args[1]

# write out parameters
Out-File -encoding ASCII -force $output -append -input

Out-File -encoding ASCII -force $output -append -input "--------------co"o---
-parameters-------- oo - oo

Out-File -encoding ASCII -force $output -append -input "exe-
cuted:....ovvvennn. $execOn”

Out-File -encoding ASCII -force $output -append -input "record document
id:...$recordDocumentId"”

Out-File -encoding ASCII -force $output -append -input "dod subject
value:....$dodSubjectValue

if ($returnvalue -eq 0)
{
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Out-File -encoding ASCII -force $output -append -input "
value that is passed for the item equal ‘'update'”

if ($dodSubjectValue.ToLower().Equals ("update"))

{

Out-File -encoding ASCII -force $output -append -input
equal 'update'"

$relationshipRetval = @
}

else

{

Out-File -encoding ASCII -force $output -append -input
NOT equal 'update'"

$relationshipRetVval = 1
}

$returnvValue = $returnvalue + $relationshipRetVal

}

--» does the subject

-»> subject value is

-»> subject value is

Out-File -encoding ASCII -force $output -append -input "-- return value =

$returnvalue"
Out-File -encoding ASCII -force $output -append -input ""
# return the return value

exit $returnvalue

#tcatch all return
exit 1

#
++++++++++++++++ e e
++++++++++++++++++

e This command will be executed and its return code used to determine whether the
criteria for the Alert have been met.

e Processed item&apos;s metadata values can be passed as parameters to the script
by wrapping the property name with brackets (&apos;[&apos;, &apos;]&apos;).
For example, to use the name value, "&apos; [Name]&apos;" would be included
where the actual value is expected.

e Zero (0) indicates success.
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7. (Required) Enter names of email recipients of the Alert in the Email Recipients field.

8. In the Email Message field, enter a message that will be sent to the selected email recipi-
ents when the message is received.

9. In the Alert Script Command field, enter the command for executing the Alert script. The
script file must exist on the SharePoint server.

10. Click Save to create the new alert. It is displayed in the Alerts View list. Click Cancel to
return to the Alerts View list without creating a new Alert.

14.2 Editing an Alert

To change an existing Alert, you must edit the Alert item.
1. From the Alerts View screen, select the Alert you want to edit. Only one Alert can be
selected at a time.
2. Click the Items tab.

BROWSE COMPLIANCE SUITE EMS
- = Version History (I 3
EG = i ¢ <
= A &% Shared With
MNew  MNew View  Edit Attacn Alert Tags & Workflows Approve/Reject
em » Folder [tem Item ){ Delete Item File e~ Motes
MNew Manage Actions  Share & Track Tags and Notes Workflows
Libraries @ new item
Recent Alertsview  All items = Find an item o
Site Provisioning
Requests v Title Alert Description  Alert Type  Alert Qualification  Alert Criteria  Email Redipients Alert Exception(s)
cutoff Reviewed Search Test Alert Update Access Rule CAML Dan Martinez Drop Off Library
Reports

Cutoff Reviews

Figure 14-4 Edit Alert Item
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3. Select Edit Item button on the header ribbon. The Alerts Edit dialog box opens, display-
ing the selected Alerts details.
HB D, XLV

=3

Figure 14-5 Alerts Dialog Box

4. Update the information in the fields you want to change.

5. Click Save to update the Alert. The changes are displayed in the Alerts View list. Click
Cancel to return to the Alerts View list without updating the selected Alert.

14.3 Viewing an Alert
To view the details of an existing Alert, you must view the Alert item.

1. From the Alerts View screen, select the Alert you want to view. Only one Alert can be
selected at a time.

2. Click the Items tab to open the header ribbon.
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3. Select the View Item button on the header ribbon. The Alerts View dialog box opens
displaying the Alert details in read-only mode.

Alerts - CAML Updata Alart Test
-

W Dwiets Tt

Figure 14-6 View Alert

4. From the Alerts View, you can edit, delete, or manage permissions of the selected Alert.

5. Click Close to return to the Alerts View List.

14.4 Deleting an Alert

To remove an existing Alert from your site, you must delete the Alert item.

1. From the Alerts View screen, select the Alert(s) you want to delete.
2. Click the Items tab to open the header ribbon.

3. Click the Delete Item on the header ribbon. A prompt opens asking Are you sure you want
to send the item(s) to the site Recycle Bin?

4. Click OK and the Alert(s) is deleted and removed from the Alerts View list or click Cancel
to return to the Alerts View list without deleting the selected Alert(s).
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15 Reports

Reports functionality is available within a SharePoint Records Center with Compliance Suite
enabled. To use the Reports features, Compliance Suite must be installed and the Gimmal Com-
pliance Suite As of Reports and User Permissions Reports features must be active. Reports
include:

15.1 User Permission Reports

Compliance Suite supports user defined reporting on User Permission settings across your Share-
Point Site Collection. User Permission is the authorization given to users that enables them to
perform specific functions on specific items within your Site Collection. User Permission Reports
can be performed against any type of item that is contained within a SharePoint List or Library in
your Site Collection. This includes the following Compliance Suite items:

e Record Libraries, Containers, and Items

e Access Rules

e Events

e Period Definitions

e Record Relationships and Relationship Types

e Vital Record Reports and Reviews

Note

Only documents with unique permissions display in the tree view.

The User Permission Report allows you to easily view the user permission settings across your Site
Collection(s) in two ways:

e By site: In a site, you can view a report on user permission settings for an individual
SharePoint Library contained in the selected site.

e By event
Intended User: Records Manager
To access the User Permission Reports:

1. Open a SharePoint Records Center. The Records Center home page opens.

2. Select Settings and then Site Settings from the header navigation. On Site Settings,
select User permission reports under the Compliance Suite section.
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The User Permission Reports screen opens with options for running the User Permission
Report. The following table describes the default User Permission Reports view.

Table 15-1 User Permission Reports

Feature/Title Description

Sites Tab

Configuration options for running the User Permission Report based
on SharePoint Sites.

Start from: allows the user to select This Site or Site Collection as the
basis for the report.

Levels: allows the user to select Single Site, Site Collection, or Entire
Site Structure as the basis for the report. If you select Entire Site Struc-
ture the Start from: options become disabled.

Site Item(s) List: The list of site items will be refreshed based on the
Start from: and Levels: options selected. A user can select a specific
site item to appear in the report by checking the item in the list.

Note:

If a site item has the icon {3 on it, then the item is not
inheriting permissions, resulting in the possibility of unique
permission settings.

Events Tab

Configuration options for running the User Permission Report based
on Compliance Suite Events.

Search text box allows you to filter the Event List. The search filter will
find all events containing the search string anywhere within the Event
Name. For example, XYZ would return Contract Expiration for XYZ and
XYZ Project Complete.

Event List will dynamically update based on the search filter. By
default, the Event List will display all Events in your Site Collection. A
user can select a specific event to appear in the report by checking
the event item in the list.

Select a User

SharePoint User that is base for the user permission report. The report
supports only one user at a time.

Example: DOMAIN\JaneSmyth

View Permissions

Action button that runs the report based on the configuration
options selected.
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Table 15-1 User Permission Reports (Continued)

Feature/Title Description

Export Current Action button that exports the report to a comma delimited (.csv) file.
Report
The Export Current Report button is deactivated until a report is run
and the report results are displayed.

Change Report Set- Action button that opens a window to configure the display of Record
tings Containers on screen and in the export file.

The default configuration setting is to Not Show Containers.

Report Detail Table Report results are displayed in a table structure on screen.

The report results vary based on report type and are discussed in
detail in the following sections.

15.1.1 View User Permissions by Sites

The User Permission Report can be generated on either All or Selected SharePoint Site(s). You can
also further refine the report by selecting specific items in a SharePoint site.

To run the User Permission Report by a site(s):

1. Select the Sites tab on the User Permission Report page.

Sites | Eyents

Start from: ~
(® This Site

(O Site Collection

Levels:
() Single Site
(® Subsites
- @ %Corporate Record Center
® qﬂ "As Of" Search Reports
o E&Access Rules
» @ [ Accounting and Finance
® E&Alerts
o] E& Bulk Task Processing Report

» O [ Capstone

Figure 15-1 Sites Tab

The Sites tab is divided into two sections. The top section displays site selection options.
The bottom section displays items contained within the selected site(s).

2. Select Start from.
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e This Site: Display only the current Site

e (Default) Site Collection: Display all Sites within the current Site Collection
3. Select Levels option.

e Single Site: Display only the selected Site(s). Subsites do not display.

e Subsites: Display the primary Site(s) and Subsites. (Default)

e Entire Site Structure: Display the entire site structure. If you select this option, the
Start from: options become disabled.

4. Select the check boxes for all Site Items to include in the User Permission Report.

Note:

If a site item has the icon {3) on it, the item is not inheriting permissions. Unique
permission settings are possible in this situation.

5. Start entering a user's account name, user name, or email address in Enter names or
email addresses at the top of the User Permission Reports area.

Enter names or email addresses

Figure 15-2 Selecting a User

The names matching the letters you have entered display.

rangel

Jan Rangel View ltems T Add ltems T Editltems T
rangel ¥ X X
Showing 2 results ¥ X X

Figure 15-3 Searching Users Results Example

6. Select the name that you want.
7. Click View Permissions to run the User Permission Report based on the selected criteria.

e The report process can take a few minutes depending on the number of items
included in the criteria.

e While the report is processing the following message displays: Analyzing site permis-
sions. Please wait.
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e The report results display in a table under the Select a User options. The table head-
ings are described in Table 15-2.

Sites | Eyents Jan Rangelx View Parmission a a
R n |site T Library/Container T Name T/Type T Viewltems Y Addllems T Editliems T Open T Deleleliems T ManagePermissions T Roles H
@ This Sie Subsite Subsite Site x x x v X x Limited Accass  —
O Site Collection Subsite Disposition Tasks List X X X X X x Limited Accass  —
Levels Subsita Drop Off Library List x x X x x x Limitzd Accass  —
(O Single Site. Subsite Record Library List x X X X X X Limited Access —
® Subsiies NonRoots4d NonRoot5ad Site x x X v X x Limited Accass
~ @ [ NonRoctsdd NonRootsdd “A3 OF Search Reports List v x X v X x ';E':'fc feml =
@ [ subsi .
B sutsie NonRootS4d 2016 Lib List % X X X X X Limitsd Access =
I, "As OF Search
® [ "As OF Search Repors MonRootss Access Rules List v x X v X x Read
* @ [ 2610 NonRoot544 Hens Lt v x X v x X Read
® T Access Rul i -
S Acceas Rules NonRootsdd Bulk Task Processing Report List v x X v X x ';;'f" bl
® [ Alerts _
. MonReotS4d Content and Structure Reports List x x X x X x Limited Access  —
T, Bulk Task Processing Report
- o NonRoatsad CR_Lib List X x X X X x Limited Access —
® [ Content and Structure Reports .
ontent and Structure Repos NonRootS4d | CRLib gses_fph_import (5).pdf em % * x * * *
» ® [ CRib i -
NonRootsdd Cutoff Reviewsd Search Reports List v x X v X x ';:“f" bl
® T, Cutoff Reviewed Search Reperts 3
5 c Limited Accass
® [T, Cutofi Revisws NonRootSdd Cutaff Reviews List v X X L4 X X Resd
® I, Cutoff Search Raports NonRoots4d Cutoff Search Reports List v X X v X X ';E:'f': e =
L R} .
Tl Declassificstion Exemptons NonRoots4d Declassification Exemptions List X X X X X X -
® [T, Declassification Reports e =
o Showing frams 1 - 44 of 44

Figure 15-4 View User Permissions by Sites

Table 15-2 View Users Permissions by Sites

Report Heading Description

Icon Iconography depicting the content type for the line item.

Note:

If an item has the icon {3} on it, the item is not inheriting
permissions. Unique permission settings could be present
and display in the line item Roles column.

Site SharePoint Site Name that contains the line item.
This column is useful if the report contains information from multiple
sites.

Container Parent Record Container for the line item.

Title The Title of the line item. This is the Title field from the item.

Type Type of the line item. The values for Type include site, list, item, or
folder.

View Items A check mark indicates the user has permission to view the line item
or items within the line item type.
If a dash symbol displays, it is Not Applicable for the line item.
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Table 15-2 View Users Permissions by Sites

Report Heading Description

Add Items A check mark indicates the user has permission to create items within
the line item type. This is only applicable to lists, folders, and contain-
ers.

An X indicates that it is Not Applicable for the line item.

Edit Iltems A check mark indicates the user has permission to edit the line item or
items within the line item type.

An X indicates that it is Not Applicable for the line item.

Open A check mark indicates the user has permission to open the line item
or items within the line item type.

An X indicates that it is Not Applicable for the line item.
Delete Items A check mark indicates the user has permission to delete the line item

or items within the line item type.
An X indicates that it is Not Applicable for the line item.

Manage Permissions

A check mark indicates the user has permission to manage permis-
sions for the line item or items within the line item type.
An X indicates that it is Not Applicable for the line item.

Roles

Specific permissions settings assigned to the user for the line item.
Placing focus on a Role for a line item cell opens a window that dis-
plays the exact permission inheritance for the user.

The View User Permissions by Sites report results table uses the standard filter and sort capabili-

ties.

15.1.2 View User Permissions by Events

The User Permission Report allows the report to be run based on All or Selected Compliance

Suite Event(s).

To run the User Permission Report by Event(s):

1. Select the Events tab on the User Permission Report page.

2. The Events tab is divided into two sections. The top section displays a search field. The
bottom section displays events contained within your Site Collection.

Sites | Events

~ 0 E‘} All Events
@] E‘} Account Inactive or Closed
o B} Asset Sold or Disposed

O B Benefit Plan Expires

Figure 15-5 Events Tab
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Sites

Enter an event name or a partial event name in the Search text box.
e The Event Items list dynamically updates based on the search filter.

e The search filter finds all events containing the search string anywhere within the
Event Name.

Select the options for all Event Items to include in the User Permission Report.

Start entering a user's account name, user name, or email address in Enter names or
email addresses at the top of the User Permission Reports area.

Enter names or email addresses...
Figure 15-6 Selecting a User

The names matching the letters you have entered display.

Sue|

Sue Gibbons 'ltems Y Add ltems Y Edit Ite

Showing 1 result false false

Figure 15-7 Searching Users Results Example

Select the name that you want.
Click View Permissions to run the User Permission Report based on the selected criteria.

e The report process can take a few minutes depending on the number of items
included in the criteria.

e While the report is processing, the following message displays: Analyzing events.
Please wait.

e The report results display in a table under the Select a User options. The table head-
ings are described in Table 15-3.

Events rangelj.gimmalsoft@win12.com x View Permissions
Event Y Read Event Y Update Event T Delete Event Y| Trigger Event Y| Man
FPE_Event v X X X
v @ B Al Events Account Inactive or Closed v X X X
® [P Account Inactive or Closed Asset Sold or Disposed v X X X
® [ Asset sold or Disposed Benifit Plan Expires v X X X

® B Benifit Plan Expires
® B ree_Event

Figure 15-8 View User Permissions by Events
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Table 15-3 View Users Permissions by Events

Report Heading Description

Icon Iconography depicting the content type for the line item.
For the report by event(s), all icons are the event content type icon.

Event The Event Name.

Read Event A check mark indicates the user has permission to read the event.
An X indicates that the user does not have permission to read the
event.

Update Event A mark indicates the user has permission to edit the event.

An X indicates the user does not have permission to edit the event.

Delete Event A check mark indicates the user has permission to delete the event.
An X indicates the user does not have permission to delete the event.

Trigger Event A check mark indicates the user has permission to create event
instances based on this event.

An X indicates the user does not have permission to create event
instances based on this event.

Manage Permissions | A check mark indicates the user has permission to manage permis-
sions for the event.

An X indicates the user does not have permission to manage permis-
sions for the event.

The View User Permissions By Events report results table uses the standard filter and sort capabil-
ities.
15.1.3 User Permission Report Settings

The User Permission Report supports configuration of the report display and export settings
based on Record Container permissions. The report settings are only applicable to the User Per-
mission Report by Sites.

To configure the User Permission Report settings:

1. Click the Change Report Settings button. The button displays as a folder icon to the
right of the Export Current Report button.
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A Change Report Settings dialog box opens with options for configuring the display of
Record Containers within the onscreen report results table and export file.

- P x
| Wiew User Permission Report |

[ containers shown in your report:

|| Show Containers

Figure 15-9 Change Report Settings
2. Select Show Containers option. By default, it is unchecked. If Show Containers is
checked, the following options are enabled:
e all: Displays all Record Containers regardless of permission

e (Default) with unique permissions: Displays only Record Containers that have non-
default permission

3. To close the report settings, click the X in the upper right hand corner of the dialog box.
All changes are automatically applied to the report results table and subsequent exported
reports.

Note

Report settings revert to default options when the User Permission Report is closed.

15.1.4 Exporting User Permission Report

The User Permission Report allows exporting the report results to a comma delimited (.csv) file.
To export the User Permission Report:

1. After the report results display, click the Export Current Report button. The button dis-
plays as a table icon to the right of the View Permissions button. A Save As dialog box
opens with options for saving the export file.

2. Browse your local or network machine to select a location and enter a File name to save
the report results.

3. Click Save to save the exported report to your local or network machine. Click Cancel to
return to the User Permission Reports without exporting the report results.

15.2 “As Of” Reporting

"As Of" Reporting functionality is available within a SharePoint Records Center with Compliance
Suite enabled and the Gimmal RMA "As Of" Reporting feature, which must be active.

Compliance Suite "As Of" Reporting supports user-defined reporting on records pending disposi-
tion actions (tasks) across your SharePoint Site Collection(s). "As Of" Reporting is a planning tool
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for records managers, allowing them to gain insight into upcoming disposition actions for
records across your organization. The Gimmal Compliance Suite - Disposition Metadata Timer
Job must be run before running "As Of" Reporting, to set the disposition stage dates for all
records that have a calculated expiration date.

"As Of" reporting is performed against any records or case-based record containers within a
Record, Document, Email Library, or List in your Site Collection(s) that is not hidden and contains
an Action Date. You can select a single or multiple Sites within your Site Collection(s). In a Site,
you can report on pending disposition actions for an individual SharePoint Library contained in
the selected Site.

Intended User: Records Manager
To access "As Of" Reporting:

1. Open a SharePoint Records Center.

2. Select Libraries to display the Site Contents and then select "As Of" Search Reports.

SharePoint Newsfeed SkyDrive Sites [SEQEENGEESENE o S
COMPLIANCE SUITE € sare ¥y Fouow O

- ~
DE\’E|D)}!’\’|EHI Records Center Non-Root 1 Home Search... ,0
Libraries Lists, Libraries, and other Apps @) SITEWORKFLOWS £ SETTINGS |5 RECVCLE BIN (0)
Recent

"As Of" Search Reports Access Rules

Site Provisioning

Requests 0Oitems 1item
2dd an app Modified 3 weeks ago Modified 3 weeks ago
Cutoff Reviewed Search ‘
Reports
Cutoff Reviews
Alerts
Cutoff Search Reports 4 Thern

Vital Record Reviewed Modified 20 hours ago

Search Reports
Business Operations
Site Contents Cutoff Search Reports
2 items
Meodified 6 days ago

Cutoff Reviewed Search
Reports

0 items

Modified 3 weeks ago

Cutoff Reviews
0 items

0 it
Modified 3 weeks ago

Disposition Tasks Email Dropzane
0 items
Modified 3 weeks ago

Drop Off Library
1item

0 items
‘ W B odificd 3 weeks ago

EU,T__TEW‘HES H gg:llr:oa‘\So&CO\umn Access ™
Figure 15-10 Selecting “As Of” Search Reports

Business Operatmns Content and Structure
11 items Reports
Modified 6 days ago 7 items

Modified 3 weeks ago

m
]
E==1

IE EE

Filing Locations
[

The “As Of" Reports dialog box opens with options for running "As Of" Reporting.

3. Click New Item at the top of the list. The "As Of" Reporting page displays.
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"As Of" Reporting

"As OF Report Tithe

Erfter & unigue name for the tithe of this report.

Dispasition Action

Select & dicposition aclion for which reconds wall be found,

Action
Move to Recycle Bin

Effiective Date .
Cietermine the action dates for which recorss will be found @ In the next | 30 .da’y‘i
0 Date Range
Start Date
End Date

L No Effectve Date

Sitms
St the ses wiich conbain recoeds bo be seanched :m Development Records Center 1
[ Development Records Center 4 - 2010
:E Development Records Center Non-Root 1
Curtom iy . )
- . - e s B Dispasition Authonty, Description] %
Subemat Clea

Figure 15-11 New “As Of” Report

The following table describes the default "As Of" Reports page.

Table 15-4 “As Of” Reports Page

Report Heading Description

“As Of" Report Title A unique (friendly) name for the title of the report.

Disposition Action Disposition Action (SharePoint Policy Action) that is the base for the
report. The report supports only one selected disposition action at a
time. You can search on Any Action to show all actions in the report.

Example: Permanently Delete

Compliance Suite (Feature-Activated) User Guide 230



15 January 2019

Table 15-4 "As Of" Reports Page

Report Heading Description

Effective Date Disposition Action (Task) effective date for records and record con-
tainers that is the base for the report. The report supports two
options for selecting an effective date:

In the next: Allows the user to select upcoming time frame as the
basis for the report. The user can enter the number of days, months or
years from today's date to include in the report. The default is 30
day(s).

Between: Allows the user to select a start and end date as the basis for
the report. The user can select the Start Date and End Date from the
standard calendar.

Sites Configuration options for running the "As Of" Report based on Share-
Point Sites.

Start from: Allows the user to select This Site or Site Collection as the
basis for the report.

Levels: Allows the user to select Single Site, Site Collection, or Entire
Site Structure as the basis for the report. If you select Entire Site Struc-
ture the Start from: options become disabled.

Library List. The list of site document, email, or record libraries will be
refreshed based on the Start from: and Levels: options selected. Any
site library or list that can contain records or record containers with
disposition actions will be displayed. A user can select a specific site
library to appear in the report by checking the item in the list.

Custom Fields This option enables you to add up to three custom fields to your “As
Of" Report. These fields display as column headings in your final
report, once your report renders.

15.2.1 Viewing “As Of” Reporting by Sites
To run the "As Of" Report:

1. Select Libraries to display the Site Contents and then select "As Of" Search Reports.
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2. Select New Item at the top of the list. The "As Of" Reporting dialog box displays.

"As Of" Reporting

“As Of" Report Title

Enter a unique friendly name for the title of this report.

Disposition Action

Select a disposition action for which records will be found.

Effective Date

Determine the action dates for which records will be found.

Sites

Action
Move to Recycle Bin ﬂ

®In the next | 30 days | v|
O Date Range

Start Date

=

End Date

®

DE Development Records Center 1
DE Development Records Center 4 - 2010

Select the sites which contain records to be searched.

DE Development Records Center Non-Root 1

Figure 15-12 "As Of" Reporting Dialog Box

Enter a unique name for the report title.
Select an Action from the menu, such as Any Action or Permanently Delete.

> "As Of" Reporting

rpoEta A
|
nd Da
i EFfes L
e
B a3
Bt

B3 Devispment Fecords Center Nem:Reet 1

Figure 15-13 Selecting an Action

5. Specify either a time period or a date range in Effective Date.
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6. Select the containers to search in Libraries / Containers.

Report_1238

Mave to Recycle Bn -

Figure 15-14 New “As Of" Report

7. After clicking Submit, a message displays in the center pane. Click "As Of" Search
Reports to view the report.

Note

A Timer job runs to complete the report; otherwise, the status is pending. To see when
status has changed from Pending to Complete, refresh the window.

8. When the job completes, the status in the Search Reports changes from Pending to Com-
plete.

Tite Created Status Created By

Figure 15-15 Search Reports Status

9. To view the "As Of" Search Report, click the report title you assigned.

Drag a column header and drop it here to group by that column

Record Site Library Container CBR Selected Action(s) Effective Date(s)
W w w W w
f5| Mew sample 01.docx MonRoot12000-5ubSite S Record Lib A Test Conatiner 02 False  Move To Recycle Bin TA1/2026
B MNew Sample Od.docx MonRoot12000-5ubSite S Record Lib A Test Conatiner 02 False  Move To Recycle Bin 7172026
B MNew sample 02.docx MNonRoot12000-5ubsSite S Record Lib A Test Conatiner 02 False  Move To Recycle Bin /1172026
B Mew Sample 05.docx MonRoot12000-SubSite S Record Lib A Test Conatiner 02 False  Move To Recycle Bin TA11/2026
Ju 5 New Sample 03.docx MNonRoot12000-5ubSite 5 Record Lib A Test Conatiner 02 False Maove Te Recycle Bin 7172026
& MRBandPD NonRoot12000-SubSite Testing Asof Lib v Move To Recycle Bin 1/30/2018
Bi Testdocl2xlsxk MonRoot12000-5ubSite Testing Ascof Lib MRE and PD v Move To Recycle Bin 1/30/2018
H A |i| P M Page size: 10 = 7 items in 1 pages

Figure 15-16 Viewing the As Of Search Report
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15.2.2 Exporting As Of Report Results
As Of Reporting supports the exporting of the report results to Excel.
To export the As Of Report results:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
2. Select Libraries to display the Site Contents and then "As Of" Search Reports.
3. When the Library reports display, click the title of the report you want to inspect.

Records Center Site » "As Of" Search Reports » Search Reports

Records Center Site

Figure 15-17 "As Of” Search Results

4. From the "As Of" Search Report, click Export.

5. Click Open to view the information in Microsoft Excel.

Do you want to open or save AsOfExport20130130153750.csv from igimmalsoft.com?
Open Save > Cancel
\zl]ASOfEprrT20130130153750
| 4 A B C D E F G
‘ i !Site Library Container Record CBR Effective Date
‘ 2 Records Center Site Corporate Records Board of Directors Shareholders Report Q4 2012.docx 1/29/2028

Figure 15-18 Opening an "As Of" Report in Excel

6. Click Save and select Save As to save the information to a Microsoft Excel comma-sepa-
rated values (.csv) file.

15.3 Report Exclusion Settings

Using Report Exclusions Settings, you can create a rule that excludes sites and libraries from
reports. For example, you can set exclusions for Vital Record lists, Cutoff lists, Period lists, Drop
Off library, Email DropZone, and "As Of" Reporting, or add any site and library to exclude them.
Once set, Compliance Suite ignores those records according to the pattern that you set so that
they are not contained in reports (for example, Email DropZone).

Follow these steps to set report exclusions:
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1. Under the Compliance Suite area of SharePoint, select Report Exclusions Settings.

™ Compliance Suite
( ! File Flan Builder Settings
CJ Global Hold Settings

Report Exclusions Settings

Figure 15-19 Selecting Report Exclusions Settings

The Report Exclusions Settings screen displays.

Report Exclusions Settings
Return to Central Administration
Report Exclusions Settings

Exclusion Patterns
Configure the exdusion patterns for sites and libraries that should be ignored by Compliance Suite
reports., Patterns should match the server relative url of the site or library and can include * at the
beginning or end of the pattern for wildcard matching, You may also use a domain (with optional
port number) to match an entire web application, Wildeard matching is not supported for domains,

% Add New Pattern 2 Refresh

Exclusion Pattern
Examples: Mo records to display.

Web application:  mysite.mydomain. com

Site collection or site:  [sites/legal

All sites of particular name:  */legal

Al sites ibraries ke name:  =jmysite=

All libraries of particular name:  */EmailDropzone
Spedfic library:  fsites/legal/RecordLibary 1

Done
Figure 15-20 Report Exclusions Settings

2. Select Add New Pattern. The Exclusion Pattern field displays.

Exclusion Patterns

% Add New Pattern £ | Refresh

Exclusion Pattern

Mo records to display.

Exclusion Patterr:

r

o | X

Figure 15-21 Exclusion Patterns Field

3. Enter the exclusion pattern for the records you do not want included in reports and click

the Go button. The new exclusion pattern displays.
Exclusion Patterns

% Add New Pattern < Refresh

Exclusion Pattern

Email Dropzone

Figure 15-22 New Exclusion Pattern
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4. If you want to edit the pattern, click the Edit button. The Exclusion Pattern field displays
where you can enter changes.

Exclusion Patterns
% | Add New Pattern + Refresh

Exclusion Pattern

= .
.
£ K

Email Dropzone

Exclusion Pattern: |Email Dropzone

.;:[x

Figure 15-23 Edit Exclusion Pattern

5. Click the Go button. The record you entered is excluded from reports.
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16 Bulk Processing

Bulk Processing functionality is available within a SharePoint Records Center with Compliance
Suite enabled. To use Bulk Processing, Compliance Suite must be installed and the site feature
Gimmal Compliance Suite Bulk Processing and the site collection feature Gimmal Compliance
Suite Bulk Processing Site Columns must be active.

Compliance Suite Bulk Processing enables the processing of one or more records in a single
action. Standard SharePoint functionality supports the processing of only one item at a time
which can become cumbersome when managing large volumes of records.

Bulk Processing supports site column (field) updates across multiple records in a single action.
For example, if a storage location change affects multiple records, Bulk Processing can be used to
update the Location site column for all affected records. This only happens for a record library
where bulk metadata changes have been configured.

Compliance Suite uses the following for the implementation of Bulk Processing:

1. Bulk Processing Administration page: Configuration of Bulk Processing definitions. The
Bulk Processing definitions define the Bulk Processing options that are available to end
users within select SharePoint Records Center Lists and Libraries. By default, no Bulk Pro-
cessing definitions are configured. To access this page you must be a member of the RMA
Bulk Processing Administrators SharePoint group.

2. Bulk Processing Header/Record Action: Initiation of Bulk Processing from configured
SharePoint Records Center Lists and Libraries. The Bulk Processing action button displays
on the List or Library header ribbon under the Manage features. To enable the Bulk Pro-
cessing action button, a user must select one or more items from the configured List or
Library and should at least have edit permission on item.

Intended User: End User, Records Manager, Compliance Suite Administrator, RMA Bulk Processing
Administrators

16.1 Bulk Processing Administration

Before initiating Bulk Processing for records, Compliance Suite Bulk Processing must be config-
ured through the Bulk Processing Administration page to meet your organization's records
management policies. To access the Bulk Processing Administration page, a user must be a
member of the RMA Bulk Processing Administrators SharePoint group.

Bulk Processing Administration defines the Bulk Processing definitions available for selected
SharePoint Lists and Libraries. These definitions define the Bulk Processing options that are
enabled for end users within your SharePoint Records Center. The definition types supported by
Bulk Processing include:

1. Field Update Definition

e Defines Content Type and their Site Columns that can be updated using Bulk Process-
ing

Compliance Suite (Feature-Activated) User Guide 237



15 January 2019

e Supported through the Manage Field Definition task
2. List Workflow Definition
e Defines List Workflows where task metadata can be updated using Bulk Processing

e A List Workflow is a Compliance Suite Bulk Processing Compliant workflow that has
been configured for association with a selected List or Library. Examples of List Work-
flows include Disposition Processing, Cutoff Review, and Vital Record Review work-

flows.

Note:

Bulk Processing Administration can only update a task’s metadata. It cannot complete
the task. To bulk complete certain tasks, use the Gimmal Bulk Task Processing.

e Task updates include the approval and/or entering of task information, such as com-
ments for multiple tasks at the same time

In addition to the configuration of Bulk Processing definitions, Bulk Processing Administration
provides the ability to configure the default settings for Bulk Processing. These settings define
the options listed previously that display on the Bulk Processing Administration page, as well
as the length of time Bulk Processing audit (history) information is saved.

Intended User: Bulk Processing Administrators
To access the Bulk Processing Administration page:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
2. You can access Bulk Processing Administration in either of these two ways:
a. Select Bulk Processing Administration from the Compliance Suite header ribbon.

b. Select Settings and then Site Settings from the header navigation. On Site Settings,
select Bulk Processing Administration in the Compliance Suite section.
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3. The Bulk Processing Administration screen opens with options for configuring Bulk
Processing definitions.

Manage Bulk Processing

Lists and Libraries
[ Alerts
Bulk Task Processing Report

Content and Structure Reports

Cutoff Reviewed Search Reports

H H B Hd

Cutoff Reviews
Choose an action
(A ] Manage Field Definition

g Manage List Workflow
Definition

M  Cutoff Search Reports
[E] cutoffio

M Declassification Exemptions

Figure 16-1 Bulk Processing Administration Page
The following table describes the Bulk Processing Administration screen.

Table 16-1 Bulk Processing Administration Screen

Feature/Title Description

Bulk Processing Adminis- | Action button that opens a window to configure the settings
tration Settings for Bulk Processing.
The action button is displayed on the top right, under the page
description.
List or Library Selection List of SharePoint List and Libraries that can be configured for

Bulk Processing.

A user can select a List or Library to configure for Bulk Process-
ing by selecting the item in the displayed list. Only one List or
Library can be selected at a time.

Example: Cutoff Review
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Table 16-1 Bulk Processing Administration Screen

Feature/Title Description

Task Selection List of available definition types along with an option to Man-
age Current Definitions.

When a user selects a List or Library, the valid Tasks become
enabled.

Manage Field Definition is enabled if the selected List or Library
has associated content types.

Manage List Workflow Definition is enabled if the selected List
or Library has an associated Compliance Suite Bulk Processing
Compliant List Workflow.

16.1.1 Bulk Processing Administration Settings

Bulk Processing Administration provides the ability to configure which definition tasks display on
the Bulk Processing Administration page, as well as the length of time Bulk Processing audit
(history) information is saved in the system.

To configure the Bulk Processing Administration settings:

1. Click the Action button on the top right of the page under the page description.

2. A Settings dialog box opens with options for selecting the available definition tasks and
number of days to retain bulk processing audit history.

Change Bulk Processing Settings

Bulk Processing is available for all lists and libraries based on an existing workflow, or change of field or
column values. Select the availability of Bulk Processing and the number of days to retain processing
history.

Allow:
[«] Field-Based Processing

List Workflow Processing

Clear processing history after |14 |da)rs

Figure 16-2 Bulk Processing Settings

3. Select the Allow option(s). By default, all options are selected.
e Field-Based Processing: Display Manage Field Update Definition task.
e List Workflow Processing: Display Manage List Workflow Definition task.

4. (Required) Enter/Select the Clear processing history after [XX] days. The default set-
ting is 7.
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5. To close the settings, click the X in the upper right hand corner of the dialog box. All
changes are applied to the Bulk Processing Administration page.

e Previously configured definitions will not be affected by any changes to the settings.

16.1.2 How to Manage a Field Definition

To enable site column (field) updates across multiple items within a SharePoint List or Library,
Manage Field Update Definition must be configured for the List or Library.

To configure Manage a Field Update Definition for a List or Library:

1. On the Bulk Processing Administration page, click on the desired List or Library.

Manage Bulk Processing

Lists and Libraries Workflows

LU EMTEFPTISE EVENTS SEarcn KeporTs
A | = DRM
] Filing Locations

@ FPB

Choose an action
AZ] Manage Field Definition

'@'EI Manage List Workflow
Definition

Gimmal Column Access Control
M Period Definitions

M Reasons For Classification
Record Library

Figure 16-3 Bulk Processing: Selecting a Library

2. If the List or Library has no current definitions configured and it has associated Content
Types, the Select a Task option Manage Field Definition is enabled.

Compliance Suite (Feature-Activated) User Guide 241



15 January 2019

Note:

If the option is disabled, the selected List or Library either has an existing definition; does
not have a valid content type(s) associated; or Manage a Field Update Definition has
been disabled in the Bulk Administration Settings.

3. Select a content type from the list of displayed content types.

e The content types are SharePoint Content Types that have been associated to the
selected List or Library.

e The selected Content Type updates the Available Fields displayed on the page.

Manage Bulk Processing

Lists and Libraries Content Types RMA Record
~ | [ RMARecord ~ ~
m  Drop Off Library Enabled
" [0 Record Container Title
Email Dropzone |RMA |
[1 cCorrespondence Record
MM Enterprise Events Search Reports [] Only update when!
[1 Digital Photo Correspondence Record
Filing Locations Title ﬂ
[1 Digital Photo Record Equals ]
[l Fee
; Available Fields:
Choose an action 01 Email Record
- o Title Require? []
(1] Manage Field Definition Dl Email Upload
<= Manage List Workflow [] Decument Modified By
Definition [ Non-Electronic Correspondence DoD
ocument Created By
Record o t Created B
Subject Require?
Gimmal Column Access Control [ Mon-Electronic DoD Record uhEe equire? []
[] Publication Date
Period Definitions [ PDF Correspondence Record
[] Author
MM Reasons For Classification v [l PDF Record v Originating Organization Require? [] w

Figure 16-4 Field Update Definition

4. Select Available Fields and indicate if the selected field is required?

e The fields are the site columns associated with the selected Content Type. These
fields include site columns that are inherited. For example, Title or Subject.

e All selected Fields are included on the Process Bulk Selections dialog box when a
user initiates bulk processing for the selected Content Type within the selected List
or Library in your SharePoint Records Center.

e All selected Fields that are marked required? are required on the Process Bulk Selec-
tions dialog box.

5. Enter Display Name. The Display Name is the user-friendly name that will be displayed
on the Process Bulk Selections dialog box when a user initiates bulk processing for the
selected Content Type within the selected List or Library in your SharePoint Records Cen-
ter. If no Display Name is entered, the Content Type's name will be used.
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6. Select Enabled. Selecting Enabled allows the bulk processing definition to be used by an
end user in your SharePoint Records Center. By default, this is unchecked.

7. Select Only update when. Selecting Only update when enables options for setting up
bulk processing to only execute when records meet selected criteria.

e Select a Site Column Name.
e Select a Site Column Operator.

e Enter a Site Column Value. The Site Column Value input type displayed is based on
the selected Site Column Name type. For Text the input type is a text box. For Date, a
calendar lookup displays. For Managed Metadata, a lookup to Managed Metadata
terms is displayed. For Boolean, radio options for Yes and No are displayed.

8. Click Add.

9. If the selected Content Type has inherited (child) Content Types, the Apply Definition
Inheritance dialog box displays.

Manage Bulk Processing

Lists and Libraries

ry  Drop Off Library
1 Email Dropzone
M Enterprise Events Search Reports

Filing Locations
[ FPB 1
Gimmal Column Access Control
Period Definitions

Reasons For Classification

Record Library

H = 8 8

Related Records

M Relationship Types o

Figure 16-5 Apply Definition Inheritance Dialog Box
e Select the inherited Content Types you want to include as a part of this definition.
e By default no inherited Content Types are selected.

e Select the arrow to expand any displayed inherited Content Type to see additional
inherited Content Types as applicable.
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After selecting the inherited Content Type(s), click Continue to save your selection or
select Cancel to close the Apply Definition Inheritance dialog box without saving.

10. After adding the definition, you are returned to the Field Update Definition screen.

Manage Bulk Processing

Lists and Libraries Content Types RMA Record
A | [1 RMARecord A a
& Drop Off Library Enabled
o [0 Record Container Title
Email Dropz:
mail Dropzone |RMA |
[0 correspondence Record
M Enterprise Events Search Reports [] Only update when!
igital Photo Correspondence Recor
[ Digital Photo C dence Record
0 Filing Locations Title ﬂ
[ Digital Photo Record Equals ]
E
; Available Fields:
Choose an action (1 Email Record
¥ nianage Field Definition D) email Upload Title Require? [ ]
Gy Manage List Workflow ] Document Modified By
Definition [ mMon-Electronic Correspondence DoD
Record [] Document Created By
Subject Require?
[ Gimmal Column Access Control [  Non-Electronic DoD Record uhee equire? []
[] Publication Date
Period Definitions [ PDF Correspondence Record
[] Author
MM Reasons For Classification v [l PDF Record v Originating Organization Require? [] w

Figure 16-6 Updated Field Update Definition Window

e The selected Content Type displays with a number 1 in the lower right corner.

e Any selected Inherited Content Type(s) are disabled and displayed with a lock icon.
Definitions for Inherited Content Type(s) cannot be changed.

e Bulk Processing is enabled on the header ribbon of the selected List or Library in your
SharePoint Records Center.

11. To close the dialog box, click the X in the upper right hand corner.

16.1.3 How to Manage a List Workflow Definition

To enable bulk processing to update metadata in a workflow task within a SharePoint List or
Library, the Manage List Workflow Definition must be configured. The selected definition task
depends on the type of workflow associated with the selected List or Library.

To manage the List Workflow Definition for a List or Library:

1. On the Bulk Processing Administration page, select the desired List or Library.
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Manage Bulk Processing

Lists and Libraries Workflows DRM
L ENTETPTISE EVENTS SEarcn Reports
. Al = DRM Enabled
Filing Locations
Title
E FpB [DRM] x
Choose an action User will be prompted for the following:

Step 1: Destruction Comments

® Manage Field Definition Step 2: Delete this record or category

(G Manage List Workflow
Definition Add

Gimmal Column Access Control
Period Definitions
Reasons For Classification

Record Library

I @ 8 Aa

Related Rerords

Figure 16-7 Selecting a List/Library for Workflow

2. If the List or Library has no current definitions configured and it has one or more associ-
ated Compliance Suite Bulk Processing Compliant List workflow(s), the Select a Task
option Manage List Workflow Definition is enabled.

e If the option is disabled, the selected List or Library either has an existing definition;
does not have a valid Compliance Suite Bulk Processing Compliant List workflow asso-
ciated; or Manage List Workflow Definition has been disabled in the Bulk Adminis-
tration Settings.

e By default, Disposition Processing, Cutoff Review, and Vital Record Review work-
flows are Compliance Suite Bulk Processing Compliant.

3. Click the Manage List Workflow Definition link. The List Workflow Definition screen
opens with options for selecting list workflows for Bulk Processing.
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@. List Workflow Definition
List warkflow updates allow a user to process items that have workflows associated
with a specific list or library, and optionally allow users to enter values that get

passed to & workflow.
Select a workflow:

&

Compliance
Suite Delete...
Multiple Steps: X
Steps 1: Destruction Comments
Steps 2: Delete this record or
Display Name: [_| Enabled category

| Add |

Figure 16-8 List Workflow Definition

4. Select a workflow from the list of displayed workflows.

e The list of workflows are all Compliance Suite Bulk Processing Compliant List work-
flows that have been associated to the selected List or Library.

e The selected Workflow updates the User will be prompted for the following dis-
played on the page.

5. Enter Display Name. The Display Name is the user friendly name that displays on the
Process Bulk Selections dialog box when a user initiates bulk processing for workflow
tasks based on the selected Workflow within the selected List or Library in your Share-
Point Records Center.

6. Select Enabled. Selecting Enabled allows the bulk processing definition to be used by an
end user in your SharePoint Records Center. By default, this is unchecked.

7. View User will be prompted for the following. This displays all workflow tasks for the
selected Workflow that are configured for Bulk Processing input. If more than one work-
flow task has been configured, a multiple steps link will be displayed. Clicking on multi-
ple steps opens a dialog box displaying all of the configured workflow task inputs.
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@" List Workflow Definition
List workflow updates allow a user to process items that have workflows associated
with a specific list ar library, and optionally allow users to enter values that get

passed to a workflow.
Select a workflow:

&

Compliance
Suite Delete..
Multiple Steps: X
Steps 1: Destruction Cormments
Steps 2: Delete this record or
Display Mame: | | Enabled categary

| Add |

Figure 16-9 Multiple Workflow Steps

8. Click Add. The selected Workflow displays with a number 1 in the lower right corner.

Click Save. Bulk Processing is enabled on the header ribbon of the selected List or Library
in your SharePoint Records Center.

10. To Manage List Workflow Definition for another workflow, repeat Steps 4 - 9.

11. To update an existing Manage List Workflow Definitions, select the Workflow that is
associated with the definition, make changes, and click Save. See Manage Current Defini-
tions help for more details.

12. To remove an existing Manage List Workflow Definition, select the Workflow that is
associated with the definition and click Remove.

13. To close the Manage List Workflow Definition dialog box, click the X in the upper right
hand corner of the dialog box.

If one or more definitions were added, the number of definitions added is displayed next to
the selected List or Library. For example, if you add a definition for Delete Record and Meta-
data and Transfer Record a 2 will be displayed next to the selected List or Library.

16.1.4 Managing Current Definitions

To update an existing Bulk Processing definition associated with a List or Library, you can manage
field or workflow definitions.

To access Manage Field or Workflow Definitions for a List or Library:
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1. On the Bulk Processing Administration page, select the List or Library that contains the
definition you want to update.

2. If the List or Library has existing definitions configured, the Select a Task options Man-
age Field Definitions and Manage List Workflow Definitions are enabled.

e If the options are disabled, the selected List or Library has no existing definition(s). You
must add a definition. See ""How to Manage a Field Definition” on page 241 or "How
to Manage a List Workflow Definition” on page 244 for more details.

3. Select the Manage Field Definition or Manage List Workflow Definition link. The Field
Update Definition or List Workflow Definition dialog box opens, depending on your
selection.

4. Make the desired changes and click Save.

Note:

Updates immediately take affect for the selected List or Library.

5. To remove an existing definition, click Remove.

6. To close the dialog box, click the X in the upper right hand corner of the window.

16.2 Initiating Bulk Processing for Site Column (Field)
Updates

After one or more Bulk Processing Field Update Definition(s) have been configured through the
Bulk Processing Administration page, you can initiate Bulk Processing for records within config-
ured SharePoint List or Libraries. Initiating Bulk Processing for site column (field) updates allows
the user to set the same site column values for multiple records at the same time.

Intended User: End User; Records Manager

To initiate Bulk Processing for selected records within a List or Library:

1. Open a SharePoint Records Center. The Records Center Home Page opens.
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2. Navigate to and select one or more items you want to include in Bulk Processing. In the
Manage group, click the Bulk Processing button.

BROAWSE COMPLANCE SUITE FILES LIBRARY
(5 Mew Container & =
- o+ L5 pal
|45} New hon-Blectronic Record . gl |
= Ex Copy Move  Aecord Record Wi Bk Share
1 Uptoad Docurnert Record  Recosd Locations . Versions . Properties Properties Frocessing
i Ot Records Manage Shan
Accounting and Finance (¥ new document
Capstone All Documents  Disposthion e Find & file o
Certificates and Reports ]
v 1 Hame Maodified Modified By Content Typ
_f_-,r:-.,-\ rate
S ariaieal ' 25 Safety Inspection 2012 === April 18, 2014 Sue Gibbons RMA Record
Genera
Hiniman R ours 'l O SafetyReport 2013 == April 18, 2014 Sue Gibbons RMA Record

Figure 16-10 Selecting Items for Bulk Processing

Click the Files tab on the header ribbon.

4. Select Bulk Processing in the Manage subsection on the header ribbon. Bulk Processing
Ribbon Button will only be enabled if user have edit permission on all selected items.

5. If the Content Type(s) of the selected items do not have a configured Field Update Defi-
nition or configured Field Update Definition was not enabled or if there is an existing
Bulk Processing request, the following message displays:

Process Selected Items

\i) Bulk Processing

Mo iterns were selected that are available for bulk processing.

Close this dialog to cancel bulk processing.

Figure 16-11 No Items for Bulk Processing Message

6. If the Content Type(s) of the selected items have one or more configured Field Update
Definition(s), the Process Bulk Selections dialog box opens displaying the configured
site column/field options.
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Process Selected ltems

Z=m  Process Bulk Selections
= L - - -
pal To process the selected items, select or enter values for all fields displayed.

RMA

Total ltems: 1

Enter values for the following fields. Items selected with the far right checkbox will be processed and the values entered
will apply to all items selected in this bulk processing group. Fields marked with an asterisk { *) must contain a value to
be processed and those with a greyed out checkbox have been defined by the administrator as reguirad.

Location * L
Originating Organization |:|
Publication Date * a1 o
Subject O
Title |:|
Submit

Figure 16-12 Process Bulk Selections

Note:

Fields that SharePoint requires display with a red asterisk (*). You must enter a value in
these fields.

7. Enter the Site Column/Field value(s). The Site Column(s)/Field(s) displayed are based
on the Field Update Definition associated with the current List or Library and the
selected items' content type(s).

8. If the selected items include multiple content types with unique Field Update Defini-
tions, each Field Update Definition displays as a tab on the Process Bulk Selections
dialog box. The tab name is the Display Name set on the associated Field Update Defi-
nition.

e Click on the Tab Name or select Next — or -< Previous to navigate the displayed
tabs.

e Repeat Step 7 for each displayed tab.

9. To close Process Bulk Selections without saving or submitting, click the X in the upper
right hand corner of the Process Bulk Selections dialog box.
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10. To submit Process Bulk Selections, click Submit. The Process Bulk Selections for the
selected items are queued for processing by the RMA Bulk Record Processing Job. When
the processing is successfully completed, a confirmation message displays.

e The selected item(s) Has Bulk Updates Pending field is set to Yes.

e If a selected item does not meet the Only update when criteria as defined in the asso-
ciated Field Update Definition, the item is skipped and is not updated.

e If a selected item is under an existing Hold or Record Retention Schedule, the item is
skipped and is not updated.

11. After the RMA Bulk Record Processing Job is successfully executed for valid selected
items,

e The processed items Has Bulk Updates Pending field is set to No.

e The processed items will have site column(s)/field(s) updated based on the values set
on the Process Bulk Selections dialog box.

16.3 Initiating Bulk Processing for Workflow Tasks

After one or more Bulk Processing for Workflow Definitions have been configured through the
Bulk Processing Administration page, you can initiate Bulk Processing to update metadata for
workflow tasks within configured SharePoint List or Libraries. Initiating Bulk Processing for work-
flow tasks allows the user to set task information (such as comments) for multiple workflow tasks
at a time.

Note:

Bulk Processing Administration can only update a task’s metadata. It cannot complete
the task. To bulk complete certain tasks, use the Gimmal Bulk Task Processing.

The bulk processing initiation steps for workflow tasks based on List or Content Type Workflow
Definitions is the same. The steps in this document refer to both as Workflow Definitions.

Intended User: End User; Records Manager
To initiate Bulk Processing for selected workflow tasks within a List or Library:

1. Open a SharePoint Records Center. The Records Center Home Page opens.

2. Select Libraries to see all lists, libraries, and other apps in the Site Contents.
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3. Navigate to and select one or more items you want to include in Bulk Processing. Click the
Items tab to open the header ribbon.

Libwary Tools

e ) )
WD)
il

Bulk Ilke 7
tiee Pracesting [

Name Madified Modifwed By Cutolf Date Comphance Suite Delete Record and Metadata

Emargancy Plannng 1/23{2013 2:59 PM spadmin 1/23/2013 in Progress
saterial Data Safety Shoeet 1/23/2013 3:00 P spadmin 123/203 In Pragress
©d Spill Respense 1/23/2013 2:59 PM spadmin 1/23/2013 in Progress
Pant Safoty 1/23/2013 2:59 PM spadmin TEETR TR In Progress
Shutdewn Procaduras 1/23/2013 3:01 PM spadmin i23/2013 in Progress

Figure 16-13 Selecting Items for Bulk Processing

4. Select Bulk Processing button under the Manage features on the header ribbon.

5. If the selected item(s) does not have an associated Workflow Definition or if the defini-
tion is not enabled or if there is an existing Bulk Processing request, a message displays
that there were no items for bulk processing.

6. If the selected items have one or more associated Workflow Definitions, the Process
Bulk Selections dialog box opens displaying the task field configurations for the defini-
tions associated with the current List or Library and the selected items' associated work-
flow.

Process Selected Items

Process Bulk Selections
To process the selected items, select or enter values for all fields displayed.

S

DRM

Total ltems: 1

Enter values for the following fields. Items selected with the far right checkbox will be processed and the values entered
will apply to all items selected in this bulk processing group. Fields marked with an asterisk { * ) must contain a value to
be processed and those with a greyed out checkbox have been defined by the administrator as reguired.

Delete this record or category * 1 i

Destruction Comments

Submit

Figure 16-14 Process Bulk Selections

7. Enter the Task field value(s). The Task fields displayed are based task inputs enabled for
Bulk Processing in the Workflow template. These are the task inputs that are displayed as
read-only on the Bulk Processing Administration - Workflow Definition page.
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Note:

Required fields display with a red asterisk.

8. If the selected items include multiple workflows with unique Workflow Definitions, each
Workflow Definition displays as a tab on the Process Bulk Selections dialog box. The
tab name is the Display Name set on the associated Workflow Definition.

e Click on the Tab Name or select Next — or -< Previous to navigate the displayed
tabs.

e Repeat Step 7 for each displayed tab.

9. To close Process Bulk Selections without saving or submitting, click the X in the upper
right hand corner of the Process Bulk Selections dialog box.

10. To submit Process Bulk Selections, click Submit button. The Process Bulk Selections for
the selected items will be queued for processing by the RMA Bulk Record Processing Job.
A message displays that the bulk processing was successful. The selected item(s) Has
Bulk Updates Pending field is set to Yes.

11. After the RMA Bulk Record Processing Job is successfully executed for valid selected
items,

e The processed items Has Bulk Updates Pending field is set to No.

e The processed items (tasks) are updated based on the values set on the Process Bulk
Selections dialog box.
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